OEJIEPAJBHOE I'OCYJAPCTBEHHOE BIO/KETHOE OBPA30BATEJIBHOE
YYPEXJIEHUE BBICHIEI'O OBPA30BAHUA
«CAXAJIMHCKHUH I'OCYJAPCTBEHHbBI YHUBEPCUTET»

AHHOTaus padoyeil MPOrpaMMepl AUCHUILIMHBI
b1.B.27 «<UHD®POPMAIHMNOHHAS BE3OITACHOCTb»

Ha3BaHHe TUCHMIIIMHBI

44.03.01 ITexarornuyeckoe oOpazoBaHue

l'[pO(l)H.]'Ib «be3onmacHoCTh KU3HEACATECIBHOCTI)
HarnpasJieHHe (CIeHAIBHOCTD), PO (CrIeHHaTn3aLs)

1. Ilesib 0ocBOGHUS AUCIUTLIMHBI

Llenpto ocBoeHust aucuuiiuHbl (Moayns) «WHbopMannoHHas O€30MacCHOCTBY — SIBISICTCS
dhopmupoBanre 0a30BbIX 3HAHWK B 00JacTH oOecrnieueHus HHPOPMAITMOHHON O€30MacCHOCTH JIMYHOCTH,
o0IIecTBa U rocyaapcTBa; 03HAKOMIICHHE CTYACHTOB C COBPEMEHHBIMH CHCTEMaMH HH()OPMAIIMOHHOMI
0€30MacHOCTH, TEXHOJOTMYECKMMH 3allUThl HMH(QOpPMAIMK, OpPraHU3alMOHHBIMH MepaMu IO
MH()OPMAIIMOHHON 3aIUTe, MPABOBBIMH MPUHIIUTIAME X (YHKIIMOHUPOBAHHUS, & TAKKE BOZMOKHOCTSIMU
UCIIOJIb30BaHUs 3alllUThl B padoTe ¢ HMHPOPMAIMOHHBIMM pEcypcaMd B Ppa3IUYHBIX O0JACTAX
KHU3HECATCILHOCTH.

2. Mecto qucuuminnsl B crpykrype OIIOII 6akanaBpuara

b1.B.27 — UudopmanrmonHas 6€301acHOCTb.

JIMCIUTIITNHEL, 00s13aTeIIbHEIC JUIS pEABAPUTEIILHOTO W3y4YeHUS JHACIUATLIMHEL
«Madopmanvionnass  O6e3omacHOCThY»:  Marematuka, HMHbpopmarnka, @Dusmka, be3zonacHocTh
KU3ZHENIEITCIIbHOCTH, TeopeTudeckue OCHOBBI O€30MacHOCTH 4enoBeka, HamnoHaneHas 6€30MacHOCTD,
OmnacHOCTH COIMAaIbLHOrO XapakTepa v 3allluTa OT HUX U T.].

JMcuMniMHbl, B KOTOPBIX HCHOJIB3YETCS MaTepual JaHHOW AucuuIuiHbL: [IpoTuBOneiicTBHE
TeppopusMy, Meronbpl U cpeicTBa obecriedeHHs HH(OpPMALMOHHOW Oe€30MacHOCTH  OOIIeCTBa,
COLIMAJILHOW TPYIIBI W JUYHOCTH, OpraHu3amus rocyJAapCTBEHHOW CHUCTEMBI 3allUThl WH(POpPMAIIUH,
Nudopmanmonnas  6e30macHOCTh  NPEANPUHUMATEIILCKOM  AesaTenbHOCTH,  MHbopmarmoHHas
Oe3onmacHOCTh B oOpa3oBanuM, lIpoekTHpoBanme Oe30mMacHON WHGPOPMALMOHHON 00pa3oBaTEIBHON
cpensl, MabopMalimonHbie 00pa3oBaTeIbHbIe PECYPCHI IO OE30MACHOCTH KU3HEEATEIBHOCTH H T 1.

3. TpeGoBaHusi K pe3yJIbTATAM OCBOCHHSA COCP:KAHMS JHCIHIIIMHBI
B coBokynHoctM ¢ gpyrumu aucuumiauHamu  0azoBod wactu ®PI'OC BO gucumniuna
«MHpopmanmoHHass 0e30MacHOCTh» HamlpaBieHa Ha (OPMHUPOBAHME CIEAYIOIMIMX KOMIIETEHIMH

CTYJICHTA!
Ne
ConepxaHue KOMIETCHIUH
KOMIIETCHIINU
OK-3 CIIOCOOHOCTBIO ~ HCIIOJIB30BaTh €CTECTBEHHOHAYYHbIE W MaTEMAaTHYeCKHe 3HAHHSA IS

OpPHEHTHPOBAHUS B COBPEMEHHOM MH()OPMAIIMOHHOM POCTPAHCTBE

OIIK-6 TOTOBHOCTBIO K 00€CIIEUSHHIO OXPaHbl )KU3HU U 3JI0POBbs 00yUarOIInXCs

MK-1 TOTOBHOCTBHIO PCAJIN30BbLIBATH O6pa30BaT€J’IBHLI€ OporpaMmel 1o NpeamMeTy B COOTBETCTBUU C
Tpe60BaHI/I$IMI/I 06paSOBaT6J’IBHBIX CTaHAAapTOB

[1K-14 CIOCOOHOCTBIO pa3pabaThIBaTh U PEATU30BLIBATH KYJIbTYPHO-TIPOCBETUTEIBCKHIE TIPOTPAMMBI

B pesynbrare 0CBOGHUS NUCIHUILTUHBI O0YYalOLIHICs JOKEH:

3Hamy:

e MECTO U poJib MH(OpPMAIMOHHONW 0€30MacHOCTH B CHUCTEME HAllMOHAIbHOH 0e30MacHOCTH
Poccuiickoit deneparuu;

e [N, 3aJa4M, MPUHIUIBI U OCHOBHBIC HAIpaBJICHUs oOecredeHuss HHPOPMAIMOHHOM
0€301acHOCTH rOCYyIapCTBa;

e OCHOBHBICE HOPMATHUBHBIE MPABOBBIC aKThl B 00JACTH MH(POPMAIMOHHON O€30MacHOCTH W
3alUThl HH(OPMALINN;

e yrpo3bl HH(OPMAIIMOHHON 0€30IaCHOCTH JIMYHOCTH, OOILECTBA U TOCY/1apCTBA;

e colepxaHue MHPOPMAIMOHHON BOWHBI, METOIBI M CPENICTBA €€ BEICHUS;



e OCHOBHBIE TEPMHHBI 10 POOIEMATHKE HHPOPMALIMOHHOHN 0€30MacHOCTH;
e TPUHIOUIBI M METOJIBI OPTaHU3ALMOHHOM 3aIUTHl HH)OpMALIUH;
e  COBpPEMEHHBIE MTOIXObI K TOCTPOCHUIO CUCTEM 3aIUThl HHPOPMALIUY;

ymemo:

o oOecneuuTh yCBOGHUE 0a30BBIX 3HAHUM;
o chopmMupoBaTh YMEHHUS OCYIIECTBIICHUS MEPONPUATUI MO0 oOecredeHno HH(OOPMAMOHHON
0€30MaCHOCTH B PA3IUYHBIX chepax KU3HEAeSITeIbHOCTH;
o copmMHUpOBaTH YMEHHUS 0 UCIIOIH30BAHUIO HOPMATUBHO-IIPABOBBIX OCHOB MH(OPMAIIIOHHOM
0€30MacHOCTH, TI0 OPTaHU3AIMH B3aUMOICHCTBHS C APYTUMHU ChEpaMu KU3HEACSITEIbHOCTH;

e IIPUMCHAITH IIPAaBOBLIC, OPraHU3allMOHHBLIC, TCXHUYCCKUE WU IMPOrpaMMHBIE CPEACTBA 3aIIWUTHI

uHpOpMaINH;
e AHAIM3HMPOBATH U OIICHUBATH YIPO3bI HHPOPMAIIMOHHOM 0€30macHOCTH 00BEKTa;
o BHIOMpATh M aHATM3UPOBATH IMOKA3ATENIM KAUYECTBA M KPUTEPUU OLICHKH CHCTEM U OTJEIbHBIX

METO/IOB M CPEJICTB 3aIIUThI HHGOPMAIIIH;

U IMMOJIb30BATHCA HOPMATHBHBIMH JOKYMCHTAMM 110 3alIUTEC I/IH(i)OpMaL[I/II/I;

e [IOJIB30BATbhCA

npoOyieMaM U 3aadam;

e IIPUMCHIAITH

IIOJTYYCHHBIC

3HaHUA

COBPEMEHHOW HAyYHO-TEXHUYECKOW HH(poOpManuen 1o

IIpu BBITTIOJIHCHHUH

KBaJTM(PUKAIIMOHHON paboT, a TAK)KE B X0JI€ HAYUHBIX HCCIETOBAHUH.

énaoems:

e MPOodeCCHOHATHHON TEPMUHOJIOTHEH;

KYpCOBBIX H

BBIITYCKHOM

e HaBblkaMH (OpPMaJILHOW MOCTAHOBKM M pELICHUs 3a7ayd oOecredyeHHsl MHPOPMALUOHHOM
0€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM B 00BEKTOB HH(OPMATH3ALINY;

e HAaBBIKOM pa6 OTbl C

MH(POPMAIIMOHHOH 0€301acHOCTH.

umembs npedcm aejienue.;

HOPMATUBHO-IIPABOBLIMHA

aKTaMH

o 00 OCHOBHBIX MOHATHUSIX TEOPUU UHPOPMALINH;

e 0 LEJIX, 33/1a4aX U NPUHIUIAX 3aIUThl HHPOPMALIUY;
e 0 METOJax M CpeAcTBax obecneueHus HHPOpMannOHHON 0€30MacHOCTH;

e 0 POJM MUPOBBIX HH(POPMAIIMOHHBIX CUCTEM 0€30IIaCHOCTb B CTPATETUU PAa3BUTHS;
e 0 MpHU3HaKaX Kjaccu(UKaIUK 0€30MacHOCTH HH(POPMAITHOHHBIX CUCTEM;

o 00 OCHOBHBIX THMAX (PYHKIIMOHAIBHBIX CUCTEM 0€30IaCHOCTH.

4. CTpyKTYpa U coleprKaHue TUCHHILIUHBI (MOIYJIs1)
OO01mast TpyA0EMKOCTh JUCIUILINHBI COCTABIISIET 2 3aUeTHBIC SIMHUIIBI, 72 Jaca.

oOJactu

Buapl yueOHoii padoThl,

DopMBbI TEKYLIET0

= = S BKJIIOYAS KOHTPOJISl yCIIeBAEMOCTH
Ne g 3 5 | camocrosiTebHYI0 paGoTy | (no nedenam cemecmpa)
Pa3zpen aucuuniuHbl =g .
n/n = o = CTYA€HTOB H ®opma NpoMeKyTOTHOI
o =3 TPYA0EMKOCThb (B Yacax) aTrTecTaumu (no
cemecmpam)

1 | UudopmanmonHas 1-2 21 6 m.3. 6 c.p. TECTHPOBaHHE
0e30macHOCTh: conepkanue u | 8
CTPYKTYpa MOHSTHSI.

2 | IIpaBoBoe o0ecrieueHue 3 21 6 m.3. 6 c.p. KOHTPOJIbHAs paboTa,
WHPOPMAITUOHHON 8 aHaJINU3 CUTYyalluu
0e301acHOCTH.

3 | OpranuzanuonHoe 4-5 2n 6 m.3. 6 c.p. YCTHBINM OIIPOC, aHAINU3
o0ecrnieueHue CUTYaIluu
WH(OPMAITMOHHOM 8
0e30macHoCTH.

KommnbroTepHsie
MPECTYILICHHSI.

4 | NHXeHepHO-TeXHUIECKHE 6-7 21 6 m.3. 6 c.p. TECTUPOBAHUE
CpencTBa obecrnieueHus
WHPOPMAITUOHHON 8
OesomacHocTH. 3ammTa  OT
KOMITBIOTEPHBIX BUPYCOB

HUCCICAYEMbIM

obecneueHus




5 | CrocoOsr 3aIUTHI 8-9 21 6 m.3. 8cp aHaJIN3 CUTYyalluu
nHpopMaIuu.
[IporuBoneiicTeue 8
HECaHKIIMOHUPOBAHHOMY
JOCTYNy K HWH()OPMAIIMOHHBIM
pecypcam.
Hroro | 8 10 n 30m3. | 32c.p. 3avuer

5. YueOHo-MeTOoMYecKOe U MH(OPMAIIMOHHOE o0ecTiedeHne TUCIUINIMHBI (MOTYJIs)

a) OCHOBHAS!

1. Spouxkun B.M. Uudopmanmonnas Ge3omacHocTh. — M.: Axamemuueckuii mpoekt, 2003. —
639 c.

2. Tamarenko B.A. OcHoBbl uH(popmarmonHoi 6e3onacHoctu: Kypce neknuit. — M.: aTepHeT-
VYuusepcurer Madopmanmonnsix texnonorui, 2003. — 239 c.

3. MamaeB M. Texnonoruu 3anuthl uHGopManuu B Uatepuere / M. Mamaes, C. Ilerpenko. —
CII6.: ITMTEP, 2002 . — 848 c.

4, CremanoB E. A. Uaudopmanmonnas 6e30macHOCTh W 3amniuTa uHpopMmanuu : yued. mocobdue
Ui CTyA. BY30B, 00y4. mo cmen. «/lokyMeHTOBeaeHHE M JOKYMEHTAlMOHHOE obecreueHue
ynpasienus»/ E. A. Crenanos, . K. Kopuaees. — M.: UHOPA-M, 2001. — 304 c.

5. IMapteika T. JI. UadopmanmronHast 6€30MacHOCTh: yue0d. mocodue s CTyI. yap. cpel. mpod.
oOpa3zoBanus, 00y4. mo cnern. uHpopmatuku U BblY. Texuuku / T. JI. [lapteika, M. U. TlomoB. — M.:
®opym: THOPA-M, 2005. — 368 c.

6. Ilernos A. lO. 3amuTa KOMIbIOTEpHON MHPOPMAIIUU OT HECAHKLIMOHHUPOBAHHOTO AOCTYIA /
A. 1O. Ulernog; pen. M. B. ®unkos. — M.: Hayka u texauka, 2004. — 384 c.

0) dononnHumenvHas:

1. JloxrpuHa nndopmarronHoi 6e3onacuoctu Poccuiickoit @enepanuu.

2. MenbmakoB FO.K. OcHOBBI 3aluThl OT TEXHUYECKHUX pa3BeloK: yueOHoe mocobue. Jlom.
YMO / 10.K. MensmmakoB; nox obmei pemakuueit M.II. CerueBa. — M.: U3a-Bo MI'TY um. H.D.
baymana, 2011.

3. CnpaBounas npaBoBas cucrema «Koncynprant [Tnrocy.

4. HuTtepHeT (B KOMIBIOTEPHBIX KJlaccax U OMOJIMOTEKE).

8) npozpammnoe obecneyenue u Mnmepnem-pecypcul:

1. http://www.cryptography.ru

2. http://cryptography.ru/db/section_page.html?ext_sec=190600000
3. http://www.security.nnov.ru

4. http://'www.microtest.ru/hardware/information_security/
5. http://referat.ru/referats/view/28141

6. http://citforum.ru/internet/iinet96/14.shtml

7. http://www.itsec.ru/main.php

8. http://all-ib.ru/

9. Windows 10 Pro

10.  WIinRAR

11. Microsoft Office Professional Plus 2013

12. Microsoft Office Professional Plus 2016

13. Microsoft Visio Professional 2016

14. Visual Studio Professional 2015

15. Adobe Acrobat Pro DC

16. ABBYY FineReader 12

17. ABBYY PDF Transformer+

18. ABBYY FlexiCapture 11

19.  TIIporpammHoe obecrnieuenune «interTESSy»

20. CrnpaBouHno-npaBoBas cucreMa «Koncynbrantllntocy, Bepcus «akcnepT»
21. 1O Kaspersky Endpoint Security

22. «AHTtumnnaruat.BY3» (MHTEpHET - Bepcus)


http://www.ict.edu.ru/catalog/index.php?a=nav&c=getForm&r=navOpen&id_res=50&internet=http://www.cryptography.ru
http://www.ict.edu.ru/catalog/index.php?a=nav&c=getForm&r=navOpen&id_res=1466&internet=http://cryptography.ru/db/section_page.html?ext_sec=190600000
http://www.ict.edu.ru/catalog/index.php?a=nav&c=getForm&r=navOpen&id_res=1353&internet=http://www.security.nnov.ru
http://www.microtest.ru/hardware/information_security/
http://referat.ru/referats/view/28141
http://citforum.ru/internet/iinet96/14.shtml

23. «AHTHIUTarUaT- UHTEPHET
24, www.yandex.ru

25. www.google.ru

26. www.rambler.ru

27. www.yahoo.com

28. Catalog.iot.ru — xaranor oopa3oBaTenbHBIX pecypcoB cetu MHTepHeT
29. www.ed.gov.ru — caiit ®eaepanbHOro areHTcTBa 1mo oopasosanuto MOuH PO
30. http://dic.academic.ru — ciioBapu ¥ SHIMKIONECIUHN OH-JIAIH

31.  http://www.rubicon.com/
32. www.ed.gov.ru/ — Caiit MunuctepcTBa oOpa3oBaHus U Hayku PD

ABTOp % / E.H. Bosipos __/

(monmuck) (pacumpoBKa IOIIUCH)
Penensenr 0)4 o e/ C.B. Aopamora __/
(MOHCE) (pacu¢ppoBKa IOAMUCH)

PaccmoTrpena Ha 3acemanum kadeapbl 0e30MacHOCTH >ku3HeaesaTenbHOocTH oT 05 ceHtsabps 2018 r.,
potokoa Ne 1.

YTepxkaeHa Ha coere Muctutyra EHUTH ot 18 oktsa6ps 2018 r. mpotokon Ne 1.
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