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1. ®opmupyemble KOMIIETEHIINH M MHAUKATOPBI UX JOCTHKEHHS 110 JUCHHILIMHE (M00YJ110)

Koasl . Koa n HauMeHoBaHMe HHIUKATOPA
Conep:xaHue KoMIeTeHIUI
KOMIIEeTEeHIIMH JAOCTHKEHHS] KOMIIeTeHIIHH
OIlK-4.2 CrocoOeH aMUHIUCTPUPOBATh OIIK-4.2.1 - 3HaeT TUIIOBbIE CPEICTBA,

OTEPALIMOHHBIE CUCTEMBI, CUCTEMBI
yrpaBieHust 0a3aMu JTaHHBIX,
BBIYHCIIUTEIHHBIE CETH

METOBI ¥ IPOTOKOJIBI MICHTU(UKAIIHH,
ayTeHTU(UKAIMH U aBTOPU3AIINH, & TAKKE
KPHUTEPHH OIICHKHU YPPEKTHBHOCTH U
HAJIS)KHOCTH CPEJICTB 3aIUThI IPOTPAMMHOTO
oOecrieueHus: aBTOMaTU3UPOBAHHBIX CUCTEM;
OI1K-4.2.2 - YMmeer co3aaBath, yaalIiaTh U
MU3MEHSAThH YYETHBIC 3aIMCH T0JIb30BaTEIICH
ABTOMATHU3UPOBAHHOMN CUCTEMBI,
YCTaHABIUBATh U HACTPAUBATH OTEPAI[HOHHBIC
CHCTEMBI, CHCTEMBI YIIPaBICHUs 0a3aMu
JTAHHBIX, KOMIIBFOTEPHBIC CETH U TIPOTPaMMHBIC
CUCTEMBI C yU4eTOM TPeOOBaHUH 110
o0ecrnedeHuto 3auThl HH(QOPMAaInH;
OIIK-4.2.3 - Bnageet HaBbIKAMH yCTaHOBKH
OOHOBJICHUH MPOTrPaMMHOTO 00ECIICYCHHUS
ABTOMATHU3UPOBAHHOM CUCTEMBI, & TAKKE
HABBIKAMH OOHAPY)KEHUSI U YCTPAHCHUS
HEUCIIPABHOCTEH B pa0OTE CHCTEMBI 3al[UThI
WH(POPMAIIUN ABTOMATH3UPOBAHHON CHCTEMBI

2. MacnopT ¢oHAa OLEHOYHBIX CPEACTB MO AUCHUILIMHE (MO1YJII0)

Kon
Ne Kontposupyembie pasaesbl KOHTPOJIMPYyeMOii
HanmeHOBaHHe OIIEHOYHOTO CPeICTBA
n/n (TeMbl) TUCHUIIUHBI KOMIIEeTeHI MU
(W11 ee 4acTH)
KOHTPOJIbHBIE BOIIPOCHI 110 TEME JIEKIIUH,
1. Tewma 1. U3yuenue cetn OIlK-4.2 3a/1aHusl K 1abopaTopHBIM paboTam,
JIOMAIIIHee 3a/1aHue, TeCT
KOHTPOJIbHBIE BOITPOCHI 110 TEME JICKITHH,
Tema 2. CeteBble IPOTOKOJIBI U
2. OIIK-4.2 3aJjaHuA K J1a00opaTOpHBIM paboTam,
KOMMYHHKAITUU
JIOMAIITHee 3a/1aHue, TECT
KOHTPOJIbHBIE BOIIPOCHI 110 TEME JICKIUH,
3. Tewma 3. [P-anpecarnms OIIK-4.2 3aJ1aHus K 1a00paToOpHBIM paboTam
JIOMAIIIHee 3a/1aHue, TeCT
KOHTPOJILHBIE BOIIPOCHI 110 TeME JISKITUH,
Tema 4. OcHOBHBIE KOHIIEMIIUU
4. . OIIK-4.2 3aJlaHuA K J1a00OpaToOpHbIM paboTam,
Y HAaCTpOiika KOMMYTaIHH
JIOMAITHee 3a/IaHue, TeCT
KOHTPOJIbHBIE BOIIPOCHI 110 TEME JIEKLIUU
Tema 5. Konuenuus p P 1o,
5. OIlK-4.2 3aaHus K J1abopaTopHbIM paboTam,
MapuIpyTU3aluu
JIOMAIIIHee 3a/1aHue, TeCT
6. | Dk3ameH OI1K-4.2 Bormpocsl k ak3ameny
KOHTPOJILHBIE BOITPOCHI 11O TEME JICKITHH
Tema 6. Konnenmus P P TiHH,
7. OIIK-4.2 3aJjaHuA K J1a00opaTOpHBIM padoTam,
MapuIpyTHU3aluu
JIOMAITHee 3a/1aHue, TECT
KOHTPOJIbHBIE BOIIPOCHI 110 TEME JICKIIH
8 Tewma 7. Buptyanpibie OIlK-4.2 3a aII;I/Iﬂ K 1200 afo HBIM paboTam o
" nokanbHble cetu (VLAN) ' ! paTop p ’
JIOMAIIIHee 3a/1aHue, TECT
9. Tema 8. CHUCKH KOHTPOJIS OIlK-4.2 KOHTPOJIBHBIE BOIIPOCHI IO TEME JIEKIIHH,




noctymna (ACL) 3a/1aHusl K 1ab0paTOpHBIM paboTam,

JOoMalIHEC 3adaHuC, TCCT

KOHTPOJIbHBIE BOIPOCHI 10 TEME JICKIIUU
Tewma 9. [IpeoOpa3zoBanue P P T,

10. OIIK-4.2 3aJjaHuA K J1a00paToOpHBIM paboTam,
ceTeBbIX azpecoB [Pv4
JIOMaIlTHEee 3a/1aHne, TECT
11.  KomnokBuym OIIK-4.2 Bompocs! k KOJIIOKBUYMY
12.  Dx3ameH OIIK-4.2 Bormpocsl k sk3aMeny

3. OueHoYHbIE CpecTBA
S cemecmp
JlaGoparopHoe 3ansitue Ne 1 (2 u.). Tema: U3yueHnue ceTu.
Bonpocul 013 0b6cyarcoenus:
JlokanbHble U T7100aIbHbIE CETH, CETh MIHTEpHET.
Certsb B kauecTBe miaTGopMbl. [10CTOSHHO MEHSIOIIASICS CETEBAs Cpefa.
HacTtpoiika ceTeBoii onepalinoOHHON cUCTeMBbI. JIMHUY CBS3U.
KoaupoBanue v MyJIbTUIITICKCHPOBAHUE JAHHBIX.
BbecripoBonas nepenaua ganubix. [lepBudHbIe ceTu.
Oneparnuonnas cucrema Cisco.
CuHrakcuc 6a30BBIX KOMaH]l HACTPOEK.
IIpumepnvie 3a0anus:
Hactpoiika ceTeBOoii OnepaAlIHOHHON CHCTEMBbI.
Bonpocul ons ob6cyscoenus:
1. BeimonHuTe nepBoHauanbHYyI0 HacTpohKy cereBbix mnapamerpoB OC Cisco IOS mapmpyTtuzaTopa
Cisco 2811 ¢ paboueii cTaHIIMKM aIMHUHACTPATOPA CETH, UCTIONB3Ys JTaHHBIC B CJCYIOIICH Ta0IunIIe:

NogakrowdhE

Tapamemp Inauenue
[P-anpec unTepdeiica Fa0/0 10.194.7.1/24
[P-agpec uarepdeiica Fal/1 192.168.100.26/30
CranjapTHbli 11103 192.168.100.25
HMms MapmpvTizaTopa R7

Homen net.bank

[Tapons goctvoa enable

xkld7Hn43412&

JlokansHEIH NONB30BATENR/IAPOIIE noc/nTefa#s51

JlabopaTopHoe 3ansitue Ne 2 (6 u.). Tema: CeTeBble IPOTOKOJIBI U KOMMYHHMKAIUM.
Bonpocut ons obcyscoenus:

CeteBble IPOTOKOJIBI U cTaHAAPTHI. [IpOTOKOIBI PU3HUECKOTO YPOBHSI.

[IpoTOKOJIbI KAHAJIBHOTO YPOBHSI.

VYnpasiieHue 10CTYIIOM K CpeJi€ NIePENaYu JaHHBIX.

[Iporoxon Ethernet.

ITpoTokon pa3spemienus agpecos (ARP).

[IpoTOKOJIBI CETEBOTO YPOBHSI.

MapuipyTuzaTopsl.

[IpoTOKOIIBI TPAHCTIOPTHOTO YPOBHSI.

IIporokosslr TCP u UDP.

0. TIpoTOKOIBI YPOBHS MPHIIOKECHHH.

11. CereBble ciy>KObl YPOBHS MPUIIOKEHUIH.

12. Yrto, kpome mpoOIEeM CETEeBOr0 MOIKIIOYEHHUS, MOXKET TOMEIIaTh OTBETaM KOMaHJ ping WM
traceroute BEpHYTbCA HAa UCXOAHOE YCTPONCTBO?

13. Kakoe coo01eHne BEIIaCT KOMaHIa ping, €CIIM OTIHPAaBUTh 9X0-3aMPOC ¢ TOMOIIBI0 KOMaH/IbI ping Ha
HECYIIECTBYIOIIUN ajjpec B ynaiéHHou ceTw, Hampumep, 192.168.3.4? Uto »10 o3Hauaer? Ecnu B
OTIIPAaBUTE 3X0-3aMPOC C MOMOIIbI0 KOMaHAbI ping Ha JAEUCTBUTENbHBIA y3€J1 M MOJIYYUTE TaKOM
OTBET, YTO HYXHO OyJIeT MPOBEPUTH?

RO ~NoOT~WNE



14. Kakoe cooOmieHue BBIIACT KOMaHAa ping, ecau ¢ Kommnbiorepa moj ymnpasieHuem OC Windows
OTIIPaBUTH 3X0-3aMPOC C MOMOIIBI0 KOMaH/ bl ping Ha aapec, KOTOPBINA HE CYIIECTBYET HU B OJTHOU U3
ceTeii Baieit Tonosioruu, Hampumep, 192.168.5.3? Uto o3Havaer qanHoe coodIeHne?

IIpumepnvie 3a0anus:
1. Co3nanue u HacTpoiika ceTu.
* [loaxmounre Kabenu.
* Hactpoiite KOMIIBIOTEPBI.
* HacrpoiiTe MapuipyTu3aTopsl.
* Hacrpoiite KOMMyTaTOpHI.

50/0/1 DCE

50/0/0

Tabnuua agpecauuu

LWntos no
YecTponcTeOo WUHTepdpeic IP-agpec Macka nogceTtun YMON4aHUIo
LOCAL GOM 192.168.1.1 2552552550 HepoctynHo
$0/0/0 (DCE) 10.1.1.1 255.255.256.252 | HepocTtynHo
ISP S0/0/0 10.1.1.2 255.255255 252 | HepoctynHo
S0/0/1 (DCE) 10222 255.255.2556.252 | HepocTynHo
REMOTE G0/M 192.168.3.1 255.255.255.0 HepocTtynHo
S0/0M1 10.2.21 255.255255252 | HepoctynHo
S1 VLAN 1 192.168.1.11 255.255.255.0 192.168.1.1
S3 VLAN 1 192.168.3.11 2552552550 192.168.3.1
CeTeBoit
MK-A apantep 192.168.1.3 255.255.255.0 192.168.1.1
CeTeBoit
MNK-B apantep 192.168.3.3 2552552550 192.168.3.1

2. TectupoBaHHe OCHOBHOM CETH C TIOMOIIBIO KOMAHIIBI «pingy.

* OTnpaBbTe 3X0-3aMPOC € TOMOIIBIO KOMaH/IbI ping ¢ KOMIThIOTEpA.

* OrmpaBbTe 9X0-3aMPOC € TOMOIIBIO KOMaH I ping ¢ ycTpoiict Cisco.
3. TectupoBaHMEe OCHOBHOM CETH ¢ TIOMOIIbIO KOMaH] tracert u traceroute.

* BBenute koMaHy «tracert) Ha KOMIBIOTEPE.

* Bremute koMaHy «traceroute» Ha ycrpoiicTBax Cisco.
4. Tlouck u ycTpaHeHHE HEUCTIPABHOCTEH B TOMIOJIOTHH.

JlabopaTopHnoe 3ausitue Ne 3 (12 4.). Tema: IP-agpecamnus.
Bonpocwt ons ob6cyscoenus:
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10.

11.

Ceressie [Pv4-anpeca.

CeteBbie [Pv6-anpeca.

Paz6uenue IPv4-cetu Ha mojaceTH.

Cxempbl aipecanymu.

Ocob6ennoctu npoektupoBanus [Pv6-cern. O630p CIDR u VLSM.

CereBas Macka, ceTeBoi npeduKc.

Kiaccor IPv4-aapecos.

Kakum 06pa3oM MOKHO OBICTPO pacCUUTaTh CETEBBIE aapeca WAYIIHMX MmoaApsa moacerei /307

Hogas cetp 192.168.3.0/24 noaxmrouena k unrepdeiicy GO/0 mapmpyruzatopa R1. Kakue koman bl
MOXKHO  HCHOJb30BaTh JJIi HACTPOMKM  CTAaTMYECKOrOo  Mapuipyra K O3TOM ceth OoT
Mapuipytusaropa R3?

Cy1iecTByeT i1 NPEUMYILIECTBO B HACTPOMKE CTATHUYECKOrO MaplIpyTa C MPSIMBIM MOJIKIIOYECHHEM
110 CPAaBHEHUIO C HACTPOUKON PEKypCHBHOIO CTATUYECKOT0 MapupyTa?

[ToueMy Tak BaskHO HACTPOUTH MApUIPYT MO YMOJIYAHUIO HAa MapiIpyTu3arope?

Cetenble IPv4-agpeca.

IIpumepnvie 3a0anus:

1. MByunuts TpeOOBaHUS K CETH.

16 000ysnos 8000 yanos

50/0/1

so/o/o

4000 ysnos 1000 ysnos

2. Paszpaborath cxemy angpecanuu VLSM.
3. BemonHuTh KabenpHOe coeTMHEeHNEe U HacTpouTh [Pv4-cerTh.
4. HacTpo¥ika TOIOJIOTHH B YCTAHOBKA MCXOTHOTO COCTOSIHUS YCTPOMCTBA.

LoO Lol

5. Hacrpoiika 0a30BBIX TapaMeTpOB YCTPOMCTB U MPOBEPKaA MOAKIIOUECHHUS.



Tabnuua agpecauun

6.

7.

Wnros no

YeTponcteo | WUHTepdenc IP-agpec Macka nogceTn yMOn4aHuw
R1 G0/ 192.168.0.1 2552552550 N/A

S0/0/1 10.1.1.1 255255255252 | N/A
R3 G0/1 192.168.1.1 2552552550 N/A

S0/0/0 (DCE) | 10.1.1.2 255255255252 | N/A

Lo0 209.165.200.225 | 255255255224 | N/A

Lo1 198.133.219.1 255.255.255.0 N/A
PC-A NIC 192.168.0.10 2552552550 192.168.0.1
PC-C NIC 192.168.1.10 2552552550 192.168.1.1

Hacrpoiika cTaTuyeckux MapuipyToB.
* Hacrpoiika peKypCMBHOIO CTaTUYECKOTO MapuIpyTa.
* Hacrpoiika craTnyeckoro Mapuipyra ¢ IpsiMbIM ITOJKJIFOUEHHEM.
* Hacrpoiika 1 yJlaieHne CTaTHYECKUX MapIIpyTOB.

Hacrpoiika u npoBepka MapuipyTa rno yMOaI4aHHIo.

CeteBble IPv6-agpeca.

Bonpocut ons obcyscoenus:

1. Tumst IPV6-anpecos.
2. Ilpeduxc, nrHa npedukca.
3. Kak, Ha Bam B3rJis1/1, HEOOXOAUMO TOACPKUBATh [Pv6 B Oymymem?
4. Kak Bbl cuurtaere, OyayT au IPv4-cetn ucnonb30BaThCs U Aajbllie UM, B KOHIIE KOHIIOB, BCE NepeiayT
Ha [Pv6? Kak BBl gymaere, CKOJBKO BpEMEHHU 3alMET 3TOT Nepexo?
5. IloueMy oauH M TOT *e JOKanbHBIM anpec kaHana FE80::1 MOXXHO NMPUCBOUTH KaXIOMy M3 ABYX
Ethernet-untepdeiicoB mapmpyruzaropa R1?
6. HazoBure UICHTU(PHUKATOD MIOJICETH B IPv6-anpece OJIHOA/IpECHOM nepegadn
2001:db8:acad::aaaa:1234/64.
Ilpumepnvie 3a0anusi:
1. Omnpenenenue paznuuHbix TUNOB [Pv6-aapecos.
~ ’ 4 Wnio3 no
YMOYAHHIO
S
* PaccmotpuTte pa3nmuunsie Tumsl IPV6-agpecos.
» ConocrasbTe [Pv6-anpec ¢ npaBuiabHBIM THIIOM ajpeca.
2. Wsyuenwue cereBoro untepdeiica u [IPvo-anpeca y3ina.
* IIpoBeprTe HacTpoiiku cereBoro IPv6-anpeca Ha KOMIIBIOTEPE.
3. Orpabotka cokpameHus [Pv6-ampecos.
* W3yuurte n npoananusupyure npasuia cokpaenus IPv6-aapecos.
* OrtpaborTaiiTe cBOpaunBanue u pa3BépreiBanue [Pv6-ampecos.
4. OrmpeneneHne nepapxuu CeTeBbIX MpepuKcoB raodanbHbIX [Pv6-anpecoB oHOaApecHOi nepenayn.
* U3yunrte n npoaHanusupyiTe nepapxuro cereBoro npedukca [Pvo6.
* OrtpaboTaiiTe U3BJICUCHNE JaHHBIX ceTeBoro npepukca u3 [IPvo-aapeca.
5. Hacrpoiika Tononoruu u KOH(GUTypaIis OCHOBHBIX TapaMeTpOB MapIlIPyTU3aTOpa U KOMMYTaTopa.



6. Pyunas nactpoiika IPv6-anpecos.

OnuHa

YecTpoicTBO WNHTepdpelic IPv6-agpec npecmkca | Wno3z no ymonyaHuw
R1 G0/ 2001:DB8:-ACAD:A:1 64 HepoctynHo

G0M 2001:DB8:ACAD:1:1 64 HepoctynHo
S1 VLAN 1 2001:DB8:-ACAD:1::B 64 HepoctynHo

CeTesoit
MK-A apanTtep 2001:DB8:ACAD:1::3 64 FE80::1

CeTesoi
MK-B afjanTep 2001:DB8:ACAD:A:3 64 FEBOD::1

7. TIpoBepka CKBO3HOTO MOJKIIFOUCHHS.
Pazouenue IPv4-cern Ha noaceru.
Bonpocul ons 06cyscoenus:

1. Wcnonbs3oBaHue Macku EpEMEHHON JUTHHBI.

2. Ha3zHaueHwme aqpecoB CETEBBIM yCTPOUCTBAM.

3. PazOuenue ogHON KPYIMHOM CETH Ha HECKOJBKO IMOJceTel obecrneuynBaeT 0ojiee BHICOKYIO THOKOCTh U
0€30MMacHOCTh CETEBOW apXUTEKTYyphl. TeM He MeHee, MOJyMalTe W HA30BHUTE, KAaKHE HEIOCTATKU
MOT'YT BO3HMKHYTb, €CJIM BCE MOJCETH JIOKHbBI UMETh OJMHAKOBbBIE pa3Mephl?

4. Kak BbI cumTaere, moueMy B kadectBe I[P-agpeca muito3a 1mo ymoS4aHUIO WIM MapuipyTh3aTopa
0OBIUHO HCIIONB3YyeTCs NepBbIi MpuroaHslii [P-anpec B cetn?

IIpumepnvie 3a0anus:

1. Pa3zpaboTka cxembl pa3/ieJIeHHs CeTH Ha MOJICETH.

* Co3zmaiiTe cxeMy pa3feieHHs Ha TMOJCETH, KOTOpas COOTBETCTBYET KOJIMYECTBY IMOJACETEH U
aJpecoB y3II0B.

 3amosHUTE qUarpammy, ykasas, rje OynyT npuMeHsThes [P-anpeca y3inos.
2. Hacrpoiika yCcTpOHCTB.
» HasznaubTe koMmbioTepam [P-aspeca, Macku MoJICETH U ILTIO3bI [0 YMOIYAHHUIO.

Wnrwoz no
YecTpoicTtBO WHTepdreiic IP-agpec Macka nogcetn YMon4aHuo
R1 G0/0 HepoctynHo
G0M HepoctynHo
Lo0 HepoctynHo
Lot HepoctynHo
S1 VLAN 1 HepoctynHo HepoctynHo HepoctynHo
CeTeBoi
MK-A apantep
CeTeBo#
MK-B apantep




3.

» Hacrpoiite [P-agpeca n macku nmoaceru muist uatepdeiico Gigabit Ethernet mapmpytuszatopa.
* Ha mapmpyruzatope co3naiite aBa Jiorudeckux uHTepdeiica loopback u HacTpoiite misi Kaxaoro
u3 Hux IP-anpec u macky nozaceru.
[IpoBepka ceTH U ycTpaHEHUE HETOIa 10K.
* IIpoBepbTe MOAKIIOUEHHUE U YCTPAHUTE HETIONAKH, UCIIOIb3ys KOMaHIy ping.

JlabopaTopHnoe 3ansitue Ne 4 (6 4.). Tema: OcHOBHBIC KOHLIENIIMH U HACTPOHKA KOMMYTAllUH

NogakowhpE

8.

Bonpocuvt ons obcyscoenus:
OObeTuHEHHBIC CETH.
KommyTtupyemsie cetu.
bazoBas HacTpoiika KOMMyTaTopa.
bezonacHocTh KOMMyTaTOpa: yIpaBlieHUE U UCTIOJHEHUE.
Anpecanus KOMMYTaTopa.
Hactpoiika 6e301macHOro noaKI0YeHHUS.
[ToueMy s HadalbHOM KOHQUTYpAallMM KOMMYTAaTOpa CIIEIyeT WCIIOJIb30BaTh IOAKIIOYCHUC
KOHCOJIH?
[TodyeMy HENB3sI MOAKITIOYATHCS K KOMMYTATOpy 1o mpotokoiry Telnet mmu SSH?

Ba3oBasi HacTpoiika KoMMyTaTopa.

1.

2.

IIpumepnvie 3a0anus:
HacTpoiika OCHOBHBIX apaMeTPOB CETEBOT0 YCTPOHCTBRA.
» Co3paiiTe ceTh B COOTBETCTBHH C H300PaXCHHOM HA CXEME TOIIOJIOTHUEH.

E gﬂ =
Fo/6
-

» HacrpoiiTe OCHOBHBIE ITapaMeTPbl KOMMYTATOpPa, BKJIFOUAs UMS y3I1a, aJpeC YIIPABICHHUS U JOCTYII
o npotokouy Telnet.
* Hacrpoirre IP-anpec I1K.

Lntoz no
YeTponcTeO WUHTepdpenc IP-agpec Macka nogceTtu YMOmnHaHuw
S1 VLAN 1 192.168.1.2 2552552550 HepoctynHo
MK-A CeTesoit agantep | 192.168.1.10 2552552550 HepoctynHo

[TpoBepka u TecTUpPOBaHKE MTOAKIIOUEHUS K CETH.

* Oto0pa3ute KOHPUTYpAIHIO YCTPOICTBA.

* [IpoBeprTe CKBO3HOE MOAKIIOYEHHE C TIOMOIIIBIO 3X0-3aIpoca ¢ MOMOIIbI0 KOMaH/bI ping.
* [IpoBepbTe BOBMOXKHOCTD yIAIEHHOTO YIIPABIEHHS 1O MPoToKoIy Telnet.

» Coxpanute ¢aiin Tekyield KoHGUTyparu KOMMYTaTopa.

JlaGopartopnoe 3ansaTue Ne 5 (10 u.). Tema: Konuenuusi MapumpyTu3amuu.

ook wdE

Bonpocwt ons 0bcyscoenus:
HavanpHas ycraHoBka Mapuipytusaropa. Onpenenenyue nyTu.
Onepanuu MapuIpyTu3aropa.
Peanuszanus cratnueckoil MappyTU3alyH.
Hacrpoiika cTaTudeckux MapmpyToB U MAPHIIPYTOB [0 YMOITYAHHMIO.
Hacrpoiika cymmapHBbIX U TUIABAIOLIUX CTATUUECKUX MAPUIPYTOB.
[louck u ycTpaHeHHe HENOJNAJOK B HACTPOMKAax CTAaTUYECKOrOo Mapuipyra M Mapuipyra I0o
YMOJIYaHUIO.
[IpoToKOIBI AMHAMUYECKON MapIIPYTU3ALIHH.



©

10.

11.

12.

13.

14.

15.

16.

17.
18.

O yHKIIMOHAT MapUIPyTU3aTOpa.

Hactpoiika mapuipyTuzaropa nocpeacTBOM KOHCOJIBHOTO Kalersl.

Ecnu unrepdeiic GO/1 BbIKIIOUEH afMUHHCTPATOPOM, Kakas KOMaH/Aa KOHpHUrypauuu uHTepdeiica
MO3BOJIUT €r0 BKIIOYUTH?

Uro npou3oiaér B ciiydae HenmpaBmwiIbHON KoH(puryparuu uarepdeiica GO/1 Ha mapmpyruzarope ¢
IP-anpecom 192.168.1.2?

Bo Bpemsi AMarHOCTHKH TMPOOJIEMBbl MOJIKIIOYEHUS CETH TEXHHUYECKUH CIEIMaiCT pelaeT, 4To
untepdeiic He Obu1 BKIOUEH. Kakyro komanny show cregyer uCmonb30BaTh CHEIHAIUCTY Ui
BBISIBJICHUSI U YCTPAHEHUS 3TON HEMONaIKu?

Bo Bpems auarHocTUKH MpOOJIEMBbl MOAKIIOUEHUS CETH TEXHUYECKHM CIEeNUaINCT pellaeT, 4To
uHTepdeiicy Obula Ha3HaueHa HeBepHas Macka mnoacetd. Kakyro komanny show cnemyer
UCIOJIb30BaTh CHEINAIUCTY JJI BBISIBJICHUS U YCTPAHEHUS 3TON Hemoidaaku?

Ecnu BaM HEoOX0IMMO OTHpPaBUTH 3X0-3ampoc oT kKommbiorepa PC-A na PC-B mocne HacTpoilku
npotokoja [Pv6 na uarepdeiice GO/0 mapmpyruzaropa R1, KOTOphIi HaXOUTCS B JIOKAJIBLHON CETH
koMmibtotrepa PC-B, Oyzer iu 3xo-3anpoc ycrnemHbim?

Kakoii TpaHcnopTHbIi MNpOTOKON —Hcnoib3yercss npuioxkenunem CCP  nmns poctyma K
Mapipytuzaropy? Kakue koMaHabl UCIIOIB3YOTCS AJIS IOJy4eHUs J0cTymna’?

Kakyro koManay mapuipyTu3aTopa ciaeayeT UCIoNIb30BaTh, 4To0bl npuinoxenne CCP ucmnonb3oBano
JIOKaJIbHYIO 0a3y NaHHBIX Ui ayTeHTH(UKanuu?

Kakue npyrue komanel show noctynHsl B maHenu yTuiauT npunoxenus CCP?

[Touemy pexomenayercs ucnoiab3zoBatb CCP Bmecto I0S CLI?

Ba3oBasi HacTpoiika MapIIpyTH3aTOPA.

IIpumepnvie 3a0anus:

1. Hacrpoiika TOMOJIOTUY U HHUIIMATU3AIUS yCTPOUCTB.

* HacrpoiiTe 060pynoBaH#ie B COOTBETCTBUH C TOMOJIOTHEH CETH.

* BrINonHNATE HHALTUAIN3AHUIO U Mepe3anyCcKk MapupyTu3datopa 1 KOMMyTaTopa.

2. Hacrpoiika mapamMeTpoB yCTPOICTB U MPOBEepKa HAIEKHOCTH TIOKITFOUEHHS.

* Hasnaubte unrepdeiicam [1K crarnyeckyro unpopmanuto [P-agpeca.

Wnwoz no
YecTpoicTEO WHTepdrenc IP-agpec Macka nogcetn YMon4aHui
R1 G0/0 192.168.0.1 2552552550 HepocTtynHo
GOM 192.168.1.1 2552552550 HepocTynHo
51 VLAN 1 HepoctynHo HepocTynHo HepoctynHo
CeTesoi
MK-A apantep 192.168.1.3 2552552550 192.168.1.1
CeTeBo#
MK-B ajanTtep 192.168.0.3 2552552550 192.168.0.1

* Hacrpoitte mapupyTusarop.
* [IpoBeppTe NOAKIIOYEHHUE K CETH.

3. OtobpakeHue cBeieHn 00 yCTpOKCTBE.

» Cobepure C ceTeBbIX YCTPOICTB JaHHBIE 00 anmapaTHOM U MIPOrPaMMHOM OOecTeyeHUH.
* MuTepnpeTupyiTe BHIXOAHbIE JaHHbBIE U3 TaOIMIIBI MAPIIPYTH3AIHH.

* BriBenuTe Ha MapuIpyTH3aTOp CBEACHUS 00 UHTEpdeiice.

* BeiBenuTe Ha MapHIpyTH3aTOP U KOMMYTAaTOP CBOJIHBINA CIIMCOK HHTEP(EHCOB.



Hacrpoiika cTaTH4eCKHX MapIIPYyTOB H MAPLIPYTOB 110 YMOJIYAaHUIO.
Bonpocwt ons ob6cyscoenus:

Cratuyeckue MapupyThl.

MapuipyT no yMoJIYaHUIO.

3. IoBbIeHNEe AIMUHUCTPATUBHON TUCTAHIIMH JUISI PE3EPBHOM JTMHUH CBSI3H.

IIpumepnvie 3a0anus:

1. Hacrpoiika mapuipyta no ymonuyanuto. Hactpouts Ha ycrpoiictBe R3 MapumipyT 1o ymonuaHuio u
pacnpocTpaHuTh ero 1o Beeil cetu. C moMouIbi0 KOMaHabl Show U YTHIIMTHI ping yI0CTOBEPUTHCS, YTO
BO3MOYXHOCTh B3aUMO/ICHCTBUS KOHEYHBIX YCTPOMCTB oOecreueHa.
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Tabnuua ceTeBbIX agpecos.
Device Interface IP Address Mask Default Gateway
Fa0/0 192.168.1.1 2552552550 1A
R1 Fa0/1 10.0.01 255.255.255.252 /A
Se0/0/0 10.0.0.9 255255255252 1A
Fa0/0 192.168.2.1 2552552550 1A
R2 Fa0/1 10002 255.255.255.252 /A
Se0/0/1 10006 255.255.255.252 /A
Fa0/0 192.168.3.1 2552552550 1A
R3 Se0/0/0 10.0.0.10 255.255.255.252 A
Se0/0/1 10.0.0.5 255.255.255.252 /A
PC1 N/A 192.168.1.10 2552552550 192.168.1.1
PC2 N/A 192.168.2.10 2552552550 192.168.2.1
Web-server N/A 192.168.3.10 2552552550 192.168.3.1

2. Hacrpoiika mapmipyra mno ymomuanuto. Hactpouts Ha wmapumpyrtuzatope RO DHCP-cepsep u
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Tabnuuya ceTeBbIX agpecos.

Device Interface IP Address Mask Default Gateway
RO Fa0/0 192.168.10.1 | 255.255.255.0 N/A
Se0/3/0 117.0.0.1 255.255.255.252 N/A
R2 Fa0/0 219.0.0.1 255.255.255.252 N/A
Se0/1/0 117.0.0.2 255.255.255.252 N/A
PC1 N/A DHCP
PC2 N/A DHCP
Web-server N/A 219.0.0.2 255.255.255.252 219.0.0.1
Iouck u ycTpaHeHHe HeMmoJIaI0K MAPIIPYTU3aLMH.
Bonpocul ons 06cyscoenus:
1. KomaHibl onpeiesieHus coceie.
2. CocraBieHne IIaHa CETH.
Ipumepnwvie 3a0anus:
1. llns cetu Ha puc.
* BrinonnuTte HeOOXOAMMBIE HACTPOUKH 00OPYIOBAHUS
* BBeaure TaOIUIBI CTATHYECKON MapIIPyTH3AIUH.
* IIpoBephTe NPaBUIBLHOCTH BBHIIOJIHEHHBIX HACTPOEK.
2. Jlnis ceT Ha pHC.
* Cdopmupyiite ceTh MpeICTaBICHHYIO Ha PUC.
* BrimomHuTe HEOOXOAMMBIE HACTPOUKH 00OPYIOBAHHUS.
* [loaroroBbTe U BBEAUTE TAOIUILIBI CTATUYECKONM MapIIPYTHU3ALIUH.
* IIpoBepbTe NMPaBUIBHOCTD BBINOJHEHHBIX HACTPOEK.
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JlaGopatopnoe 3ansaTue Ne 1 (12 v.). Tema: Konuenuuss MapupyTu3anu.
Bonpocul 03 0b6cysrcoenus:

JlnHaMuueckasi TMCTaHIIMOHHO-BEKTOPHAs MapIIPyTH3aLHs.
IIporokousl mapmpyrusanuu RIP u RIPng.
JlnHaMpueckast MappyTH3anus 10 COCTOSHUAO KaHaJa.
Tabnuua MapmpyTH3aIm.



Xapakrepuctuku nporokosa OSPF.
Hactpoiika OSPFv2.
Kondurypauus OSPFv3.
[Tpotokon RIP.
. IIporoxon EIGRP.
10. KakoBsl npenmytiectBa ucnosibzoBanus EIGRP?
JlnHaMu4YecKasi AUCTAHIMOHHO-BEKTOPHASI MAPIIPYTH3 AU,
IIpumepnvie 3a0anus:
1. Hacrpoiika qtuHaMHU4ecKON MapuipyTU3aluu ¢ nomouibio nporokosia RIP. Hactpouts aunamuueckyro
MapHIpyTH3aIHio ¢ ToMoInko mpotokosa RIP Ha ycrpoiictBax R1, R2, R3. O6ecnieunTs BO3MOXHOCTh
B3auMoJieiicTBHs KOHeuHbIX ycTporicTB PC1, PC2, PC3 mexny coboii.
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Tabnuuya ceTeBbIX agpecos.
Device Interface IP Address Mask Default Gateway
Fa0/0 192.168.1.1 255.255.255.0 N/A
R1 Fa0/1 10.0.0.1 255 255 255 252 N/A
Se0/0/0 10.0.09 255 255 255 252 N/A
Fa0/0 192.168.2.1 255.255.255.0 N/A
R2 Fa0/1 10002 255 255 255 252 N/A
Se0/0/1 10006 255 255 255 252 N/A
Fa0/0 192.168.3.1 255.255.255.0 N/A
R3 Se0/0/0 10.0.0.10 255 255 255 252 N/A
Se0/0/1 10005 255 255 255 252 N/A
PC1 N/A 192.168.1.10 | 255255255.0 192.168.1.1
PC2 N/A 192.168.2.10 | 255255255.0 192.168.2.1
PC3 N/A 192.168.3.10 | 255255255.0 192.168.3.1

2. bazoBas Hactpoiika npotokona EIGRP nnsa [Pv4. IToctpoeHue cetu u mpoBepKa COeAUHEHHUS.



Ta6nuua agpecauuu

UWntos no
YcTponcTBO UHTepdeiic IP-agpec Macka nogceTtu YMOM4YaHUH

R1 G0/0 192.168.1.1 2652552550 N/A

S0/0/0 (DCE) 10.1.1.1 255255255252 | N/A

s0/0M 10.3.3.1 255255255252 | N/A
R2 G0/0 192.168.21 255.255.255.0 N/A

S0/0/0 10.1.1.2 255255255252 | N/A

S0/0/1 (DCE) 10222 265256255252 | N/A
R3 G0/0 192.168.3.1 255.255.255.0 N/A

S0/0/0 (DCE) 10.3.3.2 255255255252 | N/A

S0/0/1 10221 265255255252 | N/A
PC-A NIC 192.168.1.3 2552552550 192.168.11
PC-B NIC 192.168.2.3 2652552550 192.168.2.1
PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1

3. Hacrpoiika mapmpyruzanuu EIGRP.

4. Ilposepka mapuipytuzanuu EIGRP.

5. Hacrpoiika mporrycKHOH CIIOCOOHOCTH U TTACCUBHBIX HHTEP(EHCOB.

6. Hacrpoiika 6azoBoro npotokona EIGRP ans IPv6. IToctpoeHne cetu u mpoBepka MoAKIIOYEHHUS.




Tab6nuua agpecauuu

YcTponcteO WHTepdenc IP-agpec LLinwsz no ymon4aHuwo
2001:DB8:ACAD:A::1/64
R1 G0/0 FEB0::1 link-local N/A
2001:DB8:ACAD:12::1/64
S0/0/0 (DCE) FEB0::1 link-local N/A
2001:DB8:ACAD:13::1/64
S0/0M FEB0::1 link-local N/A
2001:DB8:ACAD:B::1/64
R2 G0/0 FEB0::2 link-local N/A
2001:DB8:ACAD:12::2/164
S0/0/0 FES0::2 link-lacal N/A
2001:DB8:ACAD:23::2/164
S0/0/1 (DCE) FE80::2 link-local N/A
2001:DB8:ACAD:C::1/64
R3 G0/0 FE80::3 link-lacal N/A
2001:DB8:ACAD:13::3/64
S0/0/0 (DCE) FES0::3 link-lacal N/A
2001:DB8:ACAD:23::3/64
S0/0M FEB0::3 link-local N/A
PC-A NIC 2001:DB8:ACAD:A:3/64 FEB80:1
PC-B NIC 2001:DB8:ACAD:B::3/64 FEB80::2
PC-C NIC 2001:DB8:ACAD:C::3/64 FEB80::3

7. Hactpoiika mapupytusanuu EIGRP nns [Pvé6.
8. Ilposepka mapmpyruzanuu EIGRP mis [Pv6.
9. Hacrpoiika 1 mpoBepka acCUBHbIX HHTEP(EHCOB.

JlabopaTopnoe 3ansitue Ne 2 (8 u.). Tema: Bupryaibusbie JokanabHble ceTd (VLAN).
Bonpocul ons ob6cyscoenus:
CerMeHTanus BUPTYyaJbHBIX JOKAJIbHBIX CETEH.
Peanusanuu BUpTyanpHOH JIOKAIBHON CETH.
ITpoexTupoBanue u obecnedenue 6ezonacHoctd VLAN.
Hacrpoiika mapmpyruzannu mexay VLAN.
ITouck u ycTpaHeHue Hemoaanok Mapupyruzannn mexay VLAN.
Kommyranus 3-ro ypoBHsL.
ITpoTtokon OSPF.
ITporoxom IS-1S.
[Touemy Tak BaXHO YHpPaBIATbH
KCMOJIb30BaHUU TpoTokosa OSPF?
Ecnu 6b1 unentudukarop npounecca OSPFv6 st R1 6bu1 paBen 1, a maeHTudukaTop mnporecca
OSPFv3 nns R2 Obu1 paBeH 2, Obi1 Obl BO3MOXXKEH 00MeH MH(OpPMALMU O MapLUIPyTU3ALUU MEXTY
STUMH ABYMs MapuipyTtuzaropamu? Ilouemy?
11. Tlouemy cnenyet ycTpansTh Henonaaku B pabore OSPFv2 u OSPFv3 no otnensHoctn?
JluHaMu4YecKasi MapIIPyTH3AIUsl 110 COCTOSIHMIO KaHAJIA.
IIpumepnvie 3a0anus:
1. Hacrpoiika 6a3oBoro npotokona OSPFv2 nns omuoit o6nactu. Co3manue ceTH B HACcTpoiKa 0a30BBIX
[1apaMeTpPOB YCTPOICTB.

CoNoUA~AWNE

Ha3HaueHUeM WAECHTH(HUKATOpa MaplIpyTH3aTopa Mpu

-
©



Ta6nuua agpecaunu

Wnres no
YeTponcTBO WHTepdenc IP-appec Macka nogceTu YMONYaHU

R1 G0/0 192.168.1.1 2552552550 N/A

S0/0/0 (DCE) 192.168.12.1 255255255252 | N/A

S0/0/1 192.168.13.1 265255255252 | N/A
R2 G0/0 192.168.2.1 2552552550 N/A

S0/0/0 192.168.12.2 255255255252 | N/A

S0/0/1 (DCE) 192.168.23.1 255255255252 | N/A
R3 G0/0 192.168.3.1 2652552550 N/A

S0/0/0 (DCE) 192.168.13.2 255255255252 | N/A

S0/0/1 192.168.23.2 255255255252 | N/A
PC-A NIC 192.168.1.3 2552552550 192.168.1.1
PC-B NIC 192.168.2.3 2652552550 192.168.2.1
PC-C NIC 192.168.3.3 2552552550 192.168.3.1

S

Hactpoiika u nposepka mapuipyruzanuu OSPF.

V3MeHeHrne Ha3HaueHUH NACHTU(UKATOPOB MapIIpyTH3aTOPOB.

Hactpoiika naccuBHbix nHTepdeiicos OSPF.

N3menenne metpuxk OSPF.

bazoBas nactpoiika npotokosnia OSPFv3 mns ognoit obnactu. [loctpoenue cetn U HacTpoitka 0a30BBIX
apaMeTpoB yCTPONCTBA.




Tabnwuua agpecauuun

Wnwos no
YecTponcTBO WHTepdeiic IPv6-agpec YyMON4YaHuwo
R1 G0/0 2001:DBS:ACAD:A31164
FES80::1 nokanbHbIA KaHan HepoctynHo
2001:DB8:ACAD:12::1/64
S0/0/0 (DCE
( ) FES80::1 nokanbHbIA KaHan HepoctynHo
2001:DB8:ACAD:13::1/64
S0/0/1 .
FEB80::1 nokanbHbIiA KaHan HepoctynHo
2001:DB8:ACAD:B::2/64
R2 G0/o
FEB80::2 nokanbHbIi KaHan HepoctynHo
S0/0/0 2001:DBS:ACAD:1?::2184
FEB80::2 nokanbHbIi KaHan HepoctynHo
2001:DB8:ACAD:23::2/64
S0/0/1 {(DCE
( ) FEB0::2 nokanbHblii KaHan HepoctynHo
2001:DB8:ACAD:C::3/64
R3 G0 FEB0::3 nokanbHbIi KaHan HepoctynHo
2001:DB8:ACAD:13::3/64
S0/0/0 (DCE) FEB0::3 nokanbHbIi KaHan HepoctynHo
S0/0/1 2001:DB8:ACAD:23::3/64
FEB0::3 nokanbHbIi KaHan HepoctynHo
PC-A CeTeBoi
afantep 2001:DBE:ACAD:A::A/B4 FES80::1
PC-B CeTeBoi
ajantep 2001:DB8:ACAD:B::B/64 FE80::2
PC.C Cetesoi
ajantep 2001:DBB:ACAD:C::C/64 FEBO::3

7. Hactpoiika u npoBepka mapuipyruzanuun OSPFv3.

8. Hacrpoiika maccuBHbIx uHTepeiicoB OSPFv3.

9. Ilouck m ycTrpaHeHHE HENOJaIoK B padore OCHOBHBIX mpoTokoioB OSPFv2 m OSPFv3 mus omnoit
obnactu. [ToctpoeHue cetu u 3arpy3ka KOHGUrypaiuii ycTpoicTs.




Tabnuua agpecauum

MaeHTUbUKaTOp Wz no
Yetponcteo | mapuwpytusaTtopa OSPF MHTepcpenc IP-agpec YMOM4aHUIo

192.168.1.1/24
R1 1111 GO/0 2001:DB8:ACAD:-A::1/64 N/A
FEB0::1 link-local

192 168.12.1/30
S0/0/0 2001:DBB:ACAD:12::1/64 N/A
FE80::1 link-local

192.18.13.1/30
S0/0/M1 2001:DBB:ACAD:13::1/64 N/A
FE80::1 link-local

192.168.2.1/24
R2 2222 GO/0 2001:DB8:ACAD:B::2/64 N/A
FE80::2 link-local

192 168.12.2/30
S0/0/0 2001:DBB-ACAD:12:-2/64 N/A
FE80::2 link-local

192 168.23.1/30
S0/0/M1 2001:DBB:ACAD:23:-2/64 N/A
FE80::2 link-local

192 168.3.1/24
R3 3333 G0/0 2001:DB8:ACAD:C::3/64 N/A
FE80::3 link-local

192 168.13.2/30
S0/0/0 2001:DBB:ACAD:13::3/64 N/A
FE80::3 link-local

192.168.23 2/30

50/0/1 2001:DBB-ACAD:23::3/64 N/A
FE80::3 link-local
192 168.1.3/24 192.168.1 1
PC-A NIC 2001:DB8:ACAD-A:-A/B4 FEBO::1
192 168.2.3/24 192.168.2 1
PC-B NIC 2001:DB8:ACAD:B::B/64 FEB0::2
PC.C NIG 192 168.3.3/24 192.168.3.1

2001:DB8:ACAD:C::Cl64 FEB0::3

10. Ilowuck u ycTpaHeHHE HEMOIaJOK MOAKIIOYEHUs YPOBHS 3.
11. Tlouck u ycrpaHneHue Henonaaok B padore OSPFv2.
12. Tlouck u ycTpaHeHue Henonaaok B pabore OSPFv3.
Peanm3zauuu BUPTYAJIbHOM JIOKAJBLHOM CETH.
Bonpocul ona 0b6cysrcoenus:
1. BupryanbHbie ceTy Ha 6a3e MapKUPOBAHHBIX KaJPOB.
2. IlpoextupoBanue u obecneuenune 6e3omnacHoct VLAN.
3. Uto HYXHO I TOTO, 4TOOBI Y3116l B ceT VLAN 10 Morimm oOMeHHBATHCSl JAHHBIMU C Y3JIaMHU B CETH
VLAN 20?
4. B uéM 3aKI1t04aroTCs OCHOBHBIE MPEUMYIIECTBA, KOTOPbIE OTy4YaeT OpraHu3alys MpH UCIOIb30BaHUH
cereit VLAN?
5. [louemy B cpene ¢ HeckonbkuMu ceTssMH VLAN Tak BakeH MpaBUILHO HACTPOEHHBIM TPaHKOBBIN
nopt?
6. [louemMy ceTeBOMYy aJMHHHUCTPATOPY PEKOMEHIYETCS OTPAHWYHUTH TpapUK ISl KOHKPETHBIX CETeH
VLAN Ha TpankoBoMm nopre?
IIpumepnvie 3a0anusi:
1. TToctpoenue cetn VLAN u HacTpoiika 6a30BbIX TapaMeTPOB yCTPOICTBA.



'Cetb VLAN 10
[yuawmecs)

Cets VLAN 10
(yuawmecs)

Cetb VLAN 20
NpPenoaasaTenu)

2. COSI[aHI/Ie BUPTYAJIbHBIX JIOKAJIBHBIX ceTel M Ha3HaueHUeE IIOpTOB KOMMYTATOpa.

LWns3 no
YeTponcTBO WUHTepdenc IP-agpec Macka noaceTtu YMON4YaHU
S1 VLAN 1 192.168.1.11 2552552550 N/A
52 WLAN 1 192.168.1.12 2552552550 N/A
PC-A CeTesoit anantep 192.168.10.3 25525852550 192.168.10.1
PC-B CeTeBoW aganrtep 192.168.10.4 2552552550 192.168.10.1
PC-C CeTesoit anantep 192.168.20.3 2552552550 192.168.20.1

3. IMonnepxka HaznadeHust moptoB VLAN u 6a3b1 nanHbix VLAN.

4. Kondwurypanus TpaHKOBOTo KaHaia cranaapta 802.1Q Mex 1y KoMMyTaTopamHu.
5. YV nanenue 6a3sl ganusix VLAN.

6. [TocTpoeHne ceTH 1 HACTPOHKa Oa30BBIX MAPAMETPOB YCTPOKCTBA.

LWnwos no
YcTpoHcTEO WHTepdenc IP-agpec Macka nogceTtun YMOM4YaHu
51 VLAN 1 192.168.1.2 2552552550 N/A
S2 VLAN 1 192.168.1.3 255.255.255.0 N/A
PC-A Cetesoii apantep | 192.168.10.2 2552552550 192.168.10.1
PC-B Cetesoit apantep | 192.168.10.3 2552552550 192.168.101
PC-C Cetesoil aganTep | 192.168.20.3 255.255.255.0 192.168.201




MapameTpbl Ha3Ha4YeHMA NOPTOB KOMMYyTaTopa

MopTel HasHa4eHue Cete
FOM TpaHkoebii kaHan 802.1Q HenoctynHo
FO/B-12 Cets VLAN 10 — yyawmecs 192 168.10.0/24
FO/MM13-18 CeTb VLAN 20 — npenogaeatenu 192.168.20.0/24
FO/19-24 Cetb VLAN 30 — rocTesan 192.168.30.0/24

7. Ilouck u ycTpaHEeHUE HENOoIal0K B BUPTYyallbHOM JIokainbHOU ceth VLAN 10.
8. Ilouck u ycTpaHeHHE HEMOJIAIOK B BUPTYyaIbHOM JIoKaabHOM ceTn VLAN 20.
Hacrpoiika mapmpyruzanuu mesxxay VLAN.

Bonpocul ons obcyscoenus:
. Mcrionp3oBanye MapupyTu3aTOpOB AJIs B3aUMOICHCTBUS BUPTYAJIbHBIX CETEH.
. KoMMyTaTopsl TpeThero ypoBHs.

1

w N

4. B uyém 3akiroyaercs NPEeUMMYIIECTBO MCIOJIb30BAaHUS YCTapEBLIEr0 METOJA MApIIPYTHU3ALUN MEXAY

-

. Ecth it pobniemMer B cucteme Ge3omacHocTH kKommyTraTopa Cisco ¢ KOH(pUTyparyed o yMOIT9aHU0?

Kakne umenno?

VLAN?

IIpumepnvie 3a0anus:
. I[loctpoenue ceTn u HacTpoOiika Oa30BBIX MAPaMETPOB YCTPOUCTBA.

Wntos no
Yetponcteo | MHTepdeiic IP-agpec Macka noaceTtun YyMon4aHuo
S1 VLAN 99 172.17.99.11 2552552550 172.17.99.1
S2 VLAN 99 172.17.99.12 2552552550 172.17.99.1
CeTeBoi
PC-A apantep 172.17.99.3 2552552550 172.17.99.1
CeTeBoR
PC-B apantep 172.17.10.3 255255 2550 172.17.10.1
CeTeBoi
PC-C apantep 172.17.99.4 255255 2550 172.17.99.1
HazHa4veHuna VLAN
VLAN Nma
10 HaHHble
99 CeTte Management&Native
999 YépHbii cnMcok

2. Buenpenue cpencts obecniedenus 6e3onacHoctn VLAN Ha KOMMyTaTOpax.
3. IlocTpoeHue ceTu 1 HaCTpoiika 6a30BBIX MAPAMETPOB YCTPOMCTBA.




VLAN 10 VLAN 20
Unws no
YcTpoicTBO HuTepdenc IP-agpec Macka nogceTtn YMOM4YaHUIo

R1 G0/0 192.168.20.1 2552552550 N/A

GOonNn 192.168.10.1 2552552550 N/A
S1 WVLAN 10 192.168.10.11 2552552550 192.168.10.1
52 VLAN 10 192.168.10.12 2552552550 192.168.10.1
PC-A NIC 192.168.10.3 2552552550 192.168.10.1
PC-B NIC 192.168.20.3 2552552550 192.168.20.1

4. Hactpoiika koMMyTaTopoB ¢ cetsMu VLAN u TpaHKOBOI CBSI3U.
5. IlpoBepka TpaHkoBo# cBsi3u, ceteit VLAN, MapiipyTu3anuu 1 nNoAKII0OUEHUs.

Jla6oparopnoe 3ansaTue Ne 3 (6 4.). Tema: Cnucku koHTpoJsi xocryna (ACL).
Crannaprabsie ACL-cnimckn.
Bonpocwt ons 06cysrcoenus:
[Tpunnun padotsr ACL-cickoB 1o npotokoiy IP.
[Touck u yctpanenue Henonanok ACL-cuckos.
Pa3menienne crangapTHBIX CIIUCKOB JOCTYTIA.
CrannmapTtHbie cniicku gocryna ais 1Pv4.
CrangapTtHbie criucku goctymna s IPv6.
B OonbumimHCTBE ciy4yaeB MpH HUCHOJb30BaHMM uMMeHoBaHHOTO ACL-crnmcka Tpebyercs BBEACHHE
OO0JIBIIIET0 KOJIMYECTBA CTPOK, HEXKENHU MPH MCI0NIb30BaHUK HyMepoBaHHOro ACL-cnucka. [Touemy Bbl
OBI IPEATIOWIN UCTIONB30BaTh MMeHOBaHHBIN ACL-criucok, a He HyMepOBaHHBIN?
IIpumepnvie 3a0anusi:
1. Hacrpoiika u npoBepka ctanaapTHbix ACL-cnuckoB. HacTpoiika Tomonoruu 1 ycTaHoBKa HCXOJIHOTO
COCTOSIHMS YCTPOUCTBA.
* HactpoiiTe o60pynoBaHie B COOTBETCTBUHU C TOIOJIOTHEN CETH.
* BrInosHuTE MTHUIMATU3ALUIO U TIEPE3arpy3Ky MaplpyTu3aTopa i KOMMYTaTOPOB.

ook wdE
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PCA
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Ta6nuua agpecauun

192.168.30.0/24

Lo0

Wnwos no
YctponctBo | UHTepdelic IP-agpec Macka nogcetun YyMONYaHuK
R1 G0N 192.168.10.1 2552552550 N/A
Lo0 192.168.20.1 2552552550 N/A
S0/0/0 (DCE) | 10.1.1.1 255255255252 | N/A
ISP S0/0/0 10.1.1.2 255255255252 | N/A
S0/0/1 (DCE) | 10.22.2 255255255252 | N/A
Lo0 209.165.200.225 | 255255255224 | N/A
R3 G0N 192.168.30.1 2552552550 N/A
Lo0 192.168.40.1 2552552550 N/A
S0/0M 10.2.2.1 255255255252 | N/A
S1 VLAN 1 192.168.10.11 2552552550 192.168.10.1
S3 VLAN 1 192.168.30.11 2552552550 192.168.30.1
PC-A NIC 192.168.10.3 2552552550 192.168.10.1
PC-C NIC 192.168.30.3 2552552550 192.168.30.1

2. KoHdurypanus ycTpoicTB U IpoBepKa MOJKITIOUEHHS.
* HasnaubTe kKOMIbrOTEpPaM cTatnuueckuid [P-anpec.
* HacrpoiiTe 6a30Bble MapaMeTpbl Ha MapIIpyTU3aTOpaXx.
* HactpoiiTe 0a30Bble mapaMeTpbl HA KOMMYTAaTOpPAX.
* Hacrpoiite mapmpyruszanuto EIGRP na mapmpyrusaropax R1, ISP u R3.
* [IpoBepbTe HaMYKE MOAKIIOUEHUS MEXKITY BCEMH YCTPOIICTBaMH.
3. Hacrpoiika u mpoBepka CTaHAAPTHBIX HYMEpPOBaHHBIX cIHCKOoB ACL M cTaHAapTHBIX MMEHOBAaHHBIX
ACL-crinckos.
* HacrpoiiTe, mpuMeHUTE U MPOBEphTE pabOTy HYMEPOBaHHBIX cTaHAAPTHBIX ACL-CcIIUCKOB.
* Hacrpoiite, npumeHuTe U mpoBepbTe padbOTy CTaHAAPTHHIX UMEHOBaHHBIX ACL-ciucKkoB.
4. N3menenue crangaptHoro ACL-cnucka.
* W3menure u npoBepbTe pabOTy cTaHAapTHOro uMeHoBaHHOTO ACL-cniucka.
* IIpoBepbte padoty ACL-cnucka.



Pacimmmpennbie ACL-cniuckn.
Bonpocwt ons ob6cyscoenus:

NogakowhpE

MapupyTuzauun’?

8. N3-3a yero cu€Tymk coBmameHUH s 3amucu permit ipvo any any cmucka RESTRICTED-LAN

IIPOJ0JKAET pacTu?

9. Kakyro koMaHIy cielyeT HCIOJb30BaTh, YTOObl cOpocuth cuérumku st ACL-crnmcka Ha KaHanmax

VTY?
IIpumepnvie 3a0anus:

1. Hacrpoiika u npoBepka pacmupeHHbix ACL-cnickoB. HacTpolika TONOJ0rMM U yCTaHOBKA UCXOIHOTO

COCTOsSAHUA YCTpOﬁCTBa.

10.1.1.0/30

50/0/0

DCE

Lo0

192.168.10.0/24

Pa3mernienue paciuimpeHHbIX CIUCKOB AOCTYIIA.
Pacmmpennsie ciucku goctyna ais [Pv4.

Pacmmpennsie cnucku gocryna s [Pvo.

Hcnonb30BaHre HOMEPOB MOPTOB AJIsi OTpaHUUYEHUS TpaduKa.
[ToueMy HEOOXOAMMO TIIATEIBHO TUIAHUPOBATH U MPOBEPITH padboTy ACL-criuckoB?
Kaxkoit Tun ACL-criicka nydiine — CTaHIapTHBIA W PaCIIUPEHHBIN ?
[Touemy ckpwIThI 3anpeT deny any win aHanorudHas siBHast 3anuch ACL-criuckoB, IpUMEHEHHBIX HA
Mapmipytuszaropax R1 u R3, me Gmokupyer makersl npuBerctBus (hello) EIGRP u oOHOBICHMS

10.2.2.0/30

S0/0/1

Lo0

FO/18

192.168.30.0/24
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TaGnuua agpecaunu

LWnros no

Yetpoiicteo | UHTepdenc IP-agpec Macka nogcetn YMOn4aHUKo
R1 G0/ 192.168.10.1 2552552550 N/A

LoD 192.168.20.1 2552552550 N/A

S0/0/0 (DCE) | 10.1.11 255285255252 | N/A
ISP S0/0/0 10.1.1.2 255255255252 | N/A

S0/0/1 (DCE) | 10.2.2.2 255255255252 | N/A

LoD 209.165.200.225 | 255255255224 | N/A

Lot 209.165.201.1 255265255224 | N/A
R3 GO0/ 192.168.30.1 2552852550 N/A

Lo0 192.168.40.1 2552552550 N/A

S0/0/1 10.2.2.1 255255255252 | N/A
S1 WVLAN 1 192.168.10.11 2552852550 192.168.10.1
S3 WVLAN 1 192.168.30.11 2552852550 192.168.30.1
PC-A NIC 192.168.10.3 2552552550 192.168.10.1
PC-C NIC 192.168.30.3 2552552550 192.168.30.1

. Kordurypanus ycTpoiicTB 1 poBepKa MOKITFOUCHHS.
* HacrpoiiTe 6a30Bble MapaMeTpbl Ha KOMIIbIOTEpaX, MApIIPYTU3aTOPaX U KOMMYTAaTOpax.
* Hacrpoiite mapmpyruszanuto EIGRP na mapuipyrusaropax R1, ISP u R3.
. Hacrpoiika 1 npoBepka pacIIMpeHHbIX HyMEPOBaHHBIX U UMeHOBaHHbIX ACL-crinckos.
* HacrpoiiTe, npumeHuTe 1 NpoBepbTe HyMepoBaHHbIE paciiupenHble ACL-ciicku.
* HacrpoiiTe, npumMeHUTE U IPOBEPHTE UMEHOBaHHbBIE pacupeHHble ACL-criicku.
N3menenue u nposepka pacmupeHHbix ACL-criickoB.
Hactpoiika u nposepka ACL-cninckoB mns IPv6. Hacrpolika TOMoOnoOruM M yCTaHOBKA MCXOIHOIO
COCTOSIHMS YCTPOUCTBA.

$0/0/1 DCE




Tabnuvua agpecauuu

Wintos no
YeTponcTeo WHTepdeinc IP-appec YMOM4YaHU

R1 G0/0 2001:DBB:ACAD:B::1/64 | N/A

G0/M 2001:DBB:ACAD:A:1/64 | N/A

S0/0/0 (DCE) | 2001:DB8:AAAA1:21/64 N/A
R2 S0/0/0 2001:DBB:AAAA:1::2/64 N/A

S0/0/1 (DCE) | 2001:DB8:AAAA2::2/64 N/A
R3 G0/ 2001:DBB:CAFE:C::1/64 | N/A

S0/0M1 2001:DBB:AAAA2::1/64 N/A
S1 VLAN1 2001:DBB:ACAD:A:AB4 | N/A
52 VLAN1 2001:DBB:ACAD:B::A/B4 | N/A
53 VLAN1 2001:DBB:CAFE:C:A/64 | N/A
PC-A NIC 2001:DB8:ACAD:A::3/64 | FESO0:1
PC-B NIC 2001:DB8:ACAD:B::3/64 | FE80::1
PC-C NIC 2001:DBB:CAFE:C::3/64 | FEB80::1

6. Koudurypauus ycTpoilcTB 1 poBepKa MOAKIIOUEHUS.
7. Hactpoiika u npoBepka ACL-cniuckoB st [Pv6.
8. PemaktupoBanue ACL-criuckoB mis [Pvo.

JlabopaTopHnoe 3ausitue Ne 4 (6 4.). Tema: [IpeoGpazoBanue ceTeBbIX aapecon |Pv4
Bonpocut ons ob6cyscoenus:
[Tpunnumn padoter NAT.
Hacrpotiika ctatuyeckoro NAT.
Hacrpoiika nunamnueckoro NAT.
Hactpotiika npeoOpa3oBanus ajgpecos moptos (PAT).
Ilepeanpecanus noproB. Hactpoiika NAT u nmpotokosa IPV6.
[Touck u yctpanenue Herosagok B padore NAT.
Cratuueckuit NAT.
Huuamuueckuit NAT.
PAT.
0. NAT64.
1. 3auem HyxHO ucnosnb3oBaTh NAT B ceTn?
Kaxossl orpannuenust NAT?
13. B uém 3akimoyaroTcs npeumyiiecTBa cratuueckoro NAT?
14. Kakue npoOiembl MOTau Obl BOSHUKHYTh, €CIM OBl JECATh Y3JIOBBIX KOMIIBIOTEPOB B ITOH CETU
MONBITAINCH OTHOBPEMEHHO HAJIAAUTh CBsI3b uepe3 HTepHeT?
15. B uéwm 3axmrovarorcs npeumytiectsa PAT?
Ipumepnvie 3a0anus:
1. Hacrpoiika guaamudeckoro u ctatudeckoro NAT. [Toctpoenune ceTu 1 mpoBepKa MOIKIIOUEHHUS.

RROoOo~NoO~WNE
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Tabnwuua agpecauuun

CmoaenupoBaHHble
WHTEPHET-CAYKGbI

Wnios no
YcTponcTteo WHTepdenc IP-agpec Macka nogceTn YMON4aHuwo

Lnio3 G0/M1 192.168.1.1 2552552550 N/A

S0/0/1 209.165.201.18 | 255.255.255.252 | N/A
WHTepHeT-nposaigep | S0/0/0 (DCE) | 209.165.201.17 | 255.255.255.252 | N/A

LoD 192.31.7.1 255255255255 | N/A
PC-A
(cmogenupoBaHHbIN
cepsep) NIC 192.168.1.20 2552552550 192.168.1.1
PC-B NIC 192.168.1.21 2552552550 192.168.1.1

2. Hacrpoiika u mpoBepka ctatudeckoro npeodpasoBanust NAT
3. Hacrpoiika u npoBepka quHamMu4deckoro mpeodpazoBanust NAT

4. Tlouck m ycrpanenue Hemodanok koHpurypamuii NAT. Iloctpoenne cetm m HacTpoika 0a30BBIX

IIapaMeTpoB YCTPOMCTBA.

Tabnuua agpecauunu

CmopenupoBaHHbie

HTepHeT-CNyX6bi

YcTponcTBO WHTepdenc IP-agpec Macka nogcetw | lnw3 no ymonyaHnuw
Wnto3 GO/ 192.168.1.1 2552552550 N/A
S0/0/M1 209.165.200.225 | 255.255 255252 | N/A
WHTepHeT-nposaiigep | S0/0/0 (DCE) | 209.165.200.226 | 255.255.255.252 | N/A
Lo0 198.133.2191 255255 255255 | N/A
PC-A NIC 192.168.1.3 2552552550 192.168.1.1
PC-B NIC 192.168.1.4 2552552550 192.168.1.1

5. Tlouck u ycrpaHeHue Hemonaaok crarnyeckoro NAT.

6. ITouck u ycTpaneHue HEMoMaaoK AuHaAMudeckoro NAT.




Tabnuua agpecauunmu

g

=l 50/0/1

7. Hactpoiika NAT-nyna ¢ neperpyskoii u PAT. [locTtpoenue ceTu u npoBepKa MOAKIIOUEHUS.

CmoaenupoBaHHble
MHTEpPHET-CNYK6bl

LoO

Lnwos no

YeTpoucTeEO WUHTepdenc IP-agpec Macka nogceTH YMONM4YaHUID
Gateway G0/M 192.168.1.1 2552552550 N/A

S0/0/M1 209.165.201.18 | 255.255.255.252 | N/A
ISP S0/0/0 (DCE) | 209.165.201.17 | 255.255.255.252 | N/A

Lo0 192.31.7 1 255255265255 | N/A
PC-A NIC 192.168.1.20 2552552550 192.168.1.1
PC-B NIC 192.168.1.21 2552552550 192.168.1.1
PC-C NIC 192.168.1.22 255.255255.0 192.168.1.1

8. Hactpoiika u npoBepka NAT-nyna c neperpyskoii.
9. Hactpoiika u npoBepka npeobpazoanus PAT.

IIpuMepHbIe BAPHAHTHI JOMAIIHET0 32 JaHUS:
5 cemecmp
JMomawnsns paooma 1. Tema: Cozoanue npoexma nokanvhou cemu ¢ nakeme Cisco Packet Tracer u
npoeepka ezo padomocnocooHocmu.
3aoanus:
1. OcymecTtBUTh BBIOOpP YCTPOMCTB B COOTBETCTBHUM C pPHUC. M BapUaHTOM 33aJaHUS. KOJIUYECTBO
KomInbioTepoB — 6, IP-agpec nmepBoro xommbrotepa, npoBepka Hanuuus csizu — PCO u PC2, PC3 u
PCS5; Bo1OpaTs kommyTaTop 2950-24, konuentparop Hub-PT, nepconansubie komnetorepsl PC-PT;

Tl

PC-PT K . PC-PT
nKo ouN\vaTopo nK2
| BT
= il =
PC-PT ul-PT PC-PT
nKs KoxueqTpaTop0 nK3

J

PC-PT

nid



2. YCTaHOBUTH COCJAMHEHUS; ISl MPUCOCIUHEHUS KOMITBIOTEPOB K KOMMYTATOPY UM KOHIICHTPATOPY
HCIIOJIb30BaTh KaOenb TUIA «MEIHBIN MpsIMOW»; Ui COEOUHEHHS MEeXIy coOO0M KoMMyTaTropa u
KOHIIEHTPATOpa UCTIOIB30BaTh MEIHBII KPOCCOBEp KaOelb;

3. OcymiecTBUTh HACTPOIKY aapecoB pabouux craHuuii; 3anath [P-anpeca, 3a1aTh 0OIMHAKOBYIO MAcKy
255.255.255.0;

4. OcylmecTBUTh NMPOBEPKY HAIUYHUS CBSI3U MEXY KOMIIBIOTEpAaMH: C MOMOIIbI0 KOMAaHIHON CTPOKH

(mpuBecTH B OTYETE OKHO C PE3yJbTaTaMH BBHITIOJHEHHE KOMAaHIBI «ping»); MpoOBEpsieMble Mapbl

KOMITbIOTEPOB MPUBEACHHBI B BApUAHTE 3aJaHMUS;

Hactpouts ¢puiisTp (BeIOpaTh npotokonsl ICMP, ARP);

Peanu3zoBath MoeiupoBatnue (CUMYJISIIIAIO) BCEro PinNg-mpoiiecca B €MHOM MPOIIECCe;

Peanu3oBaTh MOJEIMPOBAaHKE TIOMIATOBO;

VY3Hath uHdopmMaIuio, KOTopyro HeceT B cebe oot maker (MAC-aapec ncrounuka, MAC-aapec

nonyyarens, |P-anpec ucrounuka, IP-agpec nonyuarens u 1.1.);

VY nanute GUILTP.

Bonpocul ona camoxonmpona:

Kaxk ocyrmectBisiioT BeiOop ycrpoiicts B mporpamme Cisco Packet Tracer?

Kaxk ycTaHOBUTBH CO€IMHEHUSI MEXy yCTpOcTBaMuU?

Kak ocymectButs Hactpoiiky [P-agpecos?

Kak nmpoBepuTh HATMUUE CBSA3U MKy KOMITBIOTEpaMu?

Kak nactpouts GpunbTp 11 BEIOOpA MPOTOKOIOB?

Kax ocymectButh MojienpoBanue (CUMYIISIUIO) paboThI ceTh?

Kak y3nate nnpopmarinio o makeTe JaHHBIX?

o No O

©

NogakrowhE

JHomawnaa paboma 2. Tema: Hacmpoitka npuknaonwix cinyyco cpeocmeamu Cisco Packet Tracer.
3aoanus:
1. ChopoexTupoBarh CETh B COOTBETCTBHUHU C PHUC.;

Server-PT
Server0

PC-PT Server-PT
PC2 Serverl

2. 3anmaTh CTaTUYECKHU anpec Uik 000MX CEPBEPOB B COOTBETCTBHUU C BAPHMAHTOM 3aJaHUS: HAYAIbHBIN

IP-ampec — 10.0.0.0, IP-agpec ServerO —10.0.0.1, IP-anpec Serverl — 10.0.0.10

Passepnytsh Ha Server) DHCP-cepBep; MakcuMaabHOE KOJIMYECTBO TOJIb30BATENEH yCTaHOBUTH 10;

[Monyuuts quuamuvecku IP-agpeca y3nos PCO, PC1, PC2 u PC3;

[TpoBepuTh HaMMUWE CBSI3U MEXAY KOMIBIOTEpAaMH, WUCIOJIB3ys KOMaHIy ping; HampuMep, MEXIy

koMmnbrotepamu PCO u BropbeiM cepBepoM, mexay PCO u PC3;

6. Pa3Bepnyth Ha Server]l DNS-cepBep; 3a1aTh BceM KOMITBIOTEpaM JOMEHHBIE UMEHA,

7. TlpoBepuTh HaJIHYHME CBS3U MEXKIY KOMIIBIOTEPAMH, UCIIONB3ys KOMaHAy PINGg U JOMEHHBIC NMEHA,

HarpuMep, mexay komnberorepamu PCO u Serverl, PC2 u PC3;

Pa3Bepuyts Ha Server]l HTTP-cepsep;

9. MUsmenuts s Serverl cogepxumoe (aiina index.html mpon3BoabHBEIM 00pa3oMm;

10. 3amyctuth ¢ komnbiotepa PCO ¢aiin index.html, pacnonoxxennsrii Ha Serverl, ucnons3yto IP-aapec
U JIOMEHHOE UMSI.

oA~ w
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Bonpocwi ona camoxonmpons:
Kak 3agate cratmueckuit [P-agpec st komnbrorepa?
Kax pa3sepuyts Ha cepsepe DHCP-ceprep?
Kak nunamuuecku nonyuuts [P-aapec kommnbrorepa?
Kak npoBepuTh HamHune CBS3U MEXKITy KOMITBIOTEPAMU, UCTIONB3YS KOMaHy ping?
Kak pazBepuyts DNS-cepBep 1 3a/1aTb KOMIIBIOTEPY TOMEHHOE UMS?
Kax npoBeputh Hajluuue CBSA3U MEXIY KOMIIBIOTEPAMH, UCIIOIB3Ysl JOMEHHbIE UMEHA?
Kak pazsepuyts HTTP-cepBep?
Kak n3menuts conepxkumoe Qaiina index.html u mpoBeputsb ero ucnosib3oBanue?

Homawnaa paboma 3. Tema: Co3z0anue npoekma J10KATbHOW cemu ¢ HPpUMEHEHUEM

Mapuipymu3amopos.
3aoanus:
1. Co3aarh MPOEKT CETH, KOJIMYECTBO KOMIIBIOTEPOB B MEPBOM M BTOpoi ceTsix — 3-3. Kommbrorepsl

»~w

PwnE

KOKJIOH CeTH COEAMHEHBI C KOMMYTaTOpOM; KOMMYTAaTOpbl COEJUHEHBI MEXAYy C00Ooi
MapIuIpyTU3aTOPOM; I1a0JIOH CETH MPEACTABICH Ha PHC.;

—
S

¢ 1841‘
Router0

v’
/) " =P
PC-PT PC-PT PC-PT pé_‘_-p'r
PCO PC1 PC2 =

OcymectBuTh Bbinauy [P-agpecoB: Haganenblil IP-anpec mepsoit cetun — 10.10.0.2, navanbueril IP-
anpec Bropoii cetn — 10.11.0.2;
HacTtpouts unTepdeiicsl MapuipyTusaropa;
[IpoBeputh pabOTOCIIOCOOHOCTH CETH, BO3SMOKHOCTb IIPOXOXKACHUS TAKETOB U3 OJIHOM 4acTH CETH B
JPYTYIO, UCTIOB3YsI KOMAHy Ping U PeXKUM CUMYIISIIIHH.
Bonpocul ona camoxonmpona:
Kak BbIOpaTh MapuipyTuszatopsi?
Kaxk nactpouts uarepdeiicsl Mapupyruzaropa?
Kak mpoBeputh paboTocrnocoOHOCTh ceTH?
Kaxk n100aBuTh TOMOJHUTETBHBIN TOPT K MAPIIPYTU3ATOPY?

6 cemecmp

Homawnas paooma 1. Tema: Cemegwvie IPv4-aopeca.

=

3aoanus:
Ckonodurypupyiite B cpene moaenuposanus Cisco Packet Tracer ceTs, mpeacTaBieHHYIO Ha pUC.
OOpaTuTe BHUMaHHE HA HCIIOJIb3yeMble TUIIBI Kabesneld n Mojaenu o0opy/noBaHUs (HOMEpa CETEBbIX
uHTepdeiicoB, KoTopeIMu Bbl coenHuTe 000pYA0BaHNE, 3HAUEHUE HE UMEIOT).
JloGaBbTe B CO3/IaHHYIO CETh HOBBIM HOYTOYK U cepBep. CKOHGUTYpUpYHTE UX TakK, 4TOObI OHHU
MOJIKIIIOYAINCh K OecripoBoHOM cetu. CepBep JOMKEH MMETh TAKXKE MOJKIIOYEHHE K MPOBOIAHOM
CeTH (B TOM € KOMMYTATOpE, YTO U TOYKHU OECIPOBOIHOTO JIOCTYIIA).
Hcnonp3ys KOMaHAHYIO CTPOKY, 3a/1aliT€ CETEBBIM y3J1aM:
a. YHUKaJIbHbIE CETEBbIE HMEHA;
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b. [IpuBeTCTBEHHBIC PUTIIANIICHHS, B KOTOPBIX OyJEeT yKa3bIBaThCs KpaTKas WH(OpPMAIIHS O CETEeBOM
YCTPOICTBE;

c. [laponu nmst mpsAMOTO MOAKIIOYEHHUS K YCTPOHUCTBAM U PEKUM UX MPOBEPKU;

d. Jlis yCTpOKNCTB, COCIUHSIONIMX TJIABHBIA M JOMOJHUTEIBHBIM OQHUCHI, 3alaliTe OMMCAHMS IS
COOTBETCTBYIOIIUX CETEBBIX HHTEP(EIHCOB.

e. [lepeBenute cereBbie HHTEP(DEHUCH B COCTOSIHHSI, COOTBETCTBYIOIINE PHC.
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CoxpaHuTe HAacCTpOMKM CETEBbIX YCTPOWCTB B KX DJHEPrOHE3aBUCUMYIO mamsTh. Jlid
MapIIpyTU3aTOPOB, COCAMHSIIONIMX OCHOBHOM M JOIMOJHUTENbHBI  OQUCH, COXpPaHUTE
KOH(HUTYpaIHIO B OTJCIbHBIC (hailiIbl.
CozpaiiTe cueHapuil mpoBepkH pabOTOCIOCOOHOCTH CETH, B KOTOPOM HEOOXOAMMO MPOBEPHUTH
nepenavy CleIyroIINUX JaHHbIX:
a. ping ot komnetotrepa PC1 B rmaBaoM oduce 1o kommberorepa PC2 B nononnutensHoM oduce;
b. ping ot kommnbroTepa PCO B rmaBHOM oduce 10 cepBepa Server() B ITaBHOM KOPITYCE;
c. ping ot komnbtoTepaPC2 B rmaBHOM oduce 10 cepepa Server2 B JONOTHUTEIBHOM OQuCE;
d. http 3anpoc ot LaptopPT k Server2;
e. DNS 3anpoc or PDA-PT « Serverl.
Bonpocul ona camoxonmpona:
3aueM UCTIOIB3YIOTCS CPeIbl UMUTAIMOHHOTO MOJIEITUPOBAHMS KOMITBIOTEPHBIX CeTei?
Uewm otnuyaetcs pexxuM padboueit obmactu «Jloruueckuit» ot «dusnyeckuiin?
Kakue snemeHThI nMeroTCst B OCHOBHOM okHe cpefbl Cisco Packet Tracer?
JIyist 4ero HMCIMoJb3yeTCsi MHOTOIOIB30BATENLCKUN peXUM paboThl cpeabl MoaenupoBanus Cisco
Packet Tracer?
UYem oTiiyaeTcs MapuIpyTU3aTop OT KOMMYTaTopa U KOHLIEHTpaTropa?
Kakum 06pa3oM MOKHO MPOU3BOAUTH KOH(DUTYPHUPOBAHUS CETEBBIX YCTPOICTB?
Uro Takoe «CLI», kak 1 3auemM oH UCTIONB3yeTCs?
Kakum 06pa3oM B KOMaHAHON CTPOKE MOKHO HACTPOUTH PEKUMBI paOOTHI CETEBBIX HHTEP(HEHCOB?
Uewm otnugaeTcs TeKyIias KOHGUTypalus OT 3arpy304HOi KoH(Urypanuu 000py0BaHus?

Jomawmnns paboma 2. Tema: Cmamuueckan mapuipymu3ayus.

1.

3aoanus:

N3menute xoHburypamuioo cetd, coopanHyto B Jlomamueit pabore 1 (mpumep M3MEHEHHOH ceTd

MPEICTaBJICH Ha PUC.):

a. B wmapmpyruzatop rojoBHOTO oOduca 100aBbTE MOAYJbh, peATM3yOIMi 16-TH MOPTOBBIN
kommytatop (NM-ESW-161);

b. Wntepdeiicei FastEthernetO/1 cepBepoB rnaBHOrO oduca MNEPEeKITIOUATe HAa KOMMYTATOD,
BKJIFOYEHHBIM B COCTAB MApUIPYTU3aTOPA.

st Bameit opranmusaruu Beigenera cetb 10.N.0.0/16, rne N — Bamr HoMep MO CHHUCKY B JKypHAJIe

npenogasatesns. Onpenennure napaMeTpsl CIEIyIOMNX noaceTel Bamei oprannzanuu:
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a. Cerp I'maBHOro oduca (HOyTOYKH, CepBEpbl, TOUYKU AOCTyIa, pabouue CTAaHIMH, OJWH IOPT
MapIIpyTH3aTopa);

b. Cetb cepBepoB [ maBHOTO 0duca (cepBepbl, KOMMYTAaTOp MapUIPyTHU3aTOPA);

c. CeTb MapuIpyTH3aTopoB (Tociie10BaTeNIbHbIC HHTEpdEiica) MPeIIpUsTHS,

d. Certp nononHUTENBHOTO Odrca (CepBep, MPUHTEP, padoUasi CTAHIIHSI IOPT MAPIIPYTU3ATOPA).
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CxoHpurypupyiite HOyTOykH, pabourie CTaHIIMM U CEPBEPHI IIABHOTO OQrca COTJIaCHO BBIOPAaHHOM

cxeMme mojiceTeil. Yoenurech, 4TO HACTPONMKU BEpHBI (KOMIIBIOTEPHI UMEIO CBA3b JIPYT C APYTrOM).

[IpoBeprTe TaONMIBI (HU3UUECKUX aIPECOB HA KOMMYTaTOpax U Mapuipytuzarope opuca. Bo Bcex nu

Tabymiax oguHakoBwie 3anucu? [losicHuTe pe3yibTar.

CxoHpurypupyiite cereBble y3Jbl JONOTHUTENBHOTO oduca. [IpoBepbTe, YTO OHH UMEIOT CBSI3b IPYT

C IpyrOM.

CkoHpurypupyiite ceTb Mexay KommyTatopamu opucoB. [losBuiace a1 CBA3b MEXKAY y3JIaMH CETH

JOTIOTHUTENBHOTO oduca u rmaBHoro oduca? [losicHuTe pe3yabrar.

HactpoiiTe mMapmpyTu3anuio Mexay opucaMu Tak, 4TOObl BCE CETEBBIE Y3JIbI MOIJHU JIPYT IPYry

nepeaaBaTh HH(YOpMAIIHIO.

IIpurnacure IByX KOJUIET M3 CBOEH TIPYNIBl U COCOUHUTE TPU BaIlM CETH B €JUHYIO CEeTb. Bce

YCTpOMCTBA JOJIKHBI UMETh CBSI3b JPYT C APYTOM.

Ha mapmipytusarope riaBHOro oguca mOCMOTPUTE COIEPKUMOE TaOIHUIl TPAHCIALUH (HU3UUECKUX

aZipecoB B ceTeBble (arp) W TaOauMIbBl (u3uueckux aapecoB (mac-address-table). Ilouemy sT0

YCTPOHCTBO HMeeT 3amMcu B ob0eux Tabnuuax (CpaBHUTE C TaOIMLAMH MapIIpyTH3aTopa

JonoNHUTENbHOrO oduca)? [louemy y3nbpl mpeanpusTHs HE MOTY IepeaaBaTh JIaHHBIE CepBepam,

UCIOJIb3Ysl BTOPYIO CETh (KOTOPasi COEAMHSET CepBEPhl U KOMMYTATOp BHYTPH MaplipyTuszaropa)?
Bonpocul ona camoxonmpona:

B ueM cyTh TeXHOIOTMK KOMMYyTaluMu nmakeToB? YTo Takoe MapmpyT?

Uro Takoe usnyeckuii u cereBoi aapec? Uem oHM OTIMYAIOTCS APYT OT Apyra?

®uznueckuii anpec. opma 3anucu. CTpyKTypa.

Pabora ¢ pusznueckumu azipecamu B CETEBBIX YCTPOUCTBAX.

CereBoit anpec IP Bepcuu 4. JIBonuHo-aecsaTuyHas popma 3amnmcu.

®dopmupoBanue nojacereil. Makca. Onpenenenue aapeca CeTu 1 Homepa y3Jia.

[Iporokon ynpasnenus coenunenusmu (ICMP). [Ipumeps! rcnonbp30BaHUS.

Homawmnna paooma 3. Tema: Kananvuoiii yposenv nepedauu ungopmayuu. Bupmyanvhuoie
nokanvuvte cemu (VLAN).

1.

3aoanus:
B cern, co3zmanHoii Bamu B J[lomamHed paGore 1 m 2, uW3MeHHTEe KOH(DHTyparuio KaHaua,
COEMHSAIONIET0 MapIIPYTH3aTOPbI O(UCOB, TaK, YTOOBI:
a. mepenaya JaHHBIX OCYLIECTBISIIACH C IPUMEHEHHeM anroputma PPP;
b. mocrtym k KaHay JOJDKEH OBITh aBTOPU30BaHHBIM C HCIIOJIb30BaHKeM anroputmMa CHAP;
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C. CKOpPOCTb Iepeaayu Mo KaHaiy JoJkHa ObITh He 6osee 128000 6UT B cexyHy.
Pasnmenure cerp I'maBHOro oduca Ha JBe BUpPTyallbHBIE CETH, OOBCIMHHUB YCTPOMCTBA TakK, Kak
IIOKA3aHO Ha PHUC.
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V3MeHnTe HAaCTPOWKH CETEBOro OOOpYIOBaHHS TaK, YTOOBI B paMKax BBIJCICHHOTO JHMAIa30HA
azipecoB U1 ceTd [ aBHOrO oduca 66U CHOPMHUPOBAHBI IBE JIOTUUECKUE TTOCETH.
CkoHpurypupyiite mapmpyrtuzarop [nmaBHoro oduca Tak, 94To0Bl OH 00ECIIEUHBAI CBSI3b MEXKIY
JIOKAJIbHBIMU CETSIMU OdHca.

Hacrpoiite mapmpyruzarop riiaBHoro oduca Tak, 4yToObI IMOSBHJIACH BO3MOXHOCTH Ie€peaaBaTh

JaHHble OT cepBepoB uepe3 wux wuHTepdeiicel FastEthernetO/1 (koTopble NOAKIIOUEHBI K

KOMMYTaToOpy, HHTETPUPOBAHHOMY B MapIIpyTU3aTop). DTa CeTh JOJKHA MCIOIb30BaTh MPOTOKOI

IEEE802.1Q. B xauectBe HoMepoB VLAN Taxke nomxHs! ncnonszoBatscs 30 u 40.

Hactpoiike nokanbHYIO CETh JONOJHUTEIBHOTO oduca Tak, YTOObl B HEHl JaHHbIE NEpeIaBalMCh

Kaxpamu pazMepoM 1290 okTeToB.

Oo0bscHure:

1) Tloyemy nocnie u3MeHeHus ceTd B [ 71aBHOM o(uce U KOPPEKTHOrO KOH(HUIYPHPOBAHHUS KaHAia
CBSI3M MEXJy MaplIpyTU3aTOpaMH HE MPUIIOCh W3MEHSTh HACTPOMKHU ceTu J|OMmOJHUTENbHOro
ouca st oOecrieueHHst CBA3U MEXIY CeTeBbIMU y3iamu ['naBHoro oduca u JlonoIHUTEIBHOTO
oduca?

2) Moryt nu unTepdeiicel cepBepoB HaXOAUTHCS B 0qHOM VLAN?

3) llouemy mpu WCIOIB30BAHMM KaJAPOB pPA3HOW JIMHHBI JaHHBIC TMEPENAlOTCSl W3 CeTH
JlononHuTenbHOTO oduca B ceTh [ maBHOro oduca?

Hanummre nmporpamMmy, peain3yrouly0 pacdeT KOHTPOJIbHOW CYMMBbI JUIs 3afaHHoro ¢aina. Mms

daiina 3agaercs kak mapamerp i onuun --file. Pasmep ¢aiina nomwken ObITh He MeHee 2 MOaWT.

Copepxanue kogupyemoro (aiisa posiu He UTpaer.

Bonpocv ona camokonmpons:

C kakoii 1enbto pa3padarbiBaoT (OpMaThl KaJipoB?

®opwmar kazapa no nporokony HDLC. Haznauenue nosnei.

[Ipotokon PPP. ®opmat kanpa. Haznauenue nosen.

IIporokosbl aBTopuzanuu PAP u CHAP.

®opmartsl kagpoB ctanaapta Ethernet.

AJNropuTM aBTOMaTHYECKOTo onpeaeneHus popmara kaapa Ethernet.

Cranpapt IEEE802.1Q. Haznauenue. [Ipumep npuMeHenus.

KongurypupoBanus nocienoBarenbHbIX HHTEpdeEicoB Ha obopyaoBanuu Cisco.

Kondurypuposanue unrepdeiica Ethernet Ha o6opynosanuu Cisco.

10 Hactpoiika VLAN na o6opynoBannu Cisco.



11. Peanuzaumsa mapumpyruzauuu Mexay VLAN.
12. AATopuTM IMUKINYECKOTO U30BITOYHOTO KOJUPOBAHMUS.
13. TakcoHOMHSI aNTOPUTMOB ITUKINIECKOTO NU30BITOYHOTO KOAHUPOBAHUS.

Jlomawmnan paooma 4. Tema: Kananonwlit yposenv nepedauu ungopmayuu. Omrazoycmouyusocmsy u
noevluienue NPONYCKHOI CNOCOOHOCMU KAHATL08.
3aoanus:
1. Cobepure ceTb, COCTOSIIYIO U3 IBYX KOMMyTaTOpoB 2960.
a. Ha xaxnom kommyTaTope oTKiIIOUnTE Ucnoiab3oBaHue nporokona SPT B VLAN 1.
b. Ha ogxHom u3 koMMmyraTtopoB ckoHbpurypupyiite layer 3 mis VLAN 1 (manpumep, IP-agpec
1.1.1.1).
AnMuHHECTpaTUBHO BKIHoUMTEe HHTEpdeiic VLAN 1.
. CoenunnTe KOMMYyTaTOpHI ABYMs KaHanamu (nHTepdeiico! fastEthernet 0/1 u 0/2).
e. Ha kommyrarope, Ha koTtopoM HacTpoeH VLAN, mnomnpoOyiTe BbIIOMHUTH 3ampoc ARP
HECYIIECTBYIOIIETO aapeca (Harmpumep, 2.2.2.2, MOKHO clIenaTh KOMaHAy ping).
f. B pexume MoaenupoBaHus yOeIUTeCh, 4TO AaXe MMOCIIe 3aBEPIICHHUS 3aMpoca B CETH OECKOHEYHO
NPUCYTCTBYIOT MIMPOKOBEIIATeNbHbIC 3anpockl ARP 1 momyuwiicst iudpoBoi mropm.
2. B monenupyemyro ceTh MpeanpusaTHs B TIaBHOM oduce 100aBbTe KOMMYTATOP M COSAMHHUTE €ro TakK,
KaK MOKa3aHo Ha puC.
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a. Hacrpoiite mexny kommyraropamu Switch0 m SWI1 arperupoBannbiii kanan. Kakxoil u3
KOMMYTaTOpPOB BBINOIHSET MAaCCUBHYIO U AKTUBHYIO POJIb, BEIOMPAET MPENoAaBaTeb.

b. Ucnonb3yss pexuM MOJISTUPOBAHUS, MPOAEMOHCTPUPYHTE pabOTOCIOCOOHOCTh CO3JaHHOTO
arperupoBaHHoro kanana. Ilojckaska: /Ui 3TOr0 MOYKHO BPEMEHHO B CETh J100aBUTh CETEBbIE
YCTPOMCTBA.

c. Hactpoiite kommyTtaTop Switch 0 Tak, uToObI Bce ero kaHaisl yuactBoBanu B VLAN ¢ Homepamu
30 u40. Hactpoiite kommyratoper SW-mobile, SW-office, SWO01 tak, uto6s1 KoMMyTaTtop Switch
0 cran yuactaukoM VLAN ¢ Homepamu 30 u 40.

d. [IpoBenuTe «BpydHYIO» pacyeT KOH(UTypalHMu ceTH Iocie NpuMeHeHus mpotokoida STP B
VLAN ¢ wnomepamu 1, 30, 40. IIpogeMOHCTpHpyWHTe TMPaBHUIBHOCTH CBOMX pacueToB
pesyabratamu padotsl STP B Mmogenupyemoii cetu.

e. M3menurte koH(pUTrypaluo ceTu Tak, 4To0bl KopHeBbIMU KoMMmyTaTopamu st STP B cetsix VLAN
c Homepamu 30 u 40 ObuIH Te, KOTOpBIE YKaXeT IpernojaaBaTenb. Takke mpenojaBareib BIpaBe
noTpedoBaTh U3MEHUTH CKOPOCTH MEPEAAYU HEKOTOPHIX KaHaJIOB.

f. TloBTopuTe n.d C y4eTOM C/IeNaHHBIX HACTPOCK.

0. Ucnonp3ys pexxuM MOIEIUPOBAHMS, MPOJAEMOHCTPUPYHTE MYyTh MPOXOKIEHHUS IOHHKACTOBOTO
tpaduka B cerax VLAN ¢ nomepamu 30 u 40. (Hanpumep, ping.)
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8.
9.

Bonpocwi ona camoxonmpons:
Uro Takoe «udpoBoii mropm»? [Ipu Kakux yCIOBHUSX OH BOSHHKAET B KOMITBIOTEPHBIX CETAX?
Uro Takoe «CTeK KOMMYTaTOpPOB»?
B ueM ocHOBHas ujes anroputma «Spanning-Tree»?
Anroput™ onpezeneHuss KOpHEBbIX U HA3HAYEHHBIX IOPTOB KOMMYTaTOopoB 1o STA.
OO0BsicHUTE, KaK CBSA3aHBI MKy COOOM POJIM U PEKUMBI IOPTOB Mpu peanu3anuu STP?
Yro Takoe uaeHtupukatop kommyraropa? Ilouemy no ymonauanuro npuoputer kommyratopa B CPT
MO’KHO 3a7aTh TOJIEKO KaKk MHOKUTeNb Ha 40967
3auem ucnosab3yercs pexum PortFast?
Uto Takoe arperupoBaHre KaHajaoB? 3a4yeM OHO UCIOJIb3yeTCs?
UTo MOXHO HCIIONIB30BaTh JJIsi OOECIIEUEHUS] PE3EPBUPOBAHUS KaHAJIOB: anroputMm SP  umm
arperupoBaHKe KaHAIOB?

10. Yem oTiinyaeTcst CTaTUYECKUI U JUHAMHYECKUN PEKUM arperupoBaHUs KAaHAIOB?
11. Kakue anropuTMbl IPUMEHSIOTCS 17151 OaJaHCUPOBKU TpadHKa B arpernpoBaHHbBIX KaHamax?

Jomawnaa paboma 5. Tema: /Junamuueckas mapuipymuszayus mpaguxa.

1.

=

3aoanus:
B cymectByromeit cetu Bamero npeanpusTyus yoaluTe BCe CTaTUYECKME MAapUIPYThl U MaplIpPyTh
«I10 YMOJTYAHHIO» Ha MapupyTtuzaropax [ naBHoro u JlomomHuTensHOT0 0(hrCOB.
CkoHburypupyiite Mapupytusaropbl Bammx oducoB Tak, 4roObl OHM IO IOCIEI0BATEIBLHOMY
uHTepdeiicy oOMeHuBanuch WH(pOpPMAIMEH O MapUIpyTax C HCIOJIb30BaHMEM mpoTokona RIP.
Tabmuupl RIP 10mKHBI IPUHUMATBCST TOJIBKO 1O TOCIIENOBAaTEIbLHBIM HHTEpdeiicam. YOeaurech B
MPAaBUILHOCTH C(HOPMHUPOBAHHBIX TAOIUI MAPIIPYTH3AIHH.
Hcnonb3yss MHOTOIIOJIB30BATEIBCKOE OKPY)KEHHE, MOAKIIOYATE MapIIpyTU3aTop JlOMOIHUTENBHOTO
ouca x Mapmpyruzaropam JlOMOTHUTETBHBIX O(PHCOB OBYX OPYTUX MPEANPUATHHA (T€, B CBOIO
ouepeslb, TOXE JOJDKHBI OBbITh COEIMHEHBl MEXAYy CcOoOOH, 00pa3zys KOJIbLO H3 Tpex cerei
172.16.N.0/24).
Ckonourypupyiite B cetsix 172.16.N.0/24 ¢ynkunonuposanue npotokosna OSPF (o6beanHuB Bce
MapIIpyTU3aTOPbl B 30HY U clelaB MX MOrpaHuYHbIMH). OOecrneubTe MHTErpanuio MHGOpMauy,
nosydeHHo 1o mpotokony RIP B mannbie mporokona OSPF u nHaoGopor. [IpomemoHcTpupyiite
CBSI3b MEXKY CETEBBIMHU y3JIaMU Pa3HBIX MPEIIPUATHH.
IIponeMOHCTpUpPYHTE OTKa30yCTOMYMBOCTh CBSI3M MEXAY MapLIpyTH3aTOpPaMU JONOJIHUTEIbHBIX
oducoB npeanpuATHil. 3amycTuTe OECKOHEUHBIN MUHT OT y3J1a ceTH cBoero I'maBHoro oduca 10 y3na
cetu ['maBHOrO oduca cocennero npeanpuatust. OTKIOYUTE HAa MapuIpyTu3arope JlonoIHUTEIbHOTO
oduca KaHaj, UAYIMIMA B ceTb cocenHero npeanpusatus. Kak ObICTpo ceTh mepeiiier B CBSI3HOE
COCTOSIHUE?

Bonpocw ona camoxonmpona:
Yro Takoe quHamuueckas Mapupyrusanus? Kakue 3tansl B Heli IpUCYTCTBYIOT?
YeM OTIIMYAIOTCS BEKTOPHbIE AJIFOPUTMBbI MapLIPYTU3AallMU OT aJTOPUTMOB HAa OCHOBE COCTOSIHUM
KaHaJoB cBsA3ei? IlpuBenuTe MOJIOKUTENBHBIE W OTPULATENbHBIE CTOPOHBI KaXIOTrO THIA
AJIITOPUTMOB.
Uro Takoe MeTpuka Mapuaipyra? 3adeM oOHa ucnosb3yercs? Kak oHa paccunmTeiBaeTca Ipu
(dbopMUpOBaHUM TAOJIMIl MapIIPYTU3aLUU CTATHUYECKUM CIOCOOOM M MPOTOKOJAMHU JUHAMUYECKOU
MapupyTuszanun’?
MoskeT 11 B Tabiuile MapiIpyTU3alUU ObITh HECKOJIBKO CTPOK, OMHUCHIBAIOLIUX MYTh JI0 OJHOW U TOU
xe cetu?
UYTto Takoe TEXHOJIOTUs «pacIleIUIeHHus TOpu30HTay? IIpuBeauTe NOI0KUTENBHBIA U OTPULATENbHBIN
IIpUMEP IPUMEHEHUS ITON TEXHOJIOTHH.
3auem B npoTokosie RIP ncnonb3ytoTest TpurrepHpie 0OHOBIEHUS?
B Kakux cOCTOSIHHSAX MOXET HaXOAUTHCS CBA3b Mexay coceqamu o OSPF nporokomy?
3a cyer dYero cokpamaercs o0beM IepeJaBaeMoil Mo ceTu chaykeOHoi uHpopMaluu Ipu
UCnoJib30BaHnu npotokona OSPE?
Kak npoucxonut nnrerpanusi RIP u OSPF Ha nmorpannyHbix koMMyTaropax?



Jomawnasn paboma 6. Tema: Cemesvie IPv6-adpeca.

3aoanus:
Bama opranusanusi npuoOpena HOBBIM O(QHUC, OCHAIICHHBI COBPEMEHHBIM TEIEKOMMYHUKAIIMOHHBIM
oOopynoBanueM. B  nomonHutensHoM oduce NpPHOOpETH HOBBIA  MapUIPYTU3ATOpP, KOTOPHIH
noanepxkuBaer IPv6, HO He o0magaer JOCTaTOYHBIM HAOOpOM HHTEPQEHCOB, YTOOBI TOIHOCTHIO
3aMEHUTH JIEHCTBYIOIUN MapuipyTuzatop oduca (HOBbIE MOAYIH, HEOOXOAUMBIE Al (hOPMHUPOBAHUS
uHTep]eiicoB HAXOAIATCS B CTaauu mocTaBku). HOBbIM opucC mMeeT mpsMoe MOAKIIOYEHUE C TJIABHBIM
opucom (texHosorus fastEthernet) m momosHuTensHbIM OoducoM (mocienoBaTeNbHBIA HUHTEpdEiic). B
HOBOM o¢uce ucnoib3yercss Toyibko |IPV6. B rmaBHOM u pomonHuTENbHOM O(Hcax MOJIb30BATEIbCKOE
000pyI0BaHNE PeATU3yeT IBOMHOMN CTEK.
1. Ckoudurypupyiite cetb Bamero npeanpusatust Kak OKa3aHo Ha PUC.
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2. Hactpoiite wmapmpytuzatop HOBOTO o¢uca Tak, YTOOBI OH OOecmeyuMBaJl ABTOMATHYECKYIO
KOH(UIypalmio ceTeBbIX y3J10B B ceTsax ¢ HomepoMm 2001:DB8:1::/64.

3. Hactpoiite nepcoHanbHBIN KOMIBIOTEP U CEPBEP B HOBOM OQHCE TaK, YTOOBI OHM aBTOMAaTHYECKH

KOHUrypupoBaiu ceTreBoi MHTepdelic Ha ncnoab3zoBanue IPv6. TlokaxkuTe CBsI3b MEXIy HUMH C

MCIOJIB30BaHMUEM TPEX pa3HbIX KiraccoB aapecos (globalunicast, localunicast, linklocal).

HactpoliTe MapmpyTH3aTop JTOMOJIHUTENBLHOTO O(rca Tak, YTOObl OH 00ecreuyrBall aBTOMAaTHUECKYIO

KOH(UTYypalHIo CETEBBIX Y3JI0B B ceTax ¢ HomepoM 2001:DB8:2::/64.

5. Hactpoiite nepcoHanabHbIN KOMIBIOTEP U CEPBEP B HOBOM O(HCE TaK, YUTOObIl OHUM aBTOMATHYECKU
KOH(UTYpHpOBaIN ceTeBOM MHTepdeiic Ha ucnoabzoBanue IPv6 u ocraBun npexunue HacTpoiiku [P
Bepcun 4. Ilokaxxkure cBsI3p MEXAY HUMH C HCIIOJIB30BAHMEM TPEX pPa3HBIX KJIACCOB aJIpECOB
(globalunicast, localunicast, linklocal). [Tokaxwure, 4To B cetn paboTaeT U MPOTOKOJ BepcUU 4 U
MIPOTOKOJI Bepcuu 6.

6. Hacrtpoiite BTopoii mHTEpdEiic HOBOTO MapIIpyTH3aTOpa B JOMOJHUTEIIEHOM O(Hce Tak, YTOOBI OH
MOJTHOLIEHHO ObUT JOCTyNeH s ceTh Ha Oaze mnporokona IPv4. IlponemoncTpupyiite c
UCIOJIb30BAHUEM  MEPCOHAIBHOTO  KOMIIBIOTEpA  JOMOJHUTEIBHOTO  o¢uca, 4YTO  HOBBIH
MapuIpyTU3aTop JOCTYIEH 0 000UM KaHaJlaM.

7. CkoH(urypupyiite mMapupyTH3aTOp HOBOTO Oduca U CTapblii MaplIpyTHU3aTOp AOIMOJHUTEIBHOTO
o(uca Tak, 4ToOBI MeXly HUMU OblIa CBS3b 10 MOCIIEA0BATEILHOMY HHTEphEiCy.

8. Hactpoiite TyHHEIIF MEXTy MapIIPyTU3aTOPOM HOBOTO O(¥Ca U HOBBIM MapIIpyTH3aTOPOM CTAPOTO
ouca s nepenauun [Pv6 tpapuka no IPv4 cetn.

9. [ob6aBbTe cTaTHYECKH HEOOXOJWMBIE MApUIPYTHl B TaOJMHIBI MapIIpyTH3aTOPOB HOBOTO U
JIOTIOJTHUTEIBHOTO O(PHCOB Tak, 4TOOBI 0OECIEUUTh CBA3b MEXAY KOMIbIOTEpaMH HOBOTO oduca u
KOMIIBIOTEPaMHU JOMOIHUTEIBHOTO oduca mo npotokony [Pvé.



10. HactpoiiTe MapmpyTu3aTop riaBHOro opuca tak, 4toosl B VLAN ¢ HomepoM 40 ¢pyHKIHOHHpOBaAIa
aBToMaTudecKkas KoHpuryparus y3iaoB B cetu FD00:1::/64.
HactpoiiTe kaHam Mexay MapuipyTu3aTopamMH TiIaBHOro oduca M HOBOTO oduca Tak, 4TOOBI OHU
pabortanu B cetu FD00:2::/64.
Ckondurypupyiire nporokon OSPFv6 Tak, yTOObI aBTOMAaTHYECKH PACHPOCTPAHUIINCH MapHIPYyTHI
1o Bcex cereit IPv6 u obGecnieunBanach CBsi3b BCEX KOMITBIOTEPOB, HACTPOCHHBIX Ha HCIOJIb30BaHHE
IPV6.

Bonpocul ona camoxonmpons:
OnuiuTe, Kak YCTPOEH ceTeBoi aapec npotokoiia [P Bepcuu 6.
Kakum 006pazom nmpoucxoaut cokpaiienue 3anucu [Pv6 agpeca?
Hanummure rpanuiel quana3zoHa riodajlbHO PETUCTPUPYEMBIX aJIPECOB, JIOKAJIbHBIE CETEBBIE aapeca
Y a/IpECOB JIOKAJIILHOTO TOJIKITIOYCHHUSI.
Kaxkoro tuna cBs3u et B [Pv6, koTopsrit umeercs B [IPv4? Uto npeaycMoTpeHo B3aMeH?
Yro o3Hauaet 3anuch Buaa FE80:F:0::1%7?
Kak npoucxoaur ¢popmuposanue aapeca npu SLAAC?
Uem oTiiMyaeTcs MapuIpyTU3alus B IPOTOKOJIE Bepcuu 67
Kak npoucxoaur nepexo/1 Ha HOBYIO Bepcuio npoTokoia? [louemy Henb3st ObICTpo Ha HeE neperT?

11.

12.

wnN e

o No A

IIpumepHBI BADHAHT TECTA MO PA3JIUYHBIM TEMaM:
1) [locmotpute Ha pucyHok. Kakoil TepMUH MpaBUIbHO ONPEIENSET TUIl YCTPOWCTBA, PUBEAECHHOIO B
obnactu B?

a)
b)
c)
d)

WCToOuHKK nakeTa

nyHKT HazHavYeHWA naKkeTa

YCTPOUCTBO-UCTOYHUK
KOHEYHOE YCTPOMCTBO
NIepeatoIIee YCTPONCTBO
MIPOMEKYTOUYHOE YCTPONCTBO

2) Ilo xakum TpéM mpuunMHaMm npu pazpadbotke MHTepHeTa Oblia 3ajeiicTBOBaHA TEXHOJIOTHS Iepeaadn
JAHHBIX C KOMMYyTaIlMel makeToB 06e3 ycTaHoBIeHUs coenquHenus? (Beibepute Tpu BapuaHTa OTBeETA.)

a) C e€ MOMOIIIBIO IPOUCXOIUT OBICTPAst aaNTaIUsI K COOSIM CETEBBIX YCTPOMCTB M KaHAJIOB CBSI3H.

b) Omna mo3BoMsieT UCTIONB30BATH TAPU(DHUKAIINIO UCTIOIH30BAHMS CETH B 3aBUCUMOCTH OT KOJIMYECTBA
BPEMEHH YCTaHOBJIEHHOTO COEIMHEHUSI.

c) IlakeTsl MaHHBIX MOTYT HPOXOIHMTH Yepe3 CETh MO HECKOJbKUM pa3iu4HbIM myTsiM. CeTeBble
YCTpOICTBa TMHAMUYECKH OIPEAETSIOT ONTUMAIbHBINA MYTh [Tl EPECHUIKU KaXKIO0r0 OTAEIbHOTO
MaKera.

d) Omna TpebOyer, 4TOOBI KaHAT TEpeIaud JAHHBIX MEXIY MCTOYHUKOM M MECTOM Ha3HAYCHHUsS ObLI
YCTaHOBJIEH JI0 TOTO, KaK JIaHHbIE MOXHO Oy/IeT repeiaBaTh.



3) 3anonHuTEe mMycroe MoJe. aZpec OIpeneNsieTcsl B KauyeCTBE PE3EPBHOIO ajpeca, Io
KOTOPOMY IaKeThl HANIPABIIAIOTCS OOPATHO K y31Iy.

4) ApmuHUCTpaTtop TOJBKO 4YTO W3MeHMn I[P-ampec wHTepdelica Ha YCTPOWCTBE C ONEPAlMOHHOU
cucremorr IOS. Uro eme HeoOXOIMMO clenarh, YTOOBI M3MEHEHHUS BCTYNMWIM B CHIYy Ha 3TOM
ycTpoiicTBe?

a) CkommpoBaTh TeKyllyl Konuioo (aia koHpurypamuu B (ailn 3arpy304HOil KOH(PHTYpaIHH.
CkomupoBath cBefeHUs U3 (ailina 3arpy304Hoid KOHGUTrypalMu B TEKYIIYIO Komuio (aiina
KOH(HUTypaIyH.

b) Tlepesarpy3uTh maHHOE YCTPOWCTBO M BBECTH YES, KOIJa CHCTEMa MPEUIOKUT COXPAHHUTh
KOH(HUTypaImio.

€) Hukakux IOMONHUTEIBHBIX ACHCTBHI HE TpeOyercs. M3MeneHuss KOHGUTYpallii Ha YCTPOMCTBE €
onepanonHoil cucremort IOS BcTynmar B cuily cpa3y Iociie KOPPEKTHOIO BBOJA JAHHOMN
KOMaH/bl U HakaTus kiaBuiu Enter.

5) Kakue 1Ba YTBEp)KICHHS O IOJb30BATEIBCKOM PEKUME SBISIOTCA BepHbiMU? (BbiOepure aBa
BapHaHTa OTBETA.)

a) JlocTyIHBI BCe KOMaH bl MapIIpyTU3aTOPA.

b) Joctyn Kk pexxumy ri1o0anbHON KOHPUTYpAIKE MOKHO MOJYYHTh C IIOMOIIBIO KoMaH 161 enable.

C) DTO peXUM [0 YMOJIYAHHUIO ITPH TIEPBOM 3aITyCKe HEHACTPOSHHOTO MapIIpPyTU3aTOopa.

d) B aToM pexxnme MOXKHO HACTPAMBATh MHTEPPEHUCH i TPOTOKOIBI MAPIIPYTU3AIIMH.

e) Jliast mpocMOTpa B 3TOM DPEXHME JOCTYIHBI TOJBKO HEKOTOPBIE ACMeKThl KOH(UTyparmn

MapuIpyTH3aTopa.

6) Kakoe ycTpoiCTBO BBIIOJHSET POJIb LIUII03a, TO3BOJIAS y3JlaM OTIPaBIATh TpaduK K yJaieHHbIM [P-
ceTsm?

a) cepsep DNS

b) cepsep DHCP

C) JIOKaJIbHBII MapIIPYTH3aTOP

d) nokanbHBIIl KOMMYTATOD

7) [Ana dero cereBoil ajaMUHHUCTpaTOp OyAeT HCIONIb30BaTh HHTEpdeiic komanaHoi crpoku (CLI)
omnepaionHoi cucreMsl Cisco I0S?

a) Ul TECTUPOBAHHS MPOU3BOAUTEIBHOCTH KOHKPETHON JIOKAIBHOMH CeTH

b) nns moGaBnaeHMs maposis Ha ceTeBoM ycTpoiictBe Cisco

C) Ui aKTUBALMKM aBTOMATHYECKOT'0 yIPaBJICHUs ceTeBbIMH ycTpoiicTBamu Cisco

d) ans oTcreXMBaHUS KOJMYECTBA BKIIFOUCHUH M BBIKJIFOUCHHH YCTPOHCTBA

8) C kakoW HEeNbI0 TEeXHUYECKUIl CIEIUATMCT MOXKET BOCIOJIB30BaThCsi KOMaHIOM COpY startup-config
running-config?

a) s ynaJeHus ¢ KOMMYTaTopa BceX KOH(pUrypanui

b) nmust coxpanenus tekymiel koHpurypauuu B namsata NVRAM

C) s KONMPOBaHMS CYIIECTBYIOIIEH KoHpuryparuu B O3Y

d) ans mpucBOeHMS M3MEHEHHON KOHPUTYpAIMH CTaTyca HOBOM HavaJIbHON KOH(HUTYpaIlUH

9) Uro ucronb3yeT ceTeBOl aJJMUHUCTPATOP Ul H3MEHEHHsI KOH(UTypauuu Ha Mapmpytu3arope Cisco?
d) TaHeNb yIpaBJICHHsI
b) 10S
C) komauaHy0 cTpoky Windows
d) npoBomnuk Windows
e) cepsep DHCP



10) CereBoit anMuHHUCTpaTOp 3a0BLT apryMeHT KOMaHAbI onepaunoHHoi cuctemsl 10S. Kak on Moxer
MOJTYYUTh CIIPaBKY U3 MHTEpderica KOMaHAHOW CTPOKU OreparmoHHou cuctembl 1OS , 4TOOBI TPaBUIIHLHO
BBECTHU ITY KOMaHy?

a)
b)
c)
d)
e)

Beectu help u Haxkats kinaBuiny Enter mpu mosiBjieHun Ha 3KpaHe COOTBETCTBYIOIIETO 3aIpoca.
BBectu naHHyr0 KOMaHIy U Ha)KaTh KJIABUITY ? .

BBectu naHHyro KOMaHAy U HakaTh KiaBuiry Tab.

BBectu nannyto komanny, 3areM BBectu help u Haxkatp kinaBuiry Enter.

Brectu nannyroo komaHy, a 3aTeM Haxatb codetanue kinasum CTRL-C.

11) B uém 3akiroyaercsi MPEMMYIIECTBO HCIOIBb30BAaHMS CTAHAAPTOB sl Pa3pabOTKW M BHEAPEHHS
IIPOTOKOJIOB?

a)
b)

c)
d)

KoHKpeTHBII IPOTOKOJI MOXKET BHEIPUTH TOJIIBKO OJMH IIPOU3BOIUTEIIb.

IIpoayKThI pa3aM4HbIX IPOU3BOJUTEIEH MOTYT YCIIEIIHO B3aUMOIECHCTBOBATD.

Paznuunble npon3BoAUTENIN MOTYT B CBOOOIHOM MOPSJIKE HATO0XKUTh BCEBO3MOKHbIE TPeOOBAHUS
[IpH BHEAPEHUH KaKOT0-THOO MPOTOKOJIA.

CranzmapTbl NpeIOCTaBISIOT IMPOU3BOAUTENSAM CBOOOJY AECHUCTBUIM Ui CO3/aHUsl YCTPOMCTB,
KOTOpPBIE OYJIyT COOTBETCTBOBATh YHUKAJIBHBIM TPEOOBAHUSIM.

12) Kakoii u3 npuBeIEHHBIX HUKE aIpECOB UCIIOJIb3YETCS AJIsl JOCTABKM JAaHHBIX K yJalEHHOM ceTn?

a)
b)
c)
d)
e)

MAC-aapec Ha3HAYCHHS
IP-anpec nazHauenus
HOMEp IOpTa Ha3HAYCHUS
MAC-anpec ncrounuka
IP-anpec ncrounmka

13) KakoBo Ha3HayeHUE IPOTOKOJIOB B IPOIIECCe Mepeaaun JaHHbIX?

a)
b)
c)
d)

OTIPEICIUTL TPOIYCKHYIO CIOCOOHOCTh KOHKPETHOTO KaHaja WM CpeIbl JJs KaKIoro
OTAEJIBHOTO THIIA CBA3HU

ONpEAETUTh TUIl YCTAHOBJIEHHBIX HAa YCTPOMCTBO OINEPAIMOHHBIX CHCTEM, KOTOpble OyayT
MOJIJIEP>KUBAThH MIPOIECC OOMEHA TaHHBIMU

oOecrieueHre TMPaBWI, HEOOXOJUMBIX JUIsl OCYIIECTBICHHUS OIPEICICHHOr0 THUIa OOMeHa
JTAHHBIMH

oTpeieNieHUE JICKTPUUSCKHUX TTapaMeTpoB st 0OMeHa JTaHHBIMHU

14) Yrto npowusoiiner nmpu oOMEHe NaHHBIMH MEXIYy JIBYMS YCTpOMCTBaMH, HAXOAAIIUMUCS B Ipenenax
OJIHOM M TOM ke moaceTn?

a)
b)

c)
d)

Byner ornuuathes obnacte y3na B [P-agpecax.

Anpeca KaHaIbHOTO YpOBHs OyayT 100aBieHbI K 3aroyioBky [P-agpeca.

YcTpoiicTBo-oTnpaBuTeNb OyAeT ucnoib3oBarth mnpoTokon ARP mns onpenenenust IP-agpeca
IIOJIy4aTesl.

HNausblii kaap OyzneT oOTHNpaBieH LUII03y O YMOJYAHUIO JUISl MOCIHEAYIOLIEH JOCTaBKU K
YCTPOMCTBY-TIOTyUaTEIIO.

15) Kakoe YTBCPIKACHUC O CCTCBLIX IIPOTOKOJIAX ABJIACTCA BepHLIM?

a)
b)

c)
d)

CeteBble MPOTOKOJIBI OMPEAEISAIOT TUIl UCIOJIB3YEMOIO amllapaTHOro OOECHEeYeHUs] M CIOCOObI
€ro MOHTaX<a Ha anmnapaTHbIe CTOMKH.

CereBble TPOTOKOJBI OMPENEISIOT CHOCOOBI OOMEHa COOOUICHUSIMH MEXIY YCTPOWCTBOM-
HCTOYHUKOM M YCTPOMCTBOM-apECATOM.

Bce ceTeBbie MpOTOKOJIBI PYHKIIMOHUPYIOT Ha YpOBHE A0CTyMa K ceTu npoTtokoia TCP/IP.
CeteBble NPOTOKONBI HEOOXOAUMBI i OOMEHa COOOLICHHSAMHU MEXIYy YCTpOilcTBaMH B
YAAIEHHBIX CETAX.



16) ConocraBbre ypoBerb TCP/IP ¢ mpoTokooM, CEpBUCOM MU MPUIIOKEHUEM, KOTOPOE UCTIOIb3YyeTCs
B pamMKkax 3Toro ypoBHs. (He Bce BapuaHThI HCTIOIB3YIOTCS.)

1. TpaHCHOPTHBINA YPOBEHb a) DNS

2. ypOBEHb NMPUIIOKECHUN b) UDP

3. YpPOBEHb CETEBOTO JIOCTYyIa c) ICMP

4. MeXceTeBOll ypOBEHb d) WLAN
e) POST

17) Kakoif BapuaHT JOCTaBKH COOOIIEHUN MCITONB3YETCS B TOM Ciydae, KOrja BCe YCTPOWCTBA JTOJDKHBI
MOJYYUTh OJTHO U TO K€ COOOIIEHNE OAHOBPEMEHHO?

a)
b)
c)
d)

AYIUICKCHaAs Iepcaada
oaHOoaApeCHas pacChblIKa
MHOroaapecHas pacCblIKa
IIUPOKOBCUIATCIIbHAA pAaCChIIIKa

18) ConocraBbpTe Ka)KAblil THT OIS Kajpa ¢ ero ¢pynkuueil. (He Bce BapuaHTBI HCIIOB3YIOTCS. )

1. anpecanus a) Oro moje  I[OMOTaeT  HampaBUTh  KaJp
2. oOHapyxeHHe OInO0K HETIOCPEJICTBEHHO K MECTY Ha3HAYCHHUS

3. Hayao Kajapa b) Dro mome mpoBepser Kaap HA  HAIUYHE
4. Tan MOBPEK/ICHHIA BO BpeMs Iepeadn

€) Orto mone wucnoib3yercs LLC mast ompemenenus
IIPOTOKOJIa ypOBHS 3

d) Dro mose ompeaenseT HaYaIo Kaapa

e) Dro mose ompeneNseT CIeHUaIbHbIC CEPBUCHI
yIPaBJICHUS TIOTOKOM.

19) KakoBa XxapakTepHUCTHKa TOIOJOTHUN «3BE3/a» III00aTbHON BIYNCIUTEIBHOU Cpebl?

a)
b)
c)
d)

Ona TpeOyeT, 4TOOBl HEKOTOPBIC Y3JIbI PA3BETBJICHHUS OBLIM B3aMMOIIOIKIIOUEHBI TOCPEICTBOM
COCIMHEHHS «TOYKA-TOUKAY.

Ona Tpebyer, 4TOOBI BCE Y3JIbI OBLIM B3aUMOTIOJAKIIOYEHBI MOCPEACTBOM COCIUHEHHS «TOYKa-
TOYKA.

Jnst  Bcex y37IO0B TpeOyercs HalWyhe YCTPOMCTBAa-KOHIIEHTPATOpa, TOAKIIOUYEHHOTO K
MapIIpyTu3aropy.

VY31el pa3BeTBICHUS TOJIKIIOYCHBI K IEHTPATLHOMY Y3JIy TOCPEICTBOM COCIMHCHHS «TOYKa-
TOYKA.

20) B uém 3axitoyaercst GyHKIMS TOJYPOBHS yIpaBieHHs Joruueckum coenunenueM (LLC)?

a)
b)
c)
d)

OTIpeAEIATh MPOLECCHI JOCTYIIA K CpeJie IepeIaut, BBIIIOIHAEMBbIE allllapaTHbIM 00ecTieueHueM
obecneunTh (PYHKIHIO aJpecalii KaHAJIbHOTO YPOBHS

OTIpEACTTUTh THUII UCIIOJIb3YEMOTO MPOTOKOJIA CETEBOTO YPOBHS

MPUHATH CETMEHTHI U YIIAKOBATh UX B OJIOKHM JJAHHBIX, Ha3bIBa€MbIE MAKETaMH

21) Kakoe YTBCPIKACHUC OIMUCBIBACT CBOMCTBO IIOJIEH 3aroj0BKa KaJIpOB KaHAJIbHOT'O ypOBH}I?

a)

b)

c)
d)

Bce u3 Hux BKIIOYarOT B ceOs OIS YIIpaBJICHUA MOTOKAMH OJAHHBIX W IIOJA JIOTHYECKOIO
COEIMHEHUS.

[Tons 3aromoBka kaapa Ethernet cogepskar agpeca ucToUHHMKA U Ha3HAYCHUS YPOBHS 3.

OHU MOTYT pa3aM4aThCsi B 3aBUCUMOCTH OT IPOTOKOJIOB.

OHu cojepxaT CBEICHUS O MOJTb30BATEIbCKUX MPUIIOKECHUSIX.

22) IlocmoTtpuTe Ha pucyHOK. Y3en H2 ormpaBuil mupokoBenaTesibHOe coo0IIeHne BceM y3inam. Kakoe
U3 TPUBEIEHHBIX YTBEPXKACHUH BEpHO B ciydae, korga ysen HI Xouer oTmpaBuTh OTBET Ha
IITUPOKOBENIATEILHOE COOOIICHHE?



d)

V3en H1 otnpasnser ogHoanpecHoe coobieHne Ha y3en H2, Ho koMmMyTaTop nepechuiaeT ero Ha
BCE YCTPOWCTBA.

V3en HI ortnpaBnser ogHoaapecHoe cooOiieHue Ha y3en H2, u komMmyTaTop nepechlIaeT ero
HENoCpeACTBEHHO Ha y3en H2.

V3en H1 otmpasinser mupokoBemaTeabHoe coodienue Ha y3en H2, Ho komMmyTarop nepechliaer
€ro Ha BC€ yCTPOMCTBA.

V3en H1 ornpasnsier MHOroagpecHoe coobuieHre Ha y3en H2, u koMMyTaTop mepechbulaeT ero
HENoCpeACTBEHHO Ha y3en H2.

23) Kakyro komanay uHTepdeiica HeoOX0UMMO BBECTH HA KOMMYTATOpPE TPETHEro YPOBHS, MPEKIIC YeM
HA3HAYUTh TakoMy uHTepdeiicy aapec [Pv4?

a)
b)
c)
d)

ip classless
no shutdown
no switchport
switchport

24) IMocmoTpute Ha pucyHok. Ykaxkutre MAC-agpec HazHaueHus kaapa Ethernet, korga ToT mokumaer
BeO-cepBep, eciiu KoHeuHoe ycTporicTBo HazHaueHus: — [1K1.

a)

Fa0i0
192.168.1.1
00-60-2F-3A-07-BB

Fa0rn
192.168.5.1
00-60-2F-3A07-CC

Beb-cepBep
192.168.5.10

192.168.1.50 00-60-2F-3A07-DD

00-60-2F-3A-07-AA
{4

00-60-2F-3A-07-AA

b) 00-60-2F-3A-07-BB

c)

00-60-2F-3A-07-CC

d) 00-60-2F-3A-07-DD

25)

Kakoe peicTtBue mnpeanpuHUMaeT  KOMMYTAarop  BTOPOrO  YPOBHS P IOJY4EHUH

IMAPOKOBCIIATCIIBHOI'O KaZipa TaKOT'O K& ypOBHH?

a)

COpacsIBaeT Kajp.



b) Ornpasnser maHHBII Kaap HAa BCe MOPTHI, KpPOME MOPTA, MONYYUBIIETo 3TOT Kajp. OTmpasiser
9TOT KaJp Ha BCE IOPTHI, 3apErUCTPUPOBAHHBIE IS IEPECHUIKY IIUPOKOBEIIATEIBHBIX ITAKETOB.
€) OrtmpaBisieT Kaap Ha BCE MOPTHI.

26) 3amomaute mnycroe moie. [lomyposens Ethernet OTBeUaeT 3a OOMEH JaHHBIMH
HaTPSAMYIO ¢ GPU3NICCKUM

27) Tlaker moctymaeT mo wuHTepdelicy MapupyTtu3aTopa. MapmpyTu3aTopoM  BBITOJIHSIOTCS
nocjeoBaTelbHbIe EHCTBHS, YTOOBI ONPENeNNuTh, Kyla JOJDKEH MepechliaTbes MmakeT. Pacmonoxure
JTambl Tpoliecca TMEpPechbUIKM Mapuipytusatopa B mnpaBuibHoM mnopsake. (He Bce BapuaHTh
HCIIONB3YIOTCS. )

1 a) IIpoBepka 3arojoBka makera

2 b) Onpenencuuie ceTn Ha3HAYECHUS

3 c) IIpocMmoTp TaOIKIIBI MAPIIPYTH3AIMH

4 d) OmnpeneneHue BHIXOAHOTO HHTEpdEiica K MECTy Ha3HAYCHHUS
5 e) OrtmpaBka nakera MHTEPENCy MepechlIKH

f) Hacrpoiika mapripyTa B TabiuIe MapIIpyTH3aUH

28) Ortkpoiite wuHTepakTuBHOE 3anaHue PT(1). BpmonHuTe 3amaHus B HMHCTPYKLUSAX K 3TOMY
YIIpaKHEHHIO M 3aTeM OTBEThTE Ha Bompoc. Kakue uHrepdeiicbl akTUBHBI B JaHHBIH MOMEHT U MCIIPaBHO
(GYHKIMOHHUPYIOT Ha KaXKJIOM MapuipyTu3arope?
a) R1: GO/0 u S0/0/0
R2: GO/0 u SO/0/0
b) R1: GO/1 u S0/0/1
R2: GO0/0 u SO/0/1
c) R1: GO0/0 u S0/0/0
R2: GO/1 u S0/0/0
d) R1: G0/0 u SO/0/1
R2: GO/1 u S0/0/1

29) KakoBa 11e;1b HACTPOMKH aJipeca MUTI03a M0 YMOJTYAHHUIO B TTapamMeTpax KOH(UTypallud KOMMyTaTopa
(B mpeaenax mpou3BOACTBEHHO ceT)?
a) VY37bl, TOAKITIOUEHHBIE K KOMMYTAaTOpy, MOTYT HKCIIOJb30BaTh JAHHBIA ajJpec MUIo3a 10
YMOJIYaHHI0 KOMMYTATOpa JUIsl IEPECHUTKU MaKETOB K YAAIEHHOMY MECTY Ha3HAYEHUSI.
b) Jlns coenunenus kauentoB Telnet © SSH ¢ KOMMyTaTopoM y TaKOr0 KOMMYTaTOpa TO/KEH OBITh
IIUTIO3 TT0 YMOTYaHHIO.
C) Anpec nut03a MO0 YMOJYaHUIO UCTIONB3YETCS IS MEPECHUTKN MAaKeTOB, BOZHUKAIONIMX Ha TaHHOM
KOMMYTATOPE, K yAAIEHHBIM CETSAM.
d) On mpenmocraBiseT aapec CIEAYIOIIETo MUTI03a i1 BCero Tpaduka, MPOXOIsIIero 4epe3 TaKou
KOMMYTATop.

30) Kakas ¢pynkmus Ha mapuipytuzatope Cisco mo3BOJISET MepeHanpaBisaTh Tpauk 0e3 onpeneIeHHOTo
Mapupyra?

a) CIeIyIOUINi TPAH3UTHBIA YIaCTOK

b) mapmipyt o ymordanuto (ILTF03 TOCIETHEH HaICHKTbI)

C) HWCTOYHHMK MapIIpyTa

d) wucxomsmit uaTEpdEiic

31) Kakoe 3Hauenue, cojepxxaiieecs B 3aronoBke IPv4, yMeHbIaeTcss KaKIbIM MapIIpyTH3aTOPOM,
MOJIYYaIOILUM MaKeT?

a) JuddepeHunpoBaHHBIE YCIYTH



b) Cwmemnienue pparmenTa
C) auHa 3arojoBKa
d) Bpewms cymecTBoBaHuUS

32) B uém 3akitouaercs npeumyiectso nporokona UDP nag nporokonom TCP?
a) Ilpu oOmeHe naHHBIMH C wucHojb30BaHueM mporokona UDP TpeOyercst MeHblie 3arpat
BBIUYHCIIUTENBHBIX PECYPCOB.
b) OOMen maHHBIMH C UCIOIB30BaHKEM MPoToKOoIa UDP Gosee HaméKeH.
c) C mnomompio mnporokosia UDP mnpoucxomutr mepeynopsaouMBaHHE CETMEHTOB, KOTOPBIC
MIOCTYMAIOT B HENIPABUILHOM MOPSIJIKE.
d) C nomompto nporokona UDP npoucxoaut NoATBEpKICHHE TTOTYYCHHBIX TAHHBIX.

33) Kakoe yucio wim Habop YUCEN MPEICTABISIIOT COKET?
a) 01-23-45-67-89-AB
b) 192.168.1.1:80
c) 21
d) 10.1.1.15

34) Uro npowusoiiner, eciu 9acth coodmmenus FTP e Oyner pocrarieHa o ajapecy Ha3HAYCHUS?
a) CooOmienue OyaeT yrepsiHo, mockoibky FTP He ucrnonb3yer HaaéxKHbli ClIoco0 J0CTaBKU.
b) Wcxonnsrii y3en FTP ornipaBuT 3ampoc Ha y3en Ha3HauYCHHS.
C) VrepsHHas 9acTh coobinenust FTP Oyzaer oTnpaBieHa HOBTOPHO.
d) Bcé coobmenue FTP Oyzner oTnpaBiieHO MOBTOPHO.

35) Kakue nBa yTBEpKACHHS OMHUCHIBAIOT MPOIIECC MIUPOKOBEUIATEIIHLHOM PACCHUIKH MO TIPOBOIHOM CETH?
(BeibepuTe qBa BapuaHTa OTBETA.)
a) B mporecce HampaBIeHHOW —INHPOKOBEIIATEIBLHONW  PACCBUIKM  HCHOJb3yeTcss  IP-ampec
255.255.255.255.
b) OrpanuucHHBIC MIUPOKOBENIATEIBHBIC PACCHUIKH MPEIHA3HAUYEHBI IS JIOKAIbHBIX M YAATEHHBIX
y3JI0B, OKUJAIOLIUX NpUEMA IPYIIOBOIO MAKETa.
¢) IlupokoBemaTenbHble PACCHUIKH MPEIHA3HAYEHBI /I BCEX Y3JIOB B JIOKAILHOW MM yIAIEHHON
CETH.
d) OrpaHuueHHBIC NIMPOKOBEIIATEIbHBIC PACCHUIKH MPEIHA3HAYCHBI MCKIIOYUTEIBHO I Y3JI0B B
npezenax JOKaJIbHOU CETH.
e) OrpaHuueHHas MUPOKOBEIIATEIbHAS PACCHIIKA MEPECHUTACTCS MAPIIPYTU3ATOPAMH.

36) 3anonuute myctoe noje. [locnenuuii anpec y3na B cetu ¢ aapecom 10.15.25.0/24 umeer crnexyroniuii
BUJI:

37) Kakoe ytBepxaeHue n1aét Hanbosee TouHoe onucaHue myonnynsix [P-agpecos?

a) IlyOnmuHble afpeca Heb3s UCIIONIb30BaTh B pAMKaX YacTHOM CETH.

b) Ilyonmunbie [P-anpeca MomKHBI OBITH YHHUKATBHBIMUA Ha BCEM IIPOCTPAaHCTBE ceTH VIHTEepHEeT.

c) IlyOnuuHble aapeca MOTYT AYOJIMPOBATHCS TOJNBKO B MPEEiax JOKaIbHOU CETH.

d) TpeOoBanme Kk yHHKaTbHOCTH MyONMYHBIX [P-ampecoB pacmpocTpaHsSeTCsl MCKIIOYHTENBHO Ha
JIOKaJIbHbBIE CETH.

e) CereBble aIMHHUCTPATOPHl MOTYT CBOOOTHO BBHIOMpPATH JIOOBIC IMyOJMYHBIC ajpeca s UX
MOCJIEAYIOLIEr0 UCTOIb30BaHUS Ha CETEBBIX YCTPOMCTBAX C IOCTYNOM K cetu MHTepHeT.

38) CereBas gactb angpeca 172.16.30.5/16 umeeT cinenyromui BUI:

39) Tpu ycTpoiicTBa HaXOAATCA B TPEX pa3IWYHBIX TMOJCETAX. Hamummre ceTeBolt aapec u
LIMPOKOBEIIATENBHBIN aPEC C KaXKI0M MOJACEThIO, B KOTOPOM PACIIOI0KEHBI 3TH YCTPOMCTBA.



Ycrpoiicto 1: IP-agpec 192.168.10.77/28 B moacetn 1

Ycrpoiicto 2: [P-aapec 192.168.10.17/30 B monceTu 2

Ycrpoiicto 3: [P-agpec 192.168.10.35/29 B moncetu 3

40) Yro npencrasnser codoit [P-agpec 192.168.1.15/29?
a) ajapec MojaCeTH
b) ampec MHOrOaAPECHON PACCHUIKH
C) aapec OAHOAAPECHOMN PACCHUIKH
d) mmpokoBemaTeNbHbIN aapec

41) CKoJIbKO aipecoB y3JI0B JIOCTYITHO B ceTu ¢ aapecoM 192.168.10.128/26?
a) 30
b) 32
c) 60
d) 62
e) 64

42) Kakue nBa ycrpoiictBa He TpeOyroT npucBoenus IP-aapeca mns pabotsl B cetu? (Boibepute nBa
BapHaHTa OTBETA. )

d) KOHIICHTPATOPbI

b) wmapmpyTuzaTopsl

C) pabouue cTaHIIMH

d) xoMMyTaTopsI

e) cepBepsl

43) B ueM 3akiro4yaeTcsi IPEUMYIIECTBO Pa30UEHHUs CETH Ha TOICETH?
a) IlpenocraBnsier Gopliee kKonuuecTBO IP-aapecoB st y310B.
b) B momcetu comepKUTCs MHUPOKOBEIIATENbHBIN TpaduK.
c) Ilo3BossieT IPOBOJUTH MHKAICYIISIMIO PA3IMYHBIX TUIIOB TAKETOB JIAHHBIX.
d) HckmovaeT HEOOXOJMMOCTh B MCIIOJIb30BaHUH MpoToKoiaa ARP.

44) KakuM AByM THIaM YCTpPOMICTB OOBIYHO IpucBauBaroTcs cratuueckue IP-agpeca? (BwiGepurte nsa
BapuaHTa OTBETA.)

a) pabouue CTaHIMH

b) BebG-cepBepsl

C) TpPHUHTEPHI

d) xoHLEHTpaTOpbHI

€) TOpTaTHBHBIC KOMITHIOTEPHI

45) CeteBoit MHKEHEp BBIMOJHSET pazzaenenue cetu ¢ aapecom 10.0.240.0/20 na Gosiee MeNKUE MOICETH.
Kaxxnas HoBast mosicets OyneT conepxkarts 20-30 y3moB, rae 20 sSBisieTcss MUHUMAIBHBIM KOJIUYECTBOM, a
30 — makcumanbHBIM. Kakas Mmacka mojiceTv Oy/1eT COOTBETCTBOBATh TAKMM TPEOOBaHUAM?

a) 255.255.224.0

b) 255.255.240.0

c) 255.255.255.224

d) 255.255.255.240

46) AIMUHHCTPATOP XOYET CO37aTh YETHIPE MOACETH U3 ceTeBoro aapeca 192.168.1.0/24. Kakumu OynyT
aJipec CeTU U MacKa MOJICETH BTOPON UCIOIb3YeMOU MOACeTH?



a) moxceth 192.168.1.64

Macka mojacetu 255.255.255.192
b) momcers 192.168.1.32

Macka mojacetu 255.255.255.240
c) moxceth 192.168.1.64

Macka mojacetu 255.255.255.240
d) moacers 192.168.1.128

Macka mojacetu 255.255.255.192
e) moxceth 192.168.1.8

Macka mojacetu 255.255.255.224

47) Kakoll NmpoTOKOJ IpeaycMaTpUBAeT BO3MOXKHOCTh YAOOHOI0, LEHTPAIM30BAaHHOTO XpPaHEHUS U
PE3EPBHOrO KOMHUPOBAHUS COOOIIEHUN AJIEKTPOHHOM MOYTHI IpU UX nosydyeHun? Takas BO3MOKHOCTb
ABJISICTCS MIPEANOYTUTENIBHON U1 KOMIIAHUI Majoro U cpeHero ousHeca.

a) IMAP

b) POP

c) SMTP

d) HTTPS

48) Kakoe nomeHHOe UMs OyAeT MPUMEPOM IOMEHA BEpPXHETO YpOBHs?
a) Www.cisco.com
b) cisco.com
c) .com
d) root.cisco.com

49) Kakue nBa ompeneleHHs MalOT HauOolee TOYHOE OIMMCAHUE COOTBETCTBYIOIIEMY IIPOTOKOIY
npuKIaaHOTO ypoBHs? (BeiOepuTe 1Ba BapuaHTa OTBETA.)

a) SMTP — nepenaér kianeHTam BeO-CTpaHHUIBI ¢ BeO-CEPBEPOB

b) Telnet — oGecneunBaeT yaaneHHbIH JOCTYI K CEpBEPaM M CETEBbIM YCTPOWCTBAM

c) Cuyx6a nomennsix umeH (DNS) — mpeoOpasyer nHTepHeT-uMeHa B [P-aapeca

d) FTP — mepenaér cooOIeHHS DIEKTPOHHOM MOYTHI U BIIOKECHUS

e) HTTP — mo3Bosnser ycTpoiicTBaM B Kakoii-ubo cetu nomy4ars [P-aapeca

50) Barnsgaure Ha pucynok. 1K, noakmrou€nnsiii k nopty Fa0/1, otnpasisier nmakert, Juist KOTOPOTo 3aJaH
MAC-anpec ™ecra nasHaueHus 0050.0fae.299c. C yuérom tekymed Ttabmumsr MAC-aapecoB
KoMMyTaropa S1 kakue AEWCTBHA KOMMYTaTop S1 BBIIOJHHAT B NEPBYIO OYEPEb INPHU IMOCTYIICHHH
nakera?

51%# show mac-addreszz-table
Mac Address Table

Vlan Mac Address Type Ports
1 0050.0fae. 7518 DYNAMIC Fan/Z24
e 0000.0cdl.e501 DYNAMIC Fao/3
1 000b.beea.c5d4 DYNAMIC FaD/32
1 00d0.d3b6.c26b STATIC Fa0/4




a)
b)

c)
d)

€)

[lepenuiér nanubie HA KOMMYTaTOp S2.

BrinmosHuT mmpokoBemaTeabHy0 pacchliky ARP-3ampoca Ha Bce mopTel kKommyrtaropa Sl,
kpome nopta Fa0/1

JHob6aButr MAC-anpec [1K, nonxmouénnoro k Fal/1, B Tabmuiry MAC-aapecos.

BBINOMHUT MIMPOKOBEIATENBHYIO PAacChUIKY JaHHBIX Ha Bce mopThl S1 M Bce moprel S2, K
KOTOPBIM MOAKITIOUYEHbI OKOHEYHBIE YCTPOICTBA.

BBIIOTHUT [IMPOKOBEMIATEIBHYI0 PACCBUIKY JAaHHBIX Ha Bce MOpTHI S1, K KOTOPBIM
[OIKJIFOYEHBI OKOHEYHBIE yCTpOicTBa, Kpome moprta Fal/1.

51) BarsiauTe Ha pucyHok. KoMMmyTraTop mpuHHMaeT Kajap 2-r0 ypOBHs, KOTOPBIA comepxutr MAC-

aznpec

uctounnka 000b.a023.c501 u MAC-aapec Haznauenuss 0050.0fae.75aa. Pacmonoxure

BBITIOJTHSIEMbIE MApPIIPYTU3aTOPOM Il B MOPsiIKE UX BhionHeHus. (He Bce BapHaHThI HCTIOIB3YIOTCSL.)

51% show mac-address-table
Mac Address Table

Vlan Mac Address Type Ports
1 0050.0fae. 7518 DYNAMIC Fan/24
2 0000.0cdl.e501 DYNAMIC Fao/3
1 000b.beea.c5d4 DYNAMIC Fao/3
1 00d0.d3b6.c26b STATIC FaoD/4

BBIIIOJIHACTCS IICPBLIM

BBIIIOJIHACTCS BTOPBIM

d)
e)

Kommyrarop no6asnsier MAC-anpec nucrounnka B Tabnuy MAC-aapecos

[Tockonbky MAC-anpec UCTOYHHMKA HEU3BECTEH, KOMMYTATOp HIMPOKOBEHIATEIBHO MepenaaéT
KaJp Yepe3 Bce MOPThHI, KpOME MoPTa, Yepe3 KOTOPBIHA ATOT Kajap ObLI MPHHSIT.

[TockonbKy MecTO Ha3HAYEHUS HE M3BECTHO, KOMMYTATOp IEpPEChUIAET KaJap 4epe3 BCe MOPTHI,
KpOMe TIOPTa, uepe3 KOTOPBIH 3TOT Kaap ObLT IPUHSAT

KommyTratop npomyckaeT Kajp.

Kommyratop nobasnsier MAC-anpec Haznadenus B Tadimiy MAC-anpecos.

52) 3anonHuTe mycroe moje. AOOpeBuaTypa 0003HaYaeT MPOTOKOJ, 00ECIIeYNBAIOIIINIA
3amu¢ppoBanHoe coeauHenue. [lpu ympaBneHuu yctpoiictBamu Cisco 3TOT TPOTOKON 3aMEHSIET
nporokoi Telnet, nepenaronuii JTaHHBIE OTKPHITHIM TEKCTOM.

53) BarnsiauTe Ha pucyHok. Bece paGoune craniuu npaBuiibHO HacTpoeHsl B cetd VLAN 20. PaGouune
CTaHIINH, TMOJKIOUEHHBIE K KoMMyTatopy SW1, He MOryT OoTmpaBisTh Tpaduk Ha pabouve CTAHIIHH,
noAKII0UEHHBIE K KoMMyTaTopy SW2. Kak MOXKHO pemuTh 3Ty npooiemy?

5W1# show interfaces gigabit0/1 switchport
Name: Gi0/1

Switchport: Enabled

Administrative Mode: trunk

Operational Mode: trunk

Administrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: dotlg
Negotiation of Trunking: Cn

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default) Trunking
VLANs Enabled: 2-10, 30-50

Pruning Enabled: 2-1001

<0mtput omitted>

Fal/2

Gi0A PC3

-




a)
b)

c)
d)

Paspemuts cets VLAN 20 1151 MarucTpaiabHOro KaHaua.

Bxmounte DTP Ha 060MX KOHIIaX MarucTpajabHOrO KaHaua.

Hactpouts Bce paboune cranuuu Ha kKommyTrarope SW1 kak yacte cetu VLAN 1o ymonadaHuio
(default VLAN).

Hactpouts Bce paboume ctaHnum Ha kommyratope SW2 kak 4acth coOcTBeHHOU cetn VLAN
(native VLAN).

54) Kakue nBa yTBEP)KJICHHs OMMCBHIBAIOT MPEUMYIIECTBA UCIoab30Banus ceteii VLAN? (Beibepure nBa
BapHaHTa OTBETA.)

a)
b)
c)
d)

e)

Cetn VLAN MOBBIIIAIOT MPOU3BOAUTEILHOCTh CETH C IMOMOIIBI PETYJIUPOBAHUS KOHTPOJIS
IIOTOKOB U pa3Mepa OKHa.

Cetn VLAN mno3BOJSAIOT KOMMYyTaTOpaM MapIIPpyTU3UPOBaTh IMAaKEThl B YAAJIEHHBIE CETH,
UCTOJB3Ys GUIBTPALUIO IO UAeHTHHKaTopy ceTd VLAN.

Cern VLAN cHuxarot 3aTpathl Ha CeTh OJlaroiapsi COKparieH|Io TpedyeMoro yncia Gu3ndecKux
[IOPTOB HA KOMMYTaTOpax.

Ceru VLAN moBBIIAIOT YPOBEHb 0€30MACHOCTH CETH, U30JMPYS MOJIb30BaTeNel, 00Ia1ar0mux
JOCTYIIOM K KOH(UICHIIMATLHBIM JAHHBIM U TIPUIOKCHHUSIM.

Cern VLAN pa3gensioT ceTh Ha JOTHYECKHE CETH MEHBIIEro pa3Mepa, 4To 00eCreunBaeT HX
OO0JIBIIYI0 YCTOMYMBOCTD K IIUPOKOBEIIATEIBHBIM IITOPMaM.

55) Kakue neiicTBHs BBINOJIHSACT KOMaHIa KoMMyTaTopa Switchport access vlan 99?

a)
b)
c)
d)
e)

Bxurouenue cucreMbl 0€30MacHOCTH OPTa.

Boccranosnenue paboToCcrocOOHOCTH 3TOTO MOPTA.

Hasznauenue storo nopra ornensHoir VLAN-cetu.

O6o3nauenue cetrn VLAN, ai1st KOTOpOil HE MPUMEHSETCS] MAPKHUPOBKA.

Bxutouenne nopta B cooctBennyro cetb VLAN no ymomnuanuto (default native VLAN) (VLAN 99).

56) Jlnst yero ciyxat MapuipyTu3aTopsl B ceTu?

a)
b)
c)
d)
e)

JI1st NOKIIFOUEHHS YCTPOUCTB K JIOKAIBHOU CETH

Jl1s rapaHTUPOBAHHOW TOCTABKH ITAKETOB.

JInst mpetocTaBiIeHUs! AAHHBIX O COCTOSIHUM JOCTABKH ITaKeTa.

Jlnist mepeHarnpaBiieHHs CeTeBOro Tpaduka B yAaIEHHbBIE CETH.

Jlia MapuipyTu3anuy HHGOPMaly U MOIYYeHHs! TOATBEPKACHUM O I0CTaBKE JIaHHBIX.

57) Uto Takoe MITI03 «ITOCISTHEH HAIeKIBI»?

a)
b)
c)
d)

IP-anpec npyroro MapupyTu3aTopa.

IP-anpec nnTepHeT-nipoBaiinepa.

TepmuH, onUCHIBAIOLIHIA HITI03 IO YMOJIYaHUIO HA (PU3HUECKOM Y3IIe.
Anpec oTIpaBKH OTOPACHIBAEMBIX MTAKETOB.

58) Bsrnsnute Ha pucyHok. BzaumopeiictBue mexnay cersmu VLAN 10, VLAN 20 u VLAN 30
oKazasioch HeyAauyHbIM. B uém npobiema?

<output omitted>
interface FastEthernet0/1
switchport trunk allowed vlan 10,20,30

switchport mode trunk
switchport nonegotiate

H

interface FastEthernet0/2
switchport access wlan 10
switchport mode trunk
switchport nonegotiate

!

interface FastEthernet0/3
switchport access wvlan 20
switchport mode trunk

switchport nonegotiate
1

interface FastEthernet0/4
switchport access vlan 30
switchport mode trunk
switchport nonegotiate




a) Hurepdeiicam poctyna He HasHaueHbl IP-afpeca, IS KaKI0r0 W3 HUX JOHKEH OBITH HACTPOCH
IP-anpec.

b) Wurepdeiicor FastEthernet0/2, FastEthernet0/3 u FastEthernet0/4 nacTpoeHsl Kak MaruCTpaabHBINA
KaHaJl.

c) Hus untepdeiica kommyratopa FastEthernet0/1 ycraHOBIIEHO OTCYTCTBHE COTTIAaCOBAHUS, CCIYET
BKJIIOYHTD COTJIACOBAHUE JUISI 3TOTO MHTEpdeiica.

d) Mus uarepdeiicoB kommyratopa FastEthernet0/2, FastEthernet0/3 u FastEthernet0/4 ycranoBieHo
OTCYTCTBHE COTJIACOBAHMS, CJICAYET BKIIFOYUTH COTJIACOBAHUE JUIsl STUX UHTEP(ENCOB.

59) CereBoil aAMUHUCTPATOP BBOJUT CIICIYIONIYIO TOCIEI0BATEIPHOCTh KOMaH ] Ha komMmyTatope Cisco
3560. KaxoBa 11eJ1b BBIIOJIHEHUS TUX KOMaHI?

Switch(config)# interface gigabitethernet 0/1
Switch(config-if)# no switchport

a) Ortxmounth nmopt Gi0/1.

b) Cnenats mopt Gi0/1 MapHIpyTH3UPYEMBIM [TOPTOM.

€) AxtuBupoBatb nopt Gi0/1 kak BUpPTyasbHbIH HHTEp(DEiic KOMMyTaTOpA.
d) AxtuBupoBats nopt Gi0/1 kak BUpTyaabHbIH HHTEpdEHC MOCTA.

60) Otkpoiite uHTepakTuBHOE 3amanue PT (2). BolmomHuTe 3amaud, OMHCAHHBIE B MHCTPYKIUSAX K
MHTCPAKTUBHOMY 3aJ[aHHIO0, M 3aTeM OTBEThbTe Ha Bompoc. Kakas komanHma Ping, BBIIOJIHIEMAs s
npoBepku cBa3u kKoMmibroTepa PCO ¢ komnerorepom PC1, BenoiHsieTcs ycnemHo?

a) ping 192.168.2.2

b) ping 192.168.2.3

C) ping 192.168.2.4

d) ping 192.168.2.5

e) ping 192.168.2.6

61) Barmsautre Ha pucyHok. 3amoiHuTe nyctoe mnone. Kommerotepy PCO HasHaueH mocneaHuit
JOMYCTUMBIHN afpec y3na B noacetH. [IPv4-anpecom komnbrotepa PCO O6yner

Switch1# show running-config

<gutput omitted=

interface FastEthernet0 /1
switchporttrunk encapsulation dotlg
[ I{DMM.YTaTDp KommumyTatop switchport mode trunk

PCD Switchd Switch1 | !

SwitchO# show running-config interfacelanlo

<putput omitted= ipaddress 192.165.10.1 255.255.255.0
interface FastEthernet0/1 !
switchportaccessvlan 20 interfacevlan2o

switchportmaode trunk ipaddress 192165201 255.255.255.192
! !
interface FastEthernet0/2 interfaceWlan30

switchportaccessvlan 40 ipaddress 192.168.30.1 255.255.255.224
|

interfacevlandd

ipaddress 192.165.40.1 255.255.255.248
|

interfacevWlanso

ipaddress192.165.50.1 255.255.255.0

Falfl  FaO/1

switchportmode access

62) 3amonHute myctoe mose. Mcmonb3ylWTe NecATHYHBIM ¢GopMaT ¢ Todkamu. ['pymnmoBas Macka,
cBsA3aHHas ¢ ceThio 128.165.216.0/23, —

63) Kakoit nuamazon [P-agpecoB npeacrasnen cetsio 172.16.32.0 u rpynmooit mackoit 0.0.15.255?
a) C172.16.32.0 mo 172.16.47.255.



b) C172.16.32.0 mo 172.16.34.255.
c) C172.16.32.0 mo 172.16.63.255.
d) C172.16.32.0 mo 172.16.240.255.

64) 3anonnute mycroe moie. Mcmonme3yiite necsaTuyHbi (opMaT ¢ TOYKamMH. ['pymnmoBoil MackoW,
CBSI3aHHOM C ceThio 192.168.12.96/27, aBnsaercsa

65) Kakoii Habop 3amucelt yrmpaBieHUs JOCTYIIOM Pa3peliuT BceM Tosib3oBaTersiv cetu 192.168.10.0/24
JOCTylm K BeO-cepBepy, pasmeménHomy 1o aapecy 172.17.80.1, HO He TO3BOJIUT UM HCIOJIH30BAThH
npotokod Telnet?
a) access-list 103 deny tcp host 192.168.10.0 any eq 23
access-list 103 permit tcp host 192.168.10.1 eq 80
b) access-list 103 permit 192.168.10.0 0.0.0.255 host 172.17.80.1
access-list 103 deny tcp 192.168.10.0 0.0.0.255 any eq telnet
c) access-list 103 permit tcp 192.168.10.0 0.0.0.255 host 172.17.80.1 eq 80
access-list 103 deny tcp 192.168.10.0 0.0.0.255 any eq 23
d) access-list 103 permit tcp 192.168.10.0 0.0.0.255 any eq 80
access-list 103 deny tcp 192.168.10.0 0.0.0.255 any eq 23

66) Barmsaure Ha pucyHok. OT1oT ACL-criucok mnpuMeHsercs K Tpaduky, OTIPaBIIEMOMY C
MapuipyTuzaropa Ha HHTepdeiic, HampsaMmyro NoAKmouéHHbii Kk cepepy 10.0.70.5. 3ampoc Ha
MpeIoCTaBlIeHuEe JaHHBIX C Oe3omacHoi BeO-cTpaHuibl oTmpamisercs ¢ y3na 10.0.55.23 nHa cepsep
10.0.70.5. Kakas cTpoka crnucka J0CTyIa BbI3bIBAET JAEUCTBUE CO CTOPOHBI MapUIpyTH3aTOpa (Iepechlika
MakKeTa Jaliblile UM ero oTopaceiBaHue)?

1 - access-list 100 permit tcp host 10.0.55.23 host 10.0.70.55 eq 1719
2 - access-list 100 permit tcp host 10.0.55.23 host 10.0.70.55 eq 1720
3 - access-list 100 deny tcp any any eq 443

4 - access-list 100 deny tcp any any eq www

5 - access-list 100 permit ip any any

a) Crpoxka 1.
b) Crpoka 2.
c) Crpoxka 3.
d) Crpoka 4.
e) Crpoka 5.
f) Ctpoka ¢ ACE-3anuceio deny ip any any B koHiie kaxaoro ACL-crucka.

IIpumepHBbIe BONPOCHI K KOJJIOKBUYMY:
5 cemecmp
1. TlpoexTupoBaHue ceTei Mo 3a/laHHBIM ITapamMeTpam.
2. OnTumM3anus cocraBa 000pyIOBaHMS M MPOTPAMMHOIO OO€CledeHus MpU NPOEKTUPOBAHUH
KOMITBIOTEPHBIX CETEH.
3. Hactpoiika MappyTH3anuy MeXIy BUPTYaIbHBIMH CETSIMH.
4. PacmmpenHas HacTpoiika nponpuerapHoro nporokoia EIGRP, npunnun paGoTsl.
5. Hacrpoiika nmpotokona GRE mexny ¢unmanamu opranuszanuu.
6. Hactpoiika ciry’)k0 MOHUTOPHHTA COCTOSIHUS CETH.
7. XapakTepHcTuKa 6eCIIpOBOIHBIX KOMIBIOTEPHBIX CETEH.
8. Koudurypuposanue ciryx0Obl JTHHAMUYECKOH HACTPOWKH y31I0B Ha Oaze cepsepHoii OC.
9. Vmnpasnenue cereBbIM Tpadukom npu nomomu ACL-criuckos.
10. Opraam3arnus cpeapl nepeaadn JaHHbBIX.
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6 cemecmp
[TpunHtmn paboTel, CTPYKTYpa U HACTPOHKa MPOTOKOJIA ONpPEAeSICHUS apECcOB.
Hacrpoiika Texnonmorun MPLS Ha mapiipytuszaTopax.
Mexanu3m paboThl IPOTOKOJIA Iepeaun (Hhansos.
CerteBoe 000pynOBaHKE JIJIsl TPOSKTUPOBAHUS JIOKAJIbHOW CETH OpraHU3alNH.
YBenuueHue 30Hbl HOKPBITHS 0€CIIPOBOIHON KOPIIOPATUBHOM CETH.
[pununst padots! EtherChannel.
Hactpolika arperupoBaHusi KaHAJIOB.
Pabora u Hactpoiika nporokona OSPF s Heckonbkux obnacteil.
Hactpoiika u mpoBepka NpoToKoja pe3epBUPOBaHUs IEPBOrO MEPEX0/a.
[TpoGiems! n30bpITOUHOCTH KaHaoB. HacTpoiika mporokona PVST+.
Pabota u HacTpoiika mpoTokoJia KaHaJIbHOTO ypoBHs STP.

IIpuMepHBbIe BONIPOCHI K IK3aMeHy (S cemecTp):

RO ~NoO~WNE

-
-

0.
. IIpoTOKOJIBI CETEBOIO YPOBHHI.
12.
13.
14.
15.
16.
17.
18.
19.
20.

JlokanbsHble, TI00aMbHBIE CeTH, VIHTEepHET.

Certsp B kauecTBe mIatopmsl. [TocTosHHO MeHsIOmasIcs ceTeBast Cpeaa.
CereBas onepannoHHas CUCTEMA.

CereBble IMPOTOKOJIbI U CTAaHAAPTHI.

[TpoTokob! pru3ngecKoro ypoBHs.

CereBoe 000py10BaHu€e (JIMHUU CBSI3H).

CeteBoe 000pyoBaHuE (IPOMEXKYTOUHBIE YCTPOICTBA).

TomoJjiorus cetn nepecaayn JaHHbIX.

[TpoTOKOIBI KAHAIBHOTO YPOBHS.

[Ipotokomn Ethernet.

[IpoTOKOJIBI TPAHCTIOPTHOTO YPOBHSI.

IIpoTOKOJIBI YPOBHS IPUIIOKECHUM.

Ceressie [Pv4-anpeca.

Ceressie IPv6-anpeca.

Pa3z0ouenue IPv4-cetn Ha noacetu. Cxemsl aapecarum.

OO6wenunénnsle cetn. KommyTHpyeMble CeTH.

ba3oBas HacTpoiika KoMMyTaTtopa. be3ornacHOCTh KOMMYTATOpa: YIPABICHUE U UCIIOJTHEHHE.
HavanpHas ycraHoBka Mapuipyrusaropa. Onpenenenne nyrtu. Onepanuu MapuipyTu3aTopa.
Peanmusanus crarnueckor mapumpyrusanuu. HacTpolika cTaTHYECKHX MapIIpyTOB M MAapUIPYTOB IO
YMOJYaHUIO.

IIpumepHBbIe BOpoChI K Ik3aMeHy (6 cemecTp):

1.
2.

3.
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CIDR u VLSM. Hactpoiika cyMMapHBIX U TUIaBAIOIIMX CTATUYECKUX MapIIPYTOB.

[louck ¥ ycTpaHeHHE HENOJAJO0K B HACTPOMKAX CTATUYECKOTO Maplipyra M Mapupyra I0
YMOJIYAHUIO.

IIpoTokoibl TMHAMUYECKON MapLIPYTU3ALUH.

JnHamuyeckass AMCTAHIIMOHHO-BEKTOpHas Mapupytu3anus. [Ipotokonsl mapmipytuszanuu RIP u
RIPng.

JluHamuueckas MapIIpyTHU3alys M0 COCTOSHUIO KaHana. Tabnuia MapmpyTH3anuu. XapakTepuCTHKI
nporokosia OSPF.

Hacrpoiika OSPFv2. Kondurypamus OSPFv3.

Peanusanuu BUpPTyanbHOM JIOKAJIIBHOU CETH.

Hacrpoiika mapmpyruzannu mexay VLAN.

[Tpunun padotsr ACL-cinckoB no npotokoity IP. Crannaptasie ACL-cniucku muis [Pv4.
Pactmmpennbsie ACL-cniucku qst [Pv4.

ITouck u ycrpanenue Henonanok ACL-cnuckoB. ACL-criucku qist [Pv6.



12. IMpunmun pa6otsr NAT. Hactpoiika crarugeckoro NAT. Hacrpoiika LlI/IH3MI/I‘I€CK61‘O NAT.
13. Hactpoiika npeoGpasoBanus anpecos nopros (PAT). Ilepeanpecanus mopToB.
14. Hactpoiika NAT u npotokosna IPv6. [Torck 1 ycTpaneHHe Henonanok B pabore NAT.

Kpurepun oneHuBaHusA

3auer

OlLleHKa «32a4YTEHO» BHICTABIAETCS CTYIEHTY, KOTOpBIM TBEPAO 3HAET Marepuall, paMOTHO H IO
CYILECTBY M3]IaraeT €ro, yMeeT IPHMEHSATh MOJy4eHHbICe 3HAaHUS Ha NPAKTHKE, HO JOMyCKaeT B OTBETE
WM B PELICHAH 3a]]a4 HEKOTOPbIE HETOYHOCTH.

OlleHKA «He 3a49TeHO0» BHICTABISETCS CTYNEHTY, MOKa3aBiIeMy (parMeHTapHbId, pa3spO3HCHHBIA
XapaKTep 3HAHHM, HEIOCTATOYHO IPAaBHIbHBIE (DOPMYIMPOBKH 0a3OBBIX MOHATHH, HapyLICHH
JIOTMUECKOM MOCIEeIOBATENbHOCTH B H3JIOKSHHH NIPOrpaMMHOI0O Marepuajia, JOIyCKalomeMy B OTBETC
WM B pelleHHH 33714 IpyOble OIMOKH

IK3aAMeH

OLEHKA «OTJHYHO» BHICTABISETCA CTYJCHTY, [IyOOKO M IPOYHO YCBOMBINEMY NPOrPaMMHBIH
MaTepua, HCUEpIBIBAIONIE, NIOCIEAOBATENbHO, TPAMOTHO M JIOTHIECKH CTPOHHO €ro W3Naraiomemy, B
OTBeTe KOTOPOTO YBS3HIBAETCS TEOPHS C MPAKTUKOH, OH IIOKAa3bIBAET 3HAKOMCTBO C JIATEPaTypOH,
[pAaBHIBHO OOOCHOBHIBAET M HCIOJB3yeT pAlMOHAIBHBIC H COBPEMEHHBIC CPEICTBA PEIICHUA
MOCTaBJICHHOU MPOOIEMBI.

OuenKka «XOpPOMIO» BBICTABISETCS CTYACHTY, TBEPIO 3HAIOMIEMY IIPOrpaMMHBIN MaTepHall, FPaMOTHO U
[0 CYIIECTBY H3JAraiolmeMy €ro, KOTOpbIi HE JOIYCKAeT CYIICCTBEHHBIX HETOYHOCTEH B OTBETE HA
BOTIPOC, PABAJIBHO IIPHMEHSET TEOPETHIECKUE MOJIOKEHHS IIPH PEIICHUH IIOCTABJICHHOM 3a/1a4H.
OLeHKA «yJOBJIETBOPHTEIBLHO» BHICTABIACTCA CTYJACHTY, KOTODBIA 3HACT TOJNBKO OCHOBHOM
MPOrpaMMHBI MaTepuai, Ho He YCBOWJI OCOOSHHOCTEH, JONyCKaeT B OTBETE HETOIHOCTH, HEKOPPEKTHO
()OpMYIIHPYET OCHOBHBIE 3aKOHBI M IPABHAJIA, 3aTPY/IHACTCS B BBITOIHCHHH NPAKTAYECKHX 3a/1at.
OnenKa «HEey0BJETBOPHTEILHO» BHICTABIAETCS CTY/CHTY, KOTOPbIH HE 3HACT 3HAQUMTENILHOH YacTH
NMPOrpaMMHOTO MaTepHala, JOIyCKaeT B OTBETE CYLICCTBCHHBIC omuOKH, ¢ 3aTPYAHEHHAMH BBHINOJIHACT
NpaKTHYCCKHE 3aJaHHU.

3a oxny paborty Bcero
®opma KOHTPOJIs Mus. Makec. Mus. Makc.
0a/ioB | 0aJJ10B 0aJI0B 0aJuI0B

Texyuuii KOHTPOJIb:

AxtuBHas paboTa Ha 3aHATUHH 0,25 05 9 18

BuInojHeHHe JOMaIIHEro 3a1aHus 0,75 0,75 27 27

BhINOIHEHHE 3aJaHHH CAaMOCTOSTENFHON PaGoOThI 1 3 - 12

[TpomexyTOuHas aTTecTalus (9K3aMeH) 20 43
@Toro 32 CEMECTP /IK3aMeH 60 100

‘7
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