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1. dopmupyemble KOMIETEHIIUN
AUCIHHIINHE

H HWHIAKATOPLI

HX JOCTHKCHHA II0

Kon

Couepmafme KOMIICTCHIUHA

KOII H HAMMCHOBAHUEC HHANKATOPA

KOMIIeTEHIIUHT AOCTHKEHUS KOMIIeTEHIIUN
OIIK-9.1
3HAET OCHOBHBIC TIOHATHS  KpUNTOrpapuu u
KpUnTorpadhuuecKue METO bl 3aIUThI HHPOPMAIIHH;
Cr1oco6eH IPUMEHSITh Cpe/icTBa OIIK-9.2 Vwmeer ompenensith Haldyke TUIIOBBIX
KpUITTOrpadHIecKoii 1 TEXHUYCCKUX KAHAIOB yTEUKd uHopManuu, a
o TaKKe  NPUMEHATh  METOOMKHM  pacyeta |
TEXHUYECKOM 3alllUThI .
OIIK-9 WHCTPYMEHTAIBHOTO KOHTPOJIS rmoxasareei
uHGbOpMAaIIH [T PEeIICHUS N
. TEeXHUYECKOW 3aIlUThl MH(POpPMAIUU HAa OOBEKTaX
3aa4 npodeccnoHambHON HHbOPMATH3AIHH
ACATCILHOCTH, [IK-9.3. Bnageer mNpakTUYECKHMMH  HaBBIKAMU
o0ocHOBaHHOTO BbIOOpa M wucnonb3oBanus CK3U
npu pelIeHUH 3a1a4y npodeccHoHaIbHOI
JEATSITLHOCTH. .
OI1K-4.3.1 - 3HaeT OCHOBHBIC MEPHI 10 3aIIMUTE
uH(bOpPMALIUK B aBTOMATU3HPOBAHHBIX CHCTEMaX, a
TaK)Ke COJIepIKaHUE IKCILTyaTallMOHHON
CriocoOeH BBITIONHSATH PaOOTHI IO AP yarat .
. JIOKyMEHTAIIMU aBTOMATU3UPOBAHHOW CUCTEMBbI;
yCTaHOBKE, HACTPOMKE,
OI1K-4.3.2 - YMeeT yCTpaHsTh BbISBICHHBIC
aJIMUHUCTPUPOBAHUIO, N
YS3BUMOCTH aBTOMATH3UPOBAHHON CUCTEMBI,
00CITy)KHBaHUIO U TIPOBEPKE
HPHUBO/SIIINE K BOSHUKHOBEHHIO YTPO3 0€30MacHOCTH
Pa00TOCTIOCOOHOCTH OTACILHBIX uH(OpMaLUH, TPOBOAUTH aHAIH3 JOCTYITHBIX
OIIK 4.3 HpOrpaMMHBIX, TPOTPAMMHO- p 1P M

anmapatHbIX (B TOM 4HcCle
KpunTorpadhuIecKux) u
TEXHUYECKUX CPECTB 3aIIUTHI
UHPOpMALIUH
ABTOMATH3UPOBAHHBIX CHCTEM

MH()OPMAIMOHHBIX HCTOYHUKOB C LIEJIBIO BBISIBICHUS
M3BECTHBIX YSI3BUMOCTEH, HCIIOJIb3yEMBIX B CUCTEME
3alIUTHl THPOPMAIMH TIPOTPAMMHBIX U
[IpOrpaMMHO-AIIaPaTHBIX CPEACTB;

OIIK-4.3.3 - Branmeer HaBBIKAMH OCYIIIECTBICHUS
aBTOHOMHOM HaJIaAKW TCXHUYCCKHUX U IPOrpaMMHBIX
CpeICTB CHCTEMBI 3alUTHI uHopMaIn
ABTOMAaTH3MPOBAHHON CUCTEMBI.

2. MMacnopt ¢oHIA OLIEHOYHBIX CPEACTB MO UCHUILIMHE (MOIYJII0)

Kon xonTpoanpyemoii
Ne Kontpoaupyembie pasaenbl (TeMbl) A poHpy HaumeHoBaHHE OLICHOYHOT' O
KoMMeTeHIun (WK ee
/o JAUCHHILTUHBI cpeacTsa
YacTH)
3aganus K 1abOpaTOpPHBIM paboTaM
Tema 1. MaTemaTrdeckne OCHOBBI 8 patop P ’
1. S————— OIIK-9, OIIK 4.3 KOHTPOJIbHBIE BOMIPOCHI, BOIIPOCHI K
P p ' KOJIJIOKBUYMY, BOITPOCHI K 9K3aMEHY
3aganus K 1abopaTOpHBIM paboTam
Tema 2. OcHOBHBIE TIENTN 1 3a/Ia4H A patop P ’
2. KpHITTorpadu OI1K-9, OIIK 4.3 KOHTPOJIbHBIE BOIIPOCHI, BOITPOCHI K
P p KOJIJIOKBUYMY, BOIIPOCHI K 3K3aMEHY
3ananus K 1abopaTopHbIM paboTam,
3. Tewma 3. Hcropuueckas Kpunrorpadus. OIIK-9, OIIK 4.3 KOHTPOJIbHBIE BOIPOCHI, BOIPOCHI K
KOJIJIOKBUYMY, BOIIPOCHI K 3K3aMEHY
4. Tema 4. CummerpuuHoe mndpoBaHue OIIK-9, OIIK 4.3 3aanus K 1a00paTOPHBIM padoTam,




KOHTPOJIbHBIE BOTIPOCHI, BOMPOCHI K
KOJUTOKBUYMY, BOIIPOCHI K DK3aMEHY

Tema 5. XemupoBaHue

OIIK-9, OIIK 4.3

3amgaaus K J1abopaToOpHBIM paboTam,
KOHTPOJIBHBIE BOIIPOCHI, BOITPOCHI K
KOJUTOKBUYMY, BOIIPOCHI K DK3aMEHY

Tewma 6. [ToTouHoe mudpoBanue

OIIK-9, OIIK 4.3

3amganus K J1abopaTopHBEIM paboTam,
KOHTPOJIbHBIE BOMPOCHI, BOIPOCHI K
KOJUTOKBUYMY, BOIIPOCHI K DK3aMEHY

Tema 7. I'CIIY u npoBepka ux KauecTBa

OIIK-9, OIIK 4.3

3aganus K 1abOpaTOpPHBIM paboTam,
KOHTPOJIbHBIE BOIPOCHI, BOIIPOCHI K
KOJIJIOKBUYMY, BOIIPOCHI K 9K3aMEHY

Tema 8.
KJIFOYOM

Kpunrorpagust ¢  OTKPBHITBIM

OIIK-9, OIIK 4.3

3aganus K 1abOpaTOPHBIM paboTaMm,
KOHTPOJIbHBIE BOIIPOCHI, BOIIPOCHI K
KOJUIOKBHYMY, BOTIPOCHI K 9K3aMEHY

Tema 9. DiekTpoHHAs TOITHCH

OIIK-9, OIIK 4.3

3aganus K 1abOpaTOPHBIM paboTaMm,
KOHTPOJIbHBIE BOIIPOCHI, BOIPOCHI K
KOJUIOKBHYMY, BOTIPOCHI K 9K3aMEHY

10.

Tema 10 ITpoTokosibt

OIIK-9, OIIK 4.3

3amganus K J1abopaTOpHBEIM paboTam,
KOHTPOJIBHBIE BOIIPOCHI, BOITPOCHI K
KOJUIOKBUYMY, BOIIPOCHI K DK3aMEHY

IK3aMeH

OIIK-9, OIIK 4.3

Bonpocul k axzameny

Jladoparopnoe 3ansTue Nel (4 4.)

Tema MaTemaTHYecKre OCHOBBI KpUNTorpaguu

Bonpocs! mist 06cyxaenus:

1. Kpunrorpaduueckre MeTOIbI 3aIIUTH HHPOPMALIUH.

2. Hudposanue.

3. XemupoBaHue.

4. DneKTpoHHAas MOAMKCH.
3aoanus:

1. IlepeuncnuTe U KpaTKO OXapakTepH3yiHTe OCHOBHBIE 3aJaul oOecriedeHus] HH(POPMAIOHHOM
0€301aCHOCTH, pelIaeMbIe C IIOMOIIBIO KPUNTOrpaphUIECKUX METOIOB.

2. Packpoiite onpenenenus: mudpoBanue, 3ammdposanue, pacudpoanue, 1emudpoBaHue.
3. 3ammdposats ci1oBo CRYPTOGRAPHY nojcrtanoBo4YHbIM MKH(POM, CAMOCTOSTEILHO

BBIOPAB KIIH0Y HIM(PPOBAHUS U3 CUMMETPUYECKOH rpynmsl S26.

4. 3ammdposats cnoBo CRYPTOGRAPHY nepecranoBouHbIM MIU(POM, CAMOCTOSITEILHO

BBIOPAB KITIOY HIM(PPOBAHUS U3 CUMMETPUUYECKOHN IPYIIIIbI

4.1. S3.
4.2. 4.
4.3. S6.

Jla6opaTopHoe 3ausiTie Ne2 (2 4.)

Tema OcHOBHBIC LEJH M 321a4H KPUNTOrpagun

BOHpOCH JJIA O6CY)K,I[CHI/I$IZ

1. CpaBHeHue nepBoii CTENEHU C OJJHUM HEU3BECTHBIM.

Kuraiickas Teopema 00 ocraTkax.

2

3. T'eHepanus mpoCTHIX YHCEIL.
4. Tect Ha MPOCTOTY.
5

AnTopUTMBI paboThI ¢ OOJIBIIMMH YUCIAMHU.

3aganus.

1. Yem mmdpoBanme OTINIAECTCS OT KOTUPOBAHUS?

2. HpI/IBe,Z[I/ITC MN3BCCTHBIC BaM Knaccmbmcaunn KpUIITOCHUCTCM.

3. YKaxuTe OCHOBHbBIE OTJIMYHMS MEXKI1Yy COBPEMEHHON U KJIacCUYECKOM Kpunrorpaduei.




Zammdponarts ctoBo CRYPTOGRAPHY addunabIM peKyppeHTHBIM UG POM,
CaMOCTOSITENIHO BBIOpAB KIIIOY MU(pOBaHUA. YKa3aTh, KaKHe IPEUMYIIeCTBaMH 00J1a1aeT
adGuHHBI peKyppeHTHBIN MU MO CpaBHEHUIO ¢ aQHUHHBIM.

4. 3ammdposarts cnoBo CRYPTOGRAPHY mmudpom Xuia, caMoCTOATENHHO BHIOpaB
KJITFOUEBYIO MAaTPUIy pa3MEpHOCTH

4.1. 2x2.

4.2. 3x3.

4.4. 4x4.

JlaGoparTopnoe 3ansaTue Ne3 (4 u.)
Tema UcTtopuueckasi kKpunrorpadust
Bonpocsr 11t 06cyxnenus:

1. Maremaruueckas MOAETb mHdpa.

2. Kunaccuyeckue mmdpsl: TOCTaHOBOYHBIH, IEPECTAHOBOYHBIH.
3. Uudp Xumnna.

4. Iudpsl raMMUPOBaAHHUS.

JlaGopaTopnoe 3ausatue Ned (2 u.)

Tema CummeTpu4HOe M ppoBaHue.
Bompocs! 1uist 06cyxnenus:
I'OCT 28147-89.

1. TOCT P 34.12-2015.

2. TOCT P 34.13-2015.

3. Pexumsl mudpoBaHms.

3anaHus:

. CpaBuute apduuHbIM mudp 1 mmdp Xumia ¢ TOUKH 3PEHUS KPUTITOCTONKOCTH.
. Onumure crnocoObl KPUNTOaHAIN3A!

. appunHOTO M DDA;

. mdpa Xuia;

. mudpa raMMHUpPOBaHUS.

. 3ammgposartsb c10Bo CRYPTOGRAPHY TabnnynsiM mm@pom raMMupoBaHus,
CaMOCTOSITENILHO BBIOPAB KITFOY IIM(PPOBAHUS.

7. 3ammdposats c1oBo CRYPTOGRAPHY mudpom Buxunepa, caMocToaTeIbHO BHIOpaB
7.1. HUKIWYECKUN K04 MHU(POBaHUS.

7.2. CaMOKJIIOY 10 OTKPBITOMY TEKCTY.

7.3. caMOKJIIOY 1O MIHU(PTEKCTY.

AN DN B~ WN

JladopaTopHnoe 3ansitue Ne5 (4 4.)

Tema XemmpoBanue

Bomnpocs! 1y o0cyxkaenus:
1. Kpunrorpadguueckue xeur-¢pyHKIuH.
2. TOCT P 34.11- 2012.
3. SHA-3.

3ananus:

1. 3ammdposars cnoBo CRYPTOGRAPHY mmdpom mpocToit 3aMeHbl HaJl KOHEYHBIM TOJIEM,
CaMOCTOSITENIHO BBIOPAB KIIIOY MU(PPOBAHUS U HETPUBOAUMBIN MHOTOUJIEH.

2. Ilepeuncnure pexumbl padotel [OCT 28147-89. [lnst 4ero CayX HUT KaKIbli U3 JaHHBIX
PEXKUMOB?

3. Cpauute DES u 'OCT 28147-89



JlaboparopHnoe 3ansaTHe N6 (2 u.)

Tema IloTrounoe mmdpoBanue
Bomnpocs! 11t 06cyxaeHus:
1. TIpuHIMIBI TOTOYHOTO MHUGPOBAHUS.
2. Tumbl MOTOYHOTO MU(PPOBAHHUS.
3. CuUHXpOHHBIE M CAMOCHHXPOHHU3UPYIOMINECS MNP PHIL.
4. udpp RC-4 xak npuMep NOTOYHOTO AITOPUTMA MUPPOBAHUS

3ajanus:

1. CpaBaute AES u I'OCT 28147-89.

2. Ilepeuncnute OCHOBHBIE CBOMCTBA XeIII-() YHKIIHIA.

3. BeipaboTath 001mMiA CEKPETHBIN AIEMEHT JTaHHBIX 10 TTpoTokony Juddu-Xemimana, B3sB
3HayeHus p = 127, g= 12, a X u y BHIOpaB CaMOCTOSITEIIBHO.

JlaboparopHnoe 3ausaTue Ne7 (4 4.)

Tema I'CIIY u npoBepka UX KayecTBa

Bompocs! 1uist 06cyxnenuns:

I'enepanys ciryqyallHbIX YUCEN.

IIceBnociyyaliHble YnCa U UX OTIIMYMUSA OT UCTUHHO CIy4alHbIX YHCEl.
[Toaxoap! K MOTYYEHHUIO ICEBAOCTYYAUHBIX YHCEIL.

Kpurepun kadectBa nceBaoCiiydaiHbIX YUCEN.

Bubl TECTOB NCEBAOCTYYaMHBIX MIOCIEA0BATEIBHOCTEM.

Tecter NIST.

ok wdE

3amanus:

1. 3amudposats cioBo CRYPTOGRAPHY no anroputmy Dunb-I"amarns, caMmocTosITensHO
BBIOPAB KJIIOYEBYIO MAPY.

2. Cpasuute DES u 'OCT 28147-89.

3. CpaBuaute AES u I'OCT 28147-8

JlaGopaTopHnoe 3ansaTue Ne8 (2 u.)
Tema. Kpunrorpagust ¢ OTKpbITBIM KIHY0M
Bomnpocs! mist o6cyxieHust:
1. Konuemnmus kpuntorpaduu ¢ OTKPHITEIM KIFOUOM.
2. TIportokon dAuddu-Xemmmana.
3. Kpuntocucrema RSA.
4. Kpunrocucrema Dinb-I"amans.
5. Kpunrocucrema Pabuna
Hnousuoyanvrule 3a0anus (15 eapuanmos)

JlaGopaTopnoe 3ansaTue Ne9 (4 u.)
Tema DjieKTPOHHAsSI IOANKNCH
Bompocs! qist 06cyxnenus:
1. Kopapl ayTeHTUYHOCTH COOOIIEHUH.
2. DIeKTpOHHAs MOJIHCE.
3. TOCT P 34.10-2012.
4. WudpacTpyKTypa OTKPBITOTO KITFOYa
Hnousuoyanvnule 3a0anus (15 eapuanmos)

JlaGoparTopnoe 3ansitue Nel0 (2 u.)

Tema IIpoTokoJibl

Bormpocs! 1uist o6cyxieHust:
1. TIpoTokous pa3nenbHOro BpydeHus Oura.
2. TIpoToKoIbI MOKa3aTENBCTBA 3HAHUS C HYJIEBBIM pa3TIIallICHUEM.
3. TIpoTokoisl MpocTaHOBKH "crenbIX" MOAMUCEH.



4. TIpOoTOKOJIBI TOJIOCOBAHUS.
5. TIpoToko:bl 6€30MacHBIX BEIYUCICHUN

3amanus:

1.Yto Takoe srunTuyeckas kpunrorpadus?

2.. JlaiiTe moHsATHE KPUOTOTPaPUIECKOrO TPOTOKOJIA.

3. Onpenenuts (¢ BeposTHOCTBIO HEe MeHee (0,99609375), aBisieTcs JIn MPOCTHIM YUCIIO
3.1. 353.

3.2. 489.

3.3.1213.

Dopma KOHTPOJISL — IKIAMEH
IIpumepHBIE BONIPOCHI K IK3aMEHY

1. AureOpanyeckue cTpykrypsl. CBoiicTBa anreOpamdeckux CTpyKTyp. ['pymmsl,
MOJATPYIIIBL.
[{uknuyecKkue rpymnisl.
Konpna. Konbia k1accoB BEIUETOB.
[Tons. [Tons Nanya.
Lenu u 3agaun kpuntorpaduu. OCHOBHBIC TTOHATHS.
[Tpocreiimme mm@pbl: MPOCTON 3aMEHBI, IEPECTAHOBOYHBIN, aQ)(PUHHBIH.
Mudp Xumna.
I'enepanys npoCTHIX YUCE.
[udpsr rammupoBanus. [1Indp Bepnama (ogHOpa30BbIi OJIOKHOT).
. TOCT P 34.12-2015. Hludpp «Marmanr.
. TOCT P 34.12-2015. Hudp «Ky3nednx».
. I'enepanus nceBroCIy4aHbIX MOCIEI0BATEIIBHOCTEN U UX TECTHI.
. Ilorounoe mudpoBanue.
. Cranpapt mmdposanus DES.
. Crangapt mmdpoBanus AES.
. Kpunrorpagus ¢ OTKpBITBIM KJIFOUOM.
. PanneBas kpunrocucrema.
. Kpuntocucrema RSA.
. Kpunrocucrema Onp-I"amass.
. Iporokon Iuddu-Xemmmana.
. AnropuTMBl paboThI C OOJIBIIUMU YUCIIAMH.
. Xemr-¢pyukuu. CpoiicTBa xem-QyHKINH.
. Koapl ayTeHTHYHOCTH COOOLIEHUNA. DNEeKTPOHHAs! TOAMUCH.
. TOCT P 34.10-2012.
. IIporoxon nepenaun 6ura.
. Crenble MOITHUCH.
. IIpOTOKOIBI JOKA3aTENBCTB 3HAHUS C HYJIEBBIM Pa3IIallICHUEM.
. IIpOTOKOJIBI 2JIEKTPOHHOT'O TOJIOCOBAHMSL.
. 29. IIpoTOKOIBI 6E30MACHBIX BHIYUCICHH.

CoNoORWN

NNNNNNNNNNRPRPRRPRPRPRRRR R R
OCONOURWNRPRPOOWOM~NOOUDWNERO

Kpurepun onenuBanus

OneHka «OTJIMYHO» BBICTABIISAETCS CTYIEHTY, IITyOOKO M MPOYHO YCBOMBIIEMY IMPOrPaMMHBIH
MaTepuai, HCUYEPIBIBAIOLIE, IIOCIEI0BATENbHO, TIPAMOTHO M JIOTUYECKM CTPOMHO €ro
U3JIAraolleMy, B OTBETE KOTOPOTO YBS3bIBACTCSI TEOPUS C MPAKTHKOM, OH TIOKa3bIBaeT
3HAaKOMCTBO C JIUTEpaTypoil, MpaBUILHO OOOCHOBBIBAET M HCHOJIB3YET pAlMOHAIbHbBIE U
COBPEMEHHBIE CPECTBA PELICHUS IOCTaBIEHHON MPOOIEMBI.

OneHka «XOpomIo» BBICTABISETCS CTYIEHTY, TBEPAO 3HAIOLIEMY IPOTrpaMMHBIA MaTepHall,
rPaMOTHO M IO CYILIECTBY H3JIaralolieMy €ro, KOTOpbI HE JOIMYCKaeT CYyIIEeCTBEHHBIX
HETOYHOCTEH B OTBETE HA BOIPOC, NMPABWIBHO NPHUMEHSET TEOPETHUUECKHUE IOJIOKEHMS TPHU



PCUICHUH ITOCTaBJICHHOH 3a/1a4H.

OuenKa «yI0BJIETBOPHTENLHO» BHICTABISETCS CTYNCHTY, KOTODEI 3HAeT TOJBKO OCHOBHOIA
NPOTPAMMHBIA MaTepuall, HO HE YCBOMJI OCOGEHHOCTeH, JOIyCKaeT B OTBETE HETOYHOCTH,
HEKOPPEKTHO (OPMYJIUPYET OCHOBHBIC 3aKOHBl W TpPABHJIA, 3aTPYIHSETCS B BBIIONHEHHH

IIPaKTHYCCKHUX 3aay.

Onenka «HEYAOBJICTBOPHUTEJIbHO) BBICTABJISIETCSA CTYIOCHTY, KOTOpBIﬁ HE€ 3HA€T 3HAYUTECIHHOU

«19» mapra 2024 r.

HacTd  IpOrpaMMHOrO MaTepuana, JONyCKAaeT B OTBETE CYyIIECTBEHHBIE OIIMOKH, ¢
‘3aTPYAHCHHUSIMH BBINOJIHET NPAKTHYECKHE 3aJaHU.
3a oany paGory Bcero
Dopma xonTpoin Maun. Makc. Mun. Makec.
O6ansi0B | GaJlioB 0aJs10B 0aJ1sI0B
Texymuii koHTpOINIB:
AKTHBHas paboTa Ha 3aHATUH 0,25 0,5 9 18
BrinonHeHue qomaisero 3anaHus 0,75 0,75 27 27
BoinonHenue 3anaHuii caMocTosTeNnbHOM paGoThI 1 3 1 3
KOJIOKGUYM 1 3 3 9
[IpomesxyToyHas arrecrauus (3k3ameH) 20 43
Hroro 3a cemectp 60 100
CocraBurens /ﬁ / Ocumos re, npodeccop Kadenper
ﬁ/ UH(pOpMaTHKH



