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1. ®opmMupyeMble KOMNETEHIINH W WHIAHKATOPHI UX JOCTUKEHHS MO JTUCIUIIHHE
(modynro)

Koasbl
KOMIIeTEHIIU A

Conep:xaHue KoMNeTeHUH

Koa u HamMeHOBaHHe HHAUKATOpa
JOCTHKCHHUA KOMIICTCHIIUN

OIIK-8

CriocobeH  OCyIIeCTBIATH  MOA00D,
M3ydeHne u O0000IIeHHe Hay4JHO-
TEXHUYECKOM JTUTEPATYPHI,
HOPMAaTUBHBIX W METOJUYECKHUX
JOKYMEHTOB B LEJISIX PEHICHUsS 3afad
MpoeCCHOHANEHON IeATELHOCTH;

OIIK-8.1 - 3naeT NpUHIMITEI IOUCKA,
00paboTKH, 000OIICHIS 1
TpeCTaBICHUS HH(OpMALIIH IS
peuieHus 3aaa4 npodeccuoHaNbHOM
JesSITeIbHOCTH;

OIIK-8.2 - Ymeer pabotath ¢
HCTOYHHUKAaMH HHPOpMaLuH, 6a3aMu
JaHHBIX 1 HOPMAaTUBHOM JTOKyMEHTAIHEH
IIPU penIeHUuH Npo(heCcCHOHATBHBIX 33/1aY;
OIIK-8.3 - Bmameer mpaKTHYECKUMHU
HaBBIKAMHU IIOMCKa HEO0XOINMOM
nH(popMaIuu u obecrieueHns
nH()OPMAIMOHHON  0e30macHOCTH  TIpH
petieHuu 3ama4 B obmactu
po(eCCUOHAIBHON JIEATEIIbHOCTH

OIIK-4.3

OIIK-4.3.  CrocoOeH  BBINOJIHATD
paboTbl 1O YCTAaHOBKE, HACTPOMKE,
aJIMUHUCTPUPOBAHHIO, 0OCITY>KUBAHHIO
U TpoBepke  paboOTOCHOCOOHOCTH
OTICIBHBIX MPOrpaMMHBIX,
MpOrpaMMHO-aNMapaTHeix (B TOM
qucie KpUNTOrpaMuecKux) u
TEXHUYECKUX CpeICTB 3aIINUTHI
WHPOpPMALIMK  aBTOMATHU3WPOBAHHBIX
cucTeM

OI1K-4.3.1 - 3HaeT OCHOBHBIE MEPHI IO
3amuTe HHHOPMAIIH B
ABTOMATH3UPOBAHHBIX CHCTEMaX, a TAKXKe
COZIepKaHUe HIKCILTyaTallnOHHOM
JOKyMEHTAIIMU aBTOMAaTU3HPOBAHHON
CHCTEMBI;

OIIK-4.3.2 - YMeeT ycTpaHsTh
BBISIBJIICHHBIE YSI3BUMOCTH
ABTOMATHU3UPOBAHHOM CUCTEMBI,
NPUBO/JISIINE K BOSHUKHOBEHHIO YTPO3
Oe3omacHocTH HH(OPMALINH, TPOBOAUTH
aHaJIN3 JIOCTYITHBIX HHPOPMAIMOHHBIX
MCTOYHUKOB C IIEJIbIO BBISIBIICHHS
M3BECTHBIX YS3BUMOCTEH, UCIIOIb3yEeMBIX
B CHCTEMeE 3aIlUThl HH(pOopMaIn
POTrPaMMHBIX U MPOrPaMMHO-
anmapaTHbIX CPEJICTB;

OIlIK-4.3.3 - Buageer  HaBbIKaMH
OCYIIECTBJICHUSI aBTOHOMHOW HAaJaJKH
TEXHUYECKUX W TPOrPAaMMHBIX CPEJICTB
CHCTEMBI 3aIIUTHI MHPOPMALUH
ABTOMATH3UPOBAHHOHN CHCTEMBI

2. MacnopTt (poHAa OLIEHOYHBIX CPEACTB MO AUCHUILINHE (MOIYJII0)

Kon
Ne KonTposmpyembie pa3aessl (TeMbl) KOHTPOJIMPYeMOii HanmeHoBanue
n/n AUCHHUITIIMHBI KOMIICTCHIIMHU OLCHOYHOI'0 CpeacTBa
(WJIM ee 4acTH)
1. giw;; éc S)CC%;(ZSHOME Mexanuzmol obecneuenus OI1K-8, OITK-4.3 YcTHBIM onpoc 1o Teme
Bemmonnenue
2 geém 2. Cpedcmea u memoosl aymeHmupukayuu 6 OIIK-8, OITK-4.3 | npakTHdeckoro

3aJaHus




Brinonnenue
3. Tema 3 Paszpanuuenue docmyna x pecypcam OC OIIK-8, OIIK-4.3 | mpakTH4eCKOro
3aJaHuA

Beinonnenue
4. | Tema 4. Konmpons pabomer noocucmemst sawumer | OITK-8, OIIK-4.3 | mpakTHYecKoro
3alaHuA

3. OueHoYHbIE cpeCTBA
dopma KOHTPOIIS Tt O4HOU GOpMBI 00yIeHHS —3auem
IIpuMepsl 3a1aHM U1 TEKYLIETO KOHTPOJISA U IIPOMEKYTOUHBIX 3aJaHUH 110 Pa3IMYHbIM TEMaM:

3amanue 1 (OIIK-8, OITK-4.3)

1. CospaiiTe HOIB30BATENSL.

2. Ycranosute TpeboBanus Kk kauecTBy PIN-koma eToken B cooTBercTBIM ¢ Bammm Bapuantom
(Tabm. 1).

3. Ordopmarupyiite €TOKeNn, mpucBOMB €My HMSI CO3JaHHOIO IOJIL30BATEIsI U YCTAHOBUB
[apoJib, COOTBETCTBYIOLIMH TPEOOBaHUAM 1. 2.

4. .Cozpaiite npoduis it Bxoja B OC co31aHHOIO 110JIb30BATENS.

3ananue 2 (OIIK-8, OITK-4.3)

1. Cospaiite mabIoH U1t OKHA MPHIIOKCHHUS.

2. Tlpu coznanum mabioHa 3a1aiTe Il Hero HaCTPONKH.

3. Ha ocHoBe chopmupoBanHoro mabioHa co3maiite W coxpanure Ha eToken
COOTBETCTBYIOILIHI MPOQHIIb.

3ananue 3 (OIIK-8, OITK-4.3)

5. Cozpnaiire katanorn «O6menoctymHo» U «KoHPUICHITHATBEHOY.
6. B KaXI0M U3 3THX KaTaJoroB CKOMMPYHTE UCTIOIMHAEMBII 1 TEKCTOBBIN (haiiiIbL.
7. PasrpaHmybTe JOCTYII K IPUHTEPY, a TAK)KE CO3/TAaHHBIM KaTtajioram u (aiinam .

3amanue 4 (OIIK-8, OITK-4.3)

1. Or uMeHM aIMHUHHCTpATOpa MPUCBOKMTE KaTaioraMm (HaXOASIIMMCS B KOpHe maucka D:\)
KaTeropuu KOH(UIEHIIMATbHOCTH.

2. B kaxnom karanore cosfaiite 2-4 TOKyMEHTa OT MMEHH MOJIb30BaTeNs, JIOMYCK KOTOPOro
COOTBETCTBYET KaTeropuu KOH(PUIEHINATBHOCTU KaTauora.

3. IIpoBepbTe BO3MOKHOCTB JJOCTYIIA K CO31aHHBIM IOKYMEHTaM.

3amanue 5 (OITK-8, OITK-4.3)

CospaiiTe cienyrolyto NOJIUTHKY OTPaHUYEHHsI UCTIONB30BaHMs IPOrpaMm, KoTtopast OyneT
YIIOBIIETBOPATH CIEAYIOIIUM TPEOOBAHUSIM:

pazpemaer 3amyck [10, moanucansoro cepruduxarom ot «Microsoft»;

MIPUMEHSETCS KO BCEM IOJIb30BATENSIM, BKIIFOYAs JIOKATbHBIX aJIMUHUCTPATOPOB;

HE OTPaHNYMBAET UCIOIb30BaHNUE MPOrPAaMMHBIX OMOIHOTEK, TakuX Kak « DLLy;

MpaBoO BBIOOPA IOBEPEHHBIX U3aTeNel pa3pelieHo TOIbKO JOKAIBHBIM aIMIHHUACTPATOpPaM;
3ampelnaer 3amyckK JII0ObIX MPOorpaMM B KauecTBE YPOBHsI O€30MaCHOCTH IO YMOIYaHHMIO;
pasperraer 3amyck JroObiX mporpamm u3 manok: «C:\WINDOWSy, «C:\Program Filesy,
«C:\Documents and Settings\LocalServicey, «C:\Documents and Settings\All Users»;

3anpanue 6 (OIIK-8, OITK-4.3)

AnmuHECTpaTop 0€30MacHOCTH AHATONMI TPEIOCTABHI IMOJNHBIA JOCTYN K Marepuaiam Iio
0€30IacCHOCTH OT/Iea TOJIbKO CTakepy Jmutpuii. T mMarepuaibl ObLTH pa3MEIIeHbl Ha CETEBOM
pecypce «Pecypebl npeanpusatus\OoMeH\/ IMUTpHIO», K KOTOPOMY ObLIT 3apaHee BHICTABJICH ayIuT
YTCHUS, 3allMCHU, YOAAJICHUA, a TAK)KE CMCHBI BJIaJICIIbIIA. HpI/I YTUIM3allu JOKYMCHTAIUN Awnaronuii
00HapYXUJI pacrieuaTaHHble KOMHUU 3TUX MaTepuanoB. CTaxep yTBEP)KAAeT CBOIO HEITPUYACTHOCTD K
pacrieyaTaHHbIM KOMNMSM BaXXHBIX JOKYMEHTOB. JIOKa)XWUTE HJIM ONMPOBEPTHUTE MPHUYACTHOCTD
JMuTpus K pacriedaTaHHbIM JOKYMEHTaM.

ocoukrowdrE



3anpanue 7 (OIIK-8, OITK-4.3)

Coznaiite mabgoH 0€30MacHOCTH B COOTBETCTBHMM M HACTPOWMTE OMNEPAIMOHHYIO CHUCTEMY,

UCIIOJB3YsI CO3AaHHbIN M1a0JIOH:

1.
2.
3.

JlokanbHbIe MOMUTUKK: BKITIOUKTE ayuT H0CTYyNa K 00BbEKTaM (yCIIeX U OTKa3)

Kypnan cobsrtuii: CoxpaneHue coObITHH B )KypHajie 6e3onacHocTr — 30 1Hel

daiinoBas cuctema : AymuT co3qaHus (ailyioB U 3alMCy JaHHBIX (YCIIeX U OTKa3) Ha KaTajior
C:\Windows u nodepHue yisl y4ETHOM 3aIIHCH «USED»

IIpumepHBIe BONPOCHI K 3a4eTy

1.

2.

10.

11.

12.

13.
14.
15.
16.

17.

18.

19.
20.
21.
22.
23.

OCHOBHBIE TPYIIIBI MEXaHU3MOB 3aIIUTHI ONEPAIIIOHHBIX CUCTEM; OCHOBHBIC (DYHKITUH STHX
MEXAHU3MOB.

[Tponeyps! naeHTHPUKALNY, ayTeHTUDUKALMH, aBTOpU3anuu. OnpeeneHue, IpUHIHII
JICHCTBHS.

DyHKIUY ayTeHTUPHUKALMU 10 KOHTPOJIt0 focTyna npu padore ¢ OC u npu Hactpoiike OC.
@DakTopbI ayTeHTU(PUKAIIMH — ONPEACTICHHE, TUIIBI, TPUMepbl. MHOTO(aKTOpHAS
ayTeHTU(UKALUS — ONpeieIeHue, IPUMEPBI.

AyTeHTH(HKAINSA C UCIIOIb30BaHUEM apodeil. [Ipuniun neiicTBus, BapuaHThl
peann3anuy, HeA0CTaTKH.

VYTrpo3bl Ipeo10JieHus TaposIbHOM 3alUThl. TpeboBaHus K NapOIsIM ISl YBEIUUEHUS UX
CTOMKOCTH.

AytenTrduKanms npu noMon Gusndeckoro oovexTa. [IpuHImn neiicTBus, BapuaHThI
peanu3anuy, HeJ0CTaTKH.

Texuounorust onHokparHoro Bxoaa (SSO — Single Sign-on). [MpunHimn aeiicteus,
npeumyuiecTa U HeocTaTtku. [Ipumenenue ¢pusudeckoro oobvekra B TexHosnoruu SSO.
AyTeHTH(QUKAIMS TPU TOMOITH OnoMeTpudeckux cucteM. [IpuHun neicTBus, BapuaHThI
peanu3anyy, HeJ0CTaTKH.

Metoasl OnoMeTpUUECKOM ayTeHTU(DUKAIUH.

[TpyHIMIIBI IUCKPEMOHHOTO YIIPABIEHU AOCTynoM. [IpenMyiiecTBa 1 HeIOCTaTKH
JTUCKPEIMOHHON MOJIEIIN.

Peanu3zanus 1CKpeIMOHHOT0 MeXaHnu3Ma ynpasiaeHus qoctynoM B Windows u UNIX
CUCTEMaX.

[TpyHLIMIIBI MAaHIATHOTO yNpaBiIeHUs focTynoM. [IpeumyniecTBa U HEJOCTaTKU MaHIATHON
MOJIEIIN.

OcHoBHbIC TpaBa jocTyna K ¢aiinobiM oobekTam B OC Windows.

Bnanenen ¢aiina u ero Bo3amMoxHOCTH. [101X0/1bI K HA3HAYEHUIO BiIaJIeNbIIa (aiia.
Knaccugukaius cyObeKkToB 1 00BEKTOB JOCTYIIA.

[TpaBuiia Hacie0BaHMs IpaB AOCTYIa K nepapxudeckuMm oobekram B OC Windows.
[TpropuTeTHI IPAaBUI HACIETOBAHUS.

CrniocoOb1 obecrieueHust 3aMKHYTOCTH MPOTrpaMMHOM cpefibl. JIocTOMHCTBA U HEAOCTAaTKU
3TUX METOJIOB.

YpoBHU 6€30MaCHOCTH U MTpaBUJIa MOJUTUKYA OTPAaHUUEHHOTO UCIIOJIb30BAHUS [TPOTPAMM B
OC Windows. [IpropuTeThl HCIIONB30BaHUS TPABUIL.

CrniocoObl pa3rpaHuyeHust 1ocTyna K ycrpoiicTBaM. THIbI IpaB JOCTyMa K YCTPOHCTBAM.
Benblit cincok ycTpoicTB U CIIOCOOBI €r0 MPUMEHEHHUS.

AynuT B ONEpallMOHHBIX CUCTEMaX. 3aJjaud ay/InuTa.

Co0pbiTus, noasepraemsie ayauty B OC Windows. /lanHble, pukcupyemble pH ayIuTe.
3agaun, pemaemMble ¢ UCIOIb30BAHNEM OCHACTKU «AHAJIN3 U HACTPOHKa O€30I1aCHOCTH» B
Windows

®opma KOHTpOJISA 3a ogHy pabory Bcero




Mun. Maxke. | Mun. | Makc.

6a/uioB | 6amioB | 6asoB | 6aj10B
Tekyumii KOHTPOJIb:
AkTHBHas paboTa Ha 3aHATHH 0,5 1 8 16
[ToaroroBka K 3aHATHIO, BEIIOJIHEHUE IOMALIHETO 0.5 ] g 16
3aJJaHHs ’
BBINOJTHEHHE MPAKTHYECKUX 33JaHUH 110 TeMaM 3 k] 27 45
[IpomexxyToyHas aTTecTauys (3a4eT) 10 23 10 23
Hroro 3a cemecTp 53 100

CucTeMa OLlCHHMBAHHUS IJIAHHPYEMbIX pe3yJbTaTOB 00y4YeHHst

OneHkKa «3a4TeH0» BHICTABIIIETCS,

e CTyIEHTy TIiIy0OKO W IPOYHO YCBOHBIIEMY IIPOrPAMMHBIH MaTepHall, HCYEPNBIBAIOLIL,
TI0CJIEIOBATENBHO, TPAMOTHO U JIOTHYECKH CTPOMHO €ro H3JararolieMy, B OTBETE KOTOPOro
YBA3BIBACTCSA TEOPHS C MPAKTHKOM, OH NOKA3BIBACT 3HAKOMCTBO C JIMTEPATypPOH, IIPABUIILHO
0GOCHOBBIBAET M HCIOJB3YyeT pAaIlMOHAJBHBIE M COBPEMEHHBIC CpPEACTBAa DPEIICHHSA

IIOCTaBJICHHOH MPOOJIEMEL.

e CTyIeHTy TBEpAO 3HAIONIEMy IPOrpaMMHBIH MarepHal, TIpaMOTHO H IO CYLIECTBY
M3JIarafolIeMy €ro, KOTOPBIH He JOIYCKaeT CYIMECTBEHHBIX HETOYHOCTE| B OTBETE Ha BOIPOC,
IIPABHIIGHO TIPHMEHSET TEOPETHYECKHE TOJIOKEHHS TIPH PELICHAN TIOCTaBICHHOH 3a/1a4u.

e CTY/CHTY, KOTODbI 3HAaeT TONBKO OCHOBHOW IIPOrpaMMHBIH MaTepuall, HO HE YCBOWI
0coGeHHOCTEl, JOMyCKaeT B OTBETE HETOYHOCTH, HEKOPPEKTHO (OPMYIHPYET OCHOBHBIC
3aKOHBI M [IPaBHJIA, 3aTPYJHACTCS B BBIIOJHEHMH IIPAKTHIECKUX 3a]a4.

OleHKa «He 3aYTeH0» BBICTABIAETCS CTYIEHTY, KOTOPBIH HE 3HAeT 3HAYMTENBbHOH 4YacTH

[POrpaMMHOTO MaTephana, IONyCKaeT B OTBETE CYIECTBEHHBIC OIUMOKH, C 3aTPYTHEHUAMH

BEIIOJIHAET IIPAKTHYCCKUE 3aJaHHA

I'.B.,crapmmii

Ouunmnosa
CocraBuTenb FFg — TIPENOoaBaTeb
ianmcs) UHPOPMATHKH
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