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1. ®opmupyeMble KOMIETEHIUH U HHIAMKATOPbI MX JOCTH:KEHUS] 110

TUCUUILINHE (M00Y10)

Kon Conep:xkanue Kox u HauMeHOBaHME MHAMKATOPA T0CTHKEHUS
KOMIIETeHIH U KOMIIETeHIHU U KOMIIEeTeHIIHH
[IKC-2.1 3HaTh  CIOCOOBI  pemieHus  3ajad
npoecCHOHANBHOM ~ JEATEIBHOCTH € y4eTOM
TEKYIIEr0 COCTOSHUA W TEHACHUUH pPa3BUTHUSL
Crioco0eH periarhb i " P
saaun UH(OPMAIIMOHHBIX TEXHOJIOTHH, CpEICTB
. TEXHUYECKOH 3alUThl MHPOpPMALIMH, CETEH U CUCTEM
npohecCHOHATBLHOM
nepeaayn uHHOpMaIHH.
JESITEIIbHOCTH C .
[IKC-2.2 YMmerh pemarh 3a1a4u mpodecCuoHaIbHON
Y4€TOM TEKYIIETro
JEATETbHOCTH C YYETOM TEKYIIEro COCTOSHUS |
COCTOAHITT H TEHCHIINM a3BUTHUSA MH(GOPMaIIMOHHBIX
[IKC-2 TEHJICHUIUN Pa3BUTHS . P 13
TEXHOJIOTHH,  CPEACTB  TEXHHYECKOM  3aIIUThI
UH(GOPMaIMOHHBIX .
. uHpopManMu, cered M CHCTeM  Iepeladu
TEXHOJIOTHH, CPEJICTB
% uHpopmauu
TEXHUYECKOH 3aIIUThI
o IIKC-2.3 Hmets HABBIKM  PEIICHUS 3aga4
uHpOpMaLINH, CeTeH U o
NpoPECCHOHAIBHOW ~ JIEATEIBHOCTH  C  y4ETOM
CUCTEM Iepeayu .
TEKYIIETO COCTOSHUA W TEHACHUUW Pa3BUTHS
uHpOpMaLUN .
MH(pOpPMaAITMOHHBIX TEXHOJIOTH, CpEICTB
TEXHUUYECKOH 3aIUThl MHPOPMAIINH, CETEH U CUCTEM
nepegauy nHpopmanuu
[IKC-3.1 3naTth mporpaMMHO-amnmapaTHbIE CpEACTBa
3aUTHl  UHPOPMALIMKM, COBPEMEHHBIE MOAXOABI K
a3paboTKe M HKCIUTyaTalli aBTOMATU3HPOBAHHBIX
Criocotern Ic)I/IcFT)eM cpencTBa - aBlieHUA U P 3aIIUTHI
OCYLIECTBIIATh ’ P yrp
DABICHIE ABTOMAaTU3UPOBAHHBIX CUCTEM.
yrip [IKC-3.2 YMeTh NpuUMEHSATh THIOBBIE IPOIPaMMHBIE
CpeICTBaMU 3aIUThI
CpelICTBA  CEpPBUCHOTO  Ha3HA4YeHHUS  (CpeacTBa
uH(pOopMaln, B TOM
BOCCTAHOBJICHUSI CHCTEMBI TIOC]ie COOEB, OYMCTKH U
qucIie
I[TIKC-3 nedparMeHTallMK JAKMCKa), B TOM YHCIE CpEeACTBa,

OCYIIECTBIIAIOIUMHI
HEIPEPBIBHBIN
MOHUTOPHHT
3aIIUILEHHOCTH
ABTOMAaTU3UPOBAHHBIX
cUCTEM

OCYIIECTBIISIFONINE  HEMPEPHIBHBIA ~ MOHHUTOPHHT
3alIMIEHHOCTH aBTOMATU3UPOBAHHBIX CUCTEM.
[IKC-3.3 Bnagers HaBbIKaMH BbIOOpa MPOrpaMMHO-
anmnapaTHbIX CpeACTB obecrieueHus
nH(pOpMaIMOHHOM 0€30MMaCHOCTH TSI HCTIONb30BaHUS
UX B COCTaB€ AaBTOMAaTU3UPOBAHHON CHCTEMBI C
IEINBIO obecrieueHus TpedyemMoro YPOBHS
3alIMIEHHOCTH aBTOMATH3UPOBAHHON CHCTEMBI.

2. [MacnopT ¢GoHAa OLIEHOYHBIX CPEACTB MO JUCIHUNINHE (MOLYJII0)

Ko
KonTposmpyembie pa3aesibl " .
Ne KOHTpoJMpyeMoii | HamMmeHoBaHMe OLIEHOYHOIO
(TemMbl) JAUCUMIIIIMHBI
n/n KOMIIETEHIIUH cpeacrsa
(W1u ee 4acTu)
Tema 1. Benenue B MIKC-2 JlaGopaTopHbIi MPaKTUKYM,
1 | opranuzanuio KC-3 KOHTPOJIBHBIE BOIIPOCHI,
KOH(HICHIINATIHLHOTO TECTUPOBAHUE, BOIIPOCHI K




JEJIONPON3BO/ICTBA U 3AILUATHI 3a4eTry
KOMMEPYECKOU TaTHbI

JlaGopaTopHBIil TPAKTUKYM,

2 Tema 2 )KusHeHHBIN UK IIKC-2 KOHTPOJIbHBIE BOIIPOCHI,
KOH(UIEHIINAIBHOTO TIOKYMEHTA [IKC-3 TECTUPOBAHUE, BOIIPOCHI K
3a4ery
JlabopaTopHbIil MpaKTUK
Tema 3 IIporpammuble CpeacTBa patop P IM;
. [KC-2 KOHTPOJIbHBIE BOIPOCHI,
3 | 3amUThl KOH(PUIESHIIUATBHON
IIKC-3 TECTUPOBAHKE, BOIPOCHI K
uHpopMau
3a4ery
JlabopaTopHbIil MpaKTUK
Tema 4 TexHuueckue cpeacTna patop P M,
. IKC-2 KOHTPOJIbHBIE BOIPOCHI,
4 | 3amumTHl KOH(DHUICHITUATBHON
IIKC-3 TECTUPOBAHKE, BOIPOCHI K
nHpopmaruu
3a4ery

JlabopaTopHbIii NPAKTHKYM

JlaboparopHasi padora «U3y4yeHue (PyHKINOHAIBHBIX BO3MOKHOCTEN
MesxkceTeBoro 3xkpana Netfilter»

Leas pa6orbl: Hayunthcss moNb30BaThCsi OCHOBHBIMH (DYHKIIMOHAJIBHBIMH BO3MOXKHOCTSIMHU
nporpammsl Netfilter.

MekceTeBoi 3KpaH —3TO  CHCHUAIM3MPOBAHHBIA  KOMIUIGKC ~ MEXKCETCBOW 3allUTHI,
Ha3bIBa€MBI Takxke OpaHIMay’poM miu cucteMoit firewall. MexceTeBoil SKpaH TO3BOJISIET
pa3nenuTh OOIIyl0 CceTh Ha JBe dacTu (Wiu Oosiee) U peann3oBaTh HabOp MpaBuIL,
OTIPENIENAIONINX YCIOBHS TPOXOXKICHUS MAKETOB C JAaHHBIMHU Yepe3 TPaHUIly U3 OAHOH 4acTu
obmrerd cetn B apyryto. CaMbIM TONYJSPHBIM ~ MEXceTeBbIM dkpaHoMm it OS Linux Ha

TEeKyIIMH MOMEHT apnsietcst  Netfilter. PycckosizpiuHoe PYKOBOJICTBO 1o
aJIMUHUCTPUPOBAHUIO MexceTeBoro skpana Netfilter ¢ momompro yTHiIuTHI iptables gocTymHo
IO aJipecy.

Boinosnenue:

1.3anyctute BupTyanbHyto MamuHy Ubuntu. Omnpegenuts HacTpoiiku mnporokosna TCP/IP
Bamero xommeiorepa ¢ momouisio komannsl ifconfig. Crenaiite S5KkpaHHBIH CHUMOK CETEBBIX
HACTpOEK.

2. 151 UCTIONB30BaHUs YTHIINTHI iptables TpeOyroTcs NPUBMIIETHM CYIEpIIoyb30BaTens (root).
B koHconmu BBeauTe KOMaHAY su root M Jajiee mapoJib CyNeproib30BaTesl.

3.Ycranoure mnonutuky no ymondanuto ACCEPT mns nemouek INPUT, FORWARD u
OUTPUT. B order BcTaBbTE BBEJCHHBIE MTPABHJIA.

4.3akpoiite nopt 80 nenouku INPUT nns Becex IP agpecos. Ocranphblie noptsl nenouku INPUT
JIOJIKHBI OBITH OTKPBITHL. B 0T4eT BcTaBbTE BBEIEHHBIE ITPABUIIA.

[lepeiinute B Opayzepe mo anpecy http://localhost/.Ilpoananusupyiite B Wireshark kakue
M3MEHEHHUs IPOU30ILIN B ceTeBOM Tpaduke nocie 3akpbiTus 80 mopta nenouku INPUT.
5.3akpoiite nopt 80 nenouku INPUT Tonbko mmsa omnHoro BeiOpanHoro IP agpeca. [[ns Bcex
octanbHbIX [P agpecoB mopr 80 momkeH OBITh OTKpPHIT. B OT4eT BCTaBbTE BBEACHHBIE
IIpaBuUIa.

6.3akpontenoptr 80 menmoukn OUTPUT mns Bcex I[P aapeco. OcranmbHble NMOPTHI LENOYKH
OUTPUT nomxHbl OBITH OTKPBITHL. B OoT4eT BCTaBbTe BBeAEHHBIE MpaBuia. llepeiinute B
Opayzepe mo anpecy http://localhost/. TIpoananusupyiite B Wireshark kakue u3MeHEHHUs
IPOM30IILIN B ceTeBOM Tpaduke nocie 3akpeitus 80 mopra nenouku OUTPUT.

7. 3akpoiite mopt 80 memoukum OUTPUT Ttompko mist omHoro BwiOpanHoro IP aapeca. [lns
Bcex octanbHbIX [P-anpecoB mopt 80 momkeH OBITH OTKpBHIT. B oTueT BCTaBbTE BBElIEHHBIE
IpaBuIa.



http://localhost/

8.OTKpoiiTe BO3BMOKHOCTH pabOoThI C JIOKaTbHBIM Web-cepBepoM ToibKo Bariemy KkommbroTepy.
Bce ocrambapie [P aapeca He momkHBI WMeTh Aoctyn kK Web-cepBepy kommbioTepa. B
OTYET BCTABbTE BBEJICHHBIE MIPABMUIIA.

9.3a0yI0KHpYITE C MOMOIIBIO MEXKCETEBOr0 SKpaHa BbeIOpaHHbIe Bamm Web-caiitel. B otuer
BCTaBbTE BBEJICHHBIC IIPABUIIA.

10.0rpannubTe KOJUYECTBO BO3MOXKHBIX TOJKIIOYCHHH K 22 mopTy openssh cepBepa (He
Oonee 3-x mnoakIOUYEHUN B MUHYTY). lIpoBepky ocyliecTBiasiTe myTeM 4-X MOAKIIOYEHUN
noAapsiz, BOuBas B KOHCOJb koMaHy ssh localhost. B oTueT BcTaBbTe BBEICHHBIE TIPAaBUIIA.

11. OrpannupTe KOTUYECTBO 3arpocoB Ha 80 MOPT B CEKYHIY/MUHYTY OT OJHOTO IOJIb30BATEIIS.
[TpoBepKy IpaBUIILHOCTH IIpaBUjIa OCYIIESCTBISNUTE C TOMOIbo komanael "ab -n 10000 -c 100
http://localhost/". B oT4eTr BcTaBbTE BBEICHHBIE MPABUIIA.

12. Beimosuute maru 4-11, ycTtaHoBMB TONUTUKY 10 ymosdanuto DROP mis nenodex
INPUT, FORWARD u OUTPUT(noxckaska: mnpaBuia NpPUAETCS MEPENHUCATh U UCIIOJIb30BATh
cocrosiare coequnenuss NEW u ESTABLISHED).

13.3a6mokupyiite mocTyn K JiokaabHOMYy Web-cepBepy mosib3oBarento ¢ 3amaHHbiM MAC-
aapecoM. B oTueT BcTaBbTE BBEACHHOE MPABUIIO.

14.Y nanute moboe BbiOpanHoe mpaBuio u3 1enoukud INPUT. B oryer BcTaBhTE BBEIEHHOE
MIPaBUIIO.

15.IlpogeMoHCTpUpYHTE BO3MOXKHOCTH MeKceTeBoro dkpana Netfilter mo siorupoBanmio
CETEeBBIX IMAKETOB. B OTYeT BCTaBbTE MOJIYYCHHBIH JIOT U BBEACHHBIE MpPaBUJIA.

TecToBBIC 3a1aHNA

1) K npaBoBbIM MeTO1aM, 00ecrieunBatOIIUM HHPOPMALMOHHYIO 0€3011aCHOCTh, OTHOCSTCS:
a) Pa3paboTtka anmapaTHbIX CpeACTB 0OECIIeUEHUs MPABOBBIX JIAHHBIX
6) Pa3paboTka 1 ycTaHOBKA BO BCEX KOMITBIOTEPHBIX IPABOBBIX CETAX JKypHAJIOB yueTa
B) JCHCTBUU
r) Pa3paboTka M KOHKpeTH3alMs NPaBOBBIX HOPMATHBHBIX AaKTOB  OOecHedeHUs
0e30macHOCTH
2) OCHOBHBIMH MCTOYHUKAMH YTPO3 HHPOPMALIMOHHOM 6€301MacHOCTH SIBISIOTCS:
a) XWIICHUE KECTKHUX JHUCKOB, IMOJKIIOYCHNE K CETH, HHCAIIEPCTBO
6) IlepexBaT JaHHBIX, XUIIEHUE TAHHBIX, I3MEHEHUE aPXUTEKTYPhI CUCTEMbI
B) XWIICHWE [aHHBIX, TOIKYM CHCTEMHBIX aJIMHHUCTPATOPOB, HApYIICHUE periaMeHTa
paboThI
3) Buas! uHpopMainoHHON 6€301MaCHOCTH:
a) IlepconanbHasi, KOpropaTHUBHAs, TOCYAAPCTBEHHAS
6) Kuwmenrckasi, cepBepHasi, ceTeBast
B) JlokanpHas, rimo0anpHas, cMeIIaHHas
4) Uenn nnopmarioHHOM 6€3011aCHOCTH — CBOEBPEMEHHOE O0HApYKEHUE, IPEIYIPEKICHUE!
a) HecaHKIIMOHUPOBAHHOTO JOCTYIIA, BO3JCHCTBUS B CETH
06) WucaiimepcTBa B OpraHu3amuu
B) UYUpe3BbIUaliHBIX CUTYalLUil
5) OcHoBHBIE 00BEKTHI HH(POPMAITMOHHOM 0€30MMaCHOCTH:
a) KomnbrorepHbie ceTu, 6a3bl JaHHBIX
6) MnHdopmanmoHHbIE CUCTEMBI, ICUXO0JIOTHYECKOE COCTOSIHHUE M0JIb30BaTeNei
B) busHec-opueHTHpOBaHHbBIE, KOMMEPUYECKHUE CUCTEMBI
6) OCHOBHBIMHU PUCKaMU WH(POPMAITMOHHOM 0€30MaCHOCTH SIBIISTFOTCSI:
a) HckaxeHue, ymMeHbIIIEHHE 00bEeMa, IEPEKOUPOBKA HH(POpMaIH
6) Texuuyeckoe BMENIATENbCTBO, BHIBEICHHUE U3 CTPOSI 000PYAOBAHUS CETH
B) [loreps, uckaxenue, yreuka vH(GopMauu
7) K ocHOBHBIM npuHIIUNaM obecreyeHus: THPOPMAIMOHHON 0€30acCHOCTH OTHOCHUTCS:
a) DKOHOMHMYECKOU A(PPEKTUBHOCTH CUCTEMBI O€30MAaCHOCTH



6) MmuoromiaaropMeHHOHN pearn3alui CUCTEMbI
B) YcuiieHus 3alMIIEHHOCTH BCEX 3BEHHEB CUCTEMBbI
8) OcHOBHBIMH CyOBbeKTaMH MH()OPMAIIMOHHON OE30MTACHOCTH SIBJISTFOTCSI:
a) PYKOBOJUTENIH, MEHEIKEPbI, aIMUHUCTPATOPHI KOMITAHUN
0) opraHsl mpaBa, rocyJaapcTsa, Ou3Heca
B) ceTeBble 0a3bl IaHHBIX, OpaHaAMAaydP
9) K 0OCHOBHBIM (PYHKIIHSIM CUCTEMBI O€30TTACHOCTH OTHOCSIT:
a) YCTaHOBJICHHE PErIaMeHTa, ayJUT CUCTEMBI, BBISIBJICHHE PUCKOB
0) YcraHOBKa HOBBIX O(DHCHBIX MPHIIOKEHUH, CMEHA XOCTUHT-KOMITAHUHU
B) Bueapenue ayreHTH(UKAIUU, TPOBEPKH KOHTAKTHBIX JAaHHBIX MOJIb30BaTENCH
10) [MpunnunomM nHGOPMAITMOHHON OE30MACHOCTH SBJISIETCS PUHIIUIT HEIOYIIEHUS:
a) HeomnpaBgaHHBIX orpaHWYeHUN IpH paboTe B ceTH (CUCTEME)
0) PuckoB 6€30MacHOCTH CETH, CUCTEMBI
B) Ilpesymmniuu cekpeTHocTH
11) [IpuHIMTIOM TOAUTUKY UHPOPMALMOHHONW OE30MTACHOCTH SBISETCS MPUHITHIL:
a) HeB03MOXXHOCTH MUHOBAThH 3aIIUTHBIE CPEJICTBA CETH (CUCTEMBI)
0) YcuieHusi OCHOBHOTO 3B€HA CETH, CUCTEMBI
B) IlomHoro GiokupoBaHMs JOCTYyMA MPU PUCK-CUTYAIIHSIX
12) [IpuHIMTIOM TOAUTUKYA UHPOPMALMOHHOM OE30MTACHOCTH SBISETCS MPUHITHIL:
a) YcueHus 3alMIIEHHOCTH CaMOr0 HE3alUIIIEHHOTO 3BeHa CETH (CUCTEMBI)
0) Ilepexona B 6e30macHOE COCTOSTHUE PaOOTHI CETH, CHCTEMBI
B) IlomHoro mocrtyma monb3oBaresneil Ko BceM pecypcaM CeTH, CUCTEMBI
13) [IpuHIMTIOM TOAUTUKYA UHPOPMALMOHHOM OE30MTACHOCTH SBISETCS MPUHITHIL:
a) Paznenenus nocrymna (00s3aHHOCTEH, MIPUBUIIETHIT) KITMEHTaM CETH (CHCTEMBI)
0) OaHOYpPOBHEBOM 3aIUTHI CETH, CUCTEMBI
B) COBMECTHMBIX, OJJHOTHUITHBIX IPOTPAMMHO-TEXHUYECKUX CPEJICTB CETH, CUCTEMBI
14) K ocHOBHBIM TUIIaM CPEZCTB BO3/IEHCTBUS HA KOMIIBIOTEPHYIO CETh OTHOCUTCS:
a) KomnbrorepHslii cOoif
0) Jlornueckue 3aknagKu («MUHBD)
B) ABapuiiHOE OTKIIOYCHHE MUTAHUS
15) Korna nony4en cnam 1o e-mail ¢ npusiokeHHbIM (haiaom, Cleayer:
a) IIpounTtaTh NpUIIOKEHHUE, ECITU OHO HE COAEPKUT HUYETO LIEHHOTO — YJIAINTh
06) CoxpanuTh npuiiokeHue B mapke «Cram», BBIICHUTH 3aTeM [P-aapec renepaTopa cnama
B) YJamuTh MUCHMO C NMPUIIOKEHUEM, HE PACKPBIBasi (HE UUTas) €ro
16) Ilpunnun Kupxroda:
a) CekpeTHOCTh KJI0Ya ONpe/ielieHa CeKPETHOCThIO OTKPBITOIO COOOIIEHNUS
06) CekpeTHOCTh HHPOPMAIIMH OIIPECIIEHa CKOPOCTHIO Tepeaadn JaHHbBIX
B) CeKpeTHOCTh 3aKPhITOr0 COOOIEHHS ONPEAEIAeTCs CeKPETHOCThIO KITIoua
17) OUII — aT0:
a) DneKkTpoHHO-IM(POBOI MpeodbpazoBaresb
0) OnexTpoHHO-IIM(POBAsI MOANUCH
B) OJEKTPOHHO-IIU(POBOI TpoIIECCOp
18) Hambonee pacmpocTpaHeHbl yrpo3bl MH(POPMAIMOHHOW O0€30MacHOCTH KOPHOPAaTHBHOU
CHCTEMBI:
a) Ilokynka nenuuensuonsoro 10
6) OmmuOKHM AKCIITyaTallii U HEYMBIIIJICHHOTO U3MEHEHHsI peskuMa paboThl CHUCTEMBbI
B) CoO3HAaTEeIbHOTO BHEAPEHHS CETEBBIX BUPYCOB
19) Haunbosnee pacnpocTpaneHsl yrpo3bl HHGOPMAIIMOHHOM 0€3011acCHOCTH CETH:
a) PacnpeneneHnslii JOCTYI KIMEHT, OTKA3 000PY10BaHUS
0) MopalbHBbII U3HOC CETH, HHCAIIEPCTBO
B) COoii (0TKa3) 000pyIOBaHUS, HEJIETATFHOE KOMUPOBAHKUE TAHHBIX
20) Haubouee pacipocTpaHeHbl CpeACcTBa BO3ACUCTBUS Ha CeTh oduca:



a) Cnabpblii Tpaduk, ”HPOPMALMOHHBIH 00MaH, BUPYCHl B HHTEPHET
06) Bupycsl B cetn, moruueckre MUHBI (3aKIaIKH ), THPOPMAIIMOHHBIN TIEpexXBaT
B) KomnbrorepHbie cOou, M3MEHEHNE aIMUHUCTPUPOBAHUS, TOTIOJIOTUH
21) Yreukoil uHpoOpMaIlK B CUCTEME HA3bIBACTCS CUTYALIUs, XapaKTepU3yeMas:
a) IloTepeil TaHHBIX B CUCTEME
0) W3menenueMm hopmbl nHGOpMaALTUH
B) M3meneHueMm conepxanus HHPOPMALUU
22) CpoiictBamu nHpopmaIuu, Hauoosee akTyaTbHBIMH MPU 00€CTICUCHUH
UH(POPMALIMOHHOM OE30MaCHOCTH SIBIISIFOTCSL:
a) IlermoctHOCTB
0) JoctynHocTh
B) AKTyaJbHOCTh
23) Yrpo3a nnpopMaMoHHOH cucTeMe (KOMIBIOTEPHON CETH) — ATO:
a) BeposTHoe coObITHE
0) JlerepmuHHpOBaHHOE (BCETa OMPEICICHHOE) COOBITHE
B) CoObITHE, MPOUCXOsIIee TEPUOANYECKU
24) Nudopmanus, KOTOPYIO CIEAyeT 3allMIIaTh (10 HOPMATHUBaM, MPAaBHJIAM CETH, CHCTEMBI)
HA3bIBACTCS:
a) PernmamentupoBaHHON
6) IlpaBoBoii
B) 3amuinaeMon
25) Pa3HOBUAHOCTSIMU YIp03 O€30MAaCHOCTH (CETH, CUCTEMBI) SIBIISIFOTCSI:
a) IIporpammHubIe, TEXHUYECKHE, OPraHU3AIMOHHBIE, TEXHOJIOTHUECKUE
6) CepBepHble, KIMEHTCKUE, CITyTHUKOBBIE, HA3€MHBIE
B) JlnuHbIe, KOPIOPATUBHBIE, COIIMATILHBIC, HAITMOHAIEHBIC
26) IloaHy!0 OTBETCTBEHHOCTH 32 3aILUIIEHHOCTh KOMITBIOTEPHOM CETH HECET:
a) Bmanenen cetu
06) AIMHHHUCTPATOp CETH
B) Ilomb3oBatens cetn
27) INonutrka 6€30MaCHOCTH B CUCTEME (CETH) — 3TO KOMILICKC:
a) PykoBozacts, TpeOoBaHUI oOecrieueHus HEOOXOJUMOTr0 YPOBHS 0€30M1aCHOCTH
6) WHcTpyKuMii, alrOpUTMOB MTOBE/IEHUS MOJIb30BATENs B CETH
B) Hopwmbl nHpopmManinoHHoro npasa, coOIr0gaeMble B CETH
28) Haunbousiee BayKHBIM IPU peAIU3aLUHU 3AIUTHBIX MEpP NOJIUTUKUA O€30MaCHOCTH SBISETCS:
a) Ayadr, aHaJau3 3aTpaT Ha MPOBEJACHHUE 3AITUTHBIX MEP
0) Aynut, ananu3 6e30MacHOCTH
B) AyIuT, aHaIM3 yA3BUMOCTEHN, pUCK-CUTYaLIUH

IIpumepHBbIii IepeyeHb BONPOCOB K 3aueTy (6 cemecTp)

1. 3akoHonaTtenbHas  CTOpPOHA  3allUThl  KOHQUACHIMAIbHOW  HMHPOpMAIMK B
OpraHu3aIiu.

2. Wepapxus 3aKOHOJATEIBHBIX OPraHOB, MOPSJIOK CO3/IaHUS 3aKOHOB W ITO/I3aKOHHBIX
aKTOB, 00JIACTh ACUCTBHUSI 110 BPEMEHU U MECTY.

3. OxpanHsieMble CBEICHHS, IMOHATHS TAWHBI M €€ BUILI MPUMECHHUTEIHHO K Pa3InIHBIM
OpraHu3aIHsIM.

4. OCHOBHBIE 3aKOHBI, CBSI3aHHBIE C KOH(PHUICHITUATHHBIM JIEJIOMPOU3BOJICTBOM.

5. Opraamuzanus KOHQHUACSHIIMATHHOTO ASTOMPON3BOJICTBA.

6. OcobenHoctu OpraHu3aIu KOH(pHICeHIINATEHOTO JIETTONTPON3BOJICTBA c
MCIIOJIb30BaHNEM JIEKTPOHHOTO JTOKYMEHTO000pOTA.

7. @®CBb, ®CTOK, Pockomuamzop, PocrmareHT u apyrue opraHu3alluu, SBISTFOITHAECS
pErynsaTopaMu Mo OTHOIIEHHUIO K BOMPOcaM KOH(HUIEHITHAIBHOTO JIeTONPOU3BOICTBA.



8. HYTIJ KOHQ)I/IIICHIII/IaJIBHOI‘O ACJIONIPOU3BOACTBA OT CO3JaHU 10 YHHYTOXCHHUA.

3.

10.

CocraBneHne HOMEHKIATYp, GpopMHupoBaHKE H 0popMIIeHHE KOHPHIEHIHAIBHEIX €.
IMoarotoBka KOHQUIOECHIMAIBHBIX JOKYMEHTOB JJIsi ApXWBHOIO XpaHEHHS M

YHHUYTOXCHHUA.
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27.

I'OCT P 51275-2006 3amuTs! HHGOpMAIIHH.

3amuTa KOHGHISHIHAIFHON HH(POPMAIIHH TIPH €€ Mepeaaye o CETH.

CucreMa 3alMIIeHHOr0 3JEKTPOHHOTO JOKYMEHTO000pOTa.

OcHoBHEIE 3a71a4H, pelaeMble CHCTEMAMH dJIEKTPOHHOTO JOKYMEHTO000pOTA.
OnexTpoHHO-IH(POBast MOIIHKCE.

AHTHBHpYCHAas 3allIUTA.

MexcereBble 5KpaHbI KaK CPEJICTBO 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA.
Kpunrorpaguueckue cpencraa.

CkaHepsl ysSI3BHMOCTEH.

Cucremsbl 0OHapYXeHHS aTaK.

[TaponpHas 3ammura.

WnenTndukanys u ayTeHTHOHKAIHS.

Mopnenu pasrpanudeHus J0CTyna K HHQOPMAIMOHHBIM CHCTEMAM H PECyPCaM.
Buel 21€KTpOHHON ITOTHCH U IPUHIUIIBI HCIIOJIb30BAHUS.

VY 1ocToBepsitolye NEeHTPhI U cepTHHUKAT KIFoYa.

KBanuduuuposauusiii cepruduxar.

OOmwerexnuyeckue CpeacTBa KOHTPOJIS (GU3HUECKOro H0CTyna K KOH(pUICHIHATILHOMN

uHpopmanuu.

28.
29.
30.
31.
32.
33.

Paspemnrenbnas cuctemMa JocTyna K KOHQUAEHIHATBHONR HHYOPMALIHHL.
CaHKIMOHMPOBAHHbIN H HECAHKIIMOHUPOBAHHBIH JOCTYII.

ONEKTPOHHBIE KITFOYH U 3aMKH.

bromerpuueckue cucteMsl ayTeHTHOHKALUH.

Cucrema BUIEOHAOTIONCHHUS.

Cuctema oxpaHbl IepuMeTpa.

CocTaBuTenp @ - K.ILH., foueHt Kopuesa O.C.
«12» mapta 2024 r.



