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1. ®opmupyeMble KOMIETEHIIMH W HHAMKATOPHI HX JOCTHKEHHUS 110 JUCHHUILINHE (MOLYJII0)

Kon Conep:xanue Kon u HamMeHOBaHNE HHANKATOPA HOCTHXKEHUS
KOMIMETEeHIHH KOMMEeTEeHIHHU KOMIEeTEeHIIHHU
Criocoben npoBoauTh | [IKC-1.1 - 3naeT kxputepnn onieHKH 3 HEKTUBHOCTH U
(hopmanmzanuro HaJIeKHOCTHU CPEJICTB 3alUThI IPOTPAMMHOTO O0CCIICYCHHUS
mpenMeTHOW  o0JacTh ¢ | aBTOMaTHU3WPOBAHHBIX CHCTEM;
TIETTBI0 cozmanus | [IKC-1.2 - YMeer onpenersiTh mapaMeTpsl HACTPOUKH
[IKC-1 MH(OPMAIMOHHON CUCTEMBI | TIPOTPAMMHOT0 00CCIICYCHUSI CUCTEMBI 3aIIUTHI
B ctepe | nH(MDOPMAIIUU aBTOMATH3UPOBAHHON CHCTEMBI,
PO ECCUOHATTEHOM IIK-1.3 — Bimameer HaBBIKAaMU OIPEICIICHHUS IapamMeTPOB
JESITSIIbHOCTH HACTPOUMKHU MPOTPaMMHOTO OOECIICUYCHHUsI CHCTEMBbI 3aIl[UThHI
WH(POPMAITUH aBTOMATU3HPOBAHHOUN CUCTEMBI;
Cnocoben pemath 3amaun | [IKC-2.1 - 3HaeT OCHOBHBIE MEPHI 110 3aIIUTE HHHOPMAIIHH
npoeccnoHaIbHON B aBTOMATH3UPOBAHHBIX CUCTEMAaX;
nesitenibHocTH ¢ ydetoM | [IKC-2.2 - YMeer perucTpupoBaTh U aHATM3UPOBATh
TEKYIIEr0 COCTOSIHUS U | COOBITHUS, CBSI3aHHBIC C 3aIUTON UH(POPMAIIUH B
TEH/ICHIINI pa3BUTHUS | aBTOMATHU3UPOBAHHBIX CHCTEMaX. Y MEET PETHUCTPUPOBATH U
IIKC-2 HH()OPMAITHOHHBIX aHaJTNU3UPOBATh COOBITHS, CBSI3aHHBIC C 3aIIUTON
TEXHOJIOTHA, CpeACTB | MH(OPMAIIMU B aBTOMATU3UPOBAHHBIX CUCTEMAX;
TEXHUYECKOHN samutel | [IKC-2.3 - Brageetr HaBBIKAMU UCIOJIB30BAHUS TUITOBBIX
nHpOpMaIuu, CceTell W | MPOTPaAMMHBIX CPEJICTBA PE3EPBUPOBAHMUS U
CUCTEM nepeaur | BOCCTaHOBJICHUSI MH(POPMAIIMK B aBTOMATU3UPOBAHHBIX
HHPOpPMaLUH CHUCTEeMax.

2. TlacnopT ¢oHIa OLIEHOYHBIX CPEACTB MO JUCHUIIUHE (MOAYTI0)

Kon
Ne | Kontposmpyemblie pa3aesbl (TeMbl) | KOHTPOJIUPYeMOii HaumeHoBaHue 011eHOYHOTO
n/n AMCIMILTHHBI KOMIeTeHIINT cpeacTsa
(WJIM ee 4acTH)
1 cemecmp
3ananus K 1a0OpaTOpPHBIM paboTam
Tema 1. IToHaTHe 3alIUILIEHHOCTH A patop P ’
1. 1iC [IKC-1, IIKC-2 KOHTPOJIBHBIE BOIIPOCHI, BOIIPOCHI K
KOJUIOKBUYMY, BOITPOCHI K 3a4ETY
3ananus K 1ab0OpaTOpPHBIM paboTam
Tema 2. CpencTBa aHanu3a A paTop P ’
2. [IKC-1, IIKC-2 KOHTPOJIBHBIE BOIIPOCHI, BOIIPOCHI K
3allMILIEHHOCTH CETEBBIX CEPBUCOB
KOJUIOKBHYMY, BOIIPOCHI K 3a4eTy
3ananus K 1a0OpaTOPHBIM paboTam
Tema 3. CpencrBa aHanu3a A paTop P ’
3. . [KC-1, [TIKC-2 KOHTPOJIbHBIE BOIPOCHI, BOITPOCHI K
3aIUIIEHHOCTH Web-TIPUII0KEHUI
KOJUIOKBHYMY, BOIIPOCHI K 3a4eTy
KOHTPOJIbHBIE BOIPOCHI, BOITPOCHI K
4. | KOLIOKBUYMBL [IKC-1, IIKC-2 b POCHL, BOTIp
KOJJIOKBUYMY
KOHTPOJIbHBIE BOTIPOCHI, BOIPOCHI K
5. | 3auem IIKC-1, [IKC-2 P POCEL, P
KOJIJIOKBUYMY, BOIIPOCHI K 3a4€TY

JlaboparopHoe 3ansaTue Nel (6 u.)
Tema Ilouck ya3BMMOCTEH B IPOrPaMMHO peain3auuu

Bormpocsr 11st 06cyxaeHus:
1. TlonsTHe 3aITUIIICHHOCTH aBTOMAaTU3UPOBAHHOM CUCTEMBI.
2. HopmarusHas 6a3a.
3. Meroauka aHaM3a 3anUIIeHHOCTH. VicXoqable JanHbIe oocieayemoit MC.
4. Metoapl TECTUPOBAHMSI CHUCTEMBI 3amuThl. Kiaccudukaius cucTeM W CPeICTB aHalu3a
3alIMIIEHHOCTH.

o

CpenctBa aHanu3a MapaMeTpOB 3aLIUTHI.




Knaccugukarus MeTo10B aHan3a napameTpoB 3auuThl (Security Benchmarks).
Crierudukarmm Security Benchmarks.

Crenudukanuu nepBoro ypoBHs AJis 0a30BOro (MUHUMAIBHOTO) YPOBHS 3aIIUTHI.
Crneuudukanyy BTOpOro ypoBHsI 3alllUThI JJI1 CUCTEM C MOBBIIICHHBIMU TPEOOBAHUAMHU IO
0€30MaCHOCTH.

©oN>

JlaGoparopHoe 3ansiTue Ne2 (12 4.)
Tema CpeacrBa aHa/In3a 3alUIIEHHOCTH CETEBbIX CEPBHUCOB
Bompocs! 1uist 06cyxnenuns:
1. VsI3BUMOCTH CETEBBIX MPOTOKOJIOB, CIIY)KO, CEPBUCOB.
2. Knaccu¢ukanus cpeacTB aHaau3a 3allUIIEHHOCTH CETEBBIX CEPBHUCOB.
3. CeprudumupoBanHble cpeacTBa aHanu3a 3amuiieHHocTH: XSpider, MaxPatrol, PeBuzop
Certu, Cxanep-BC.
4. ®OyHKIWU, METOJIUKA MCIIOJIb30BAHMS.

JladopaTopnoe 3ansiTue Ne3 (12 4.)
Tema Cpeacrea aHajIn3a 3alIUIEHHOCTH Web-TIpHI0KeHu i
Bonpocs! muist 06cyxaenus:
1. Amnamu3 u knaccudukanus ysa3BUMOCTEeH web-TIpritoKeHui.
2. bubnmoteka moxymentoB Open Web Application Security Project (OWASP), mpoekt Web
Application Security Consortium (WASC).
KomruiekcHast oleHKa 3aluIeHHOCTH Web-TIPUI0KEHHSI.
[IpuHIMIT «4EPHOTO SLIUKA»
[TpuHIMIT «Ceporo SIIUKa.
[TpuHIMI «O€T0ro AUUKAY.
HHcTpyMeHTalIbHBIE CPEICTBA aHAIN3A 3AIIUIIEHHOCTH WEeb-TIPHIIOKEHHUS.

No ok w

3a onny padoty Bcero
©opma KoHTPOIsE Mumn. Makec. MuH. Makec.
0a/L10B | 0aJJI0B 0aJL10B 0aJL10B

Tekynuii KOHTPOJIb:
AxTHBHas pab0Ta Ha 3aHITHU 0,25 0,5 9 18
BrInonneHne JOMaIIHero 3a1aHus 0,75 0,75 27 27
BrimonHeHMe 3a1aHUi caMOCTOSTENEHON pabOThHI 1 3 1 3
KOJLLOKUYM 1 3 3 9
ITpoMexyTOYHAs aTTecTals (3a4er) 20 43
HToro 3a cemecTp 60 100

[IpumepHbIe BONPOCHI K 3a4eTy

HopmarusHnas 6a3a.

NS

3alIUIICHHOCTH.

Crernduxanuu Security Benchmarks.

O No O

CpencrBa aHanu3a MapaMeTpOB 3aLIUTHI.
Kraccudukarust MeTo10B aHaim3a napamerpoB 3amuThl (Security Benchmarks).

[ToHsTHE 3aIMIIIEHHOCTH ABTOMATU3HPOBAHHON CUCTEMBI.

Meronnka ananu3a 3amuiieHHOCTH. Mcxoaasie nanubie oocnenyemoit MC.
MeTonbl TeCTUPOBaHUsI CUCTEMBbI 3amuThl. Kiaccudukamms cucteM M CpPeACTB aHaIm3a

Crneuuduxanuu nepBoro ypoBHs A 6a30Boro (MUHUMaIbHOIO) YPOBHS 3AIIUTHI.




9. Cnenuduxaimu BTOporo ypoBHs 3alUThI U CHCTEM C MOBBIIICHHBIMH TpeOOBaHHAMH 110
0€e30MacCHOCTH.

10. V3BEMOCTH CETEBBIX POTOKOJIOB, CIIYK6, CEPBHCOB.

11. Knaccutukanus cpeicTB aHaIH3a 3aMMIEHHOCTH CETEBBIX CEPBHCOB.

12. CepruduimpoBannbie cpeicTBa aHanu3a 3amMIenHocTd: XSpider, MaxPatrol, Peuzop
Certn, Cxanep-BC.

13. OyHKIHH, METOAMKA HCIIOIb30BAHHAL.

14. Ananu3 u K1accH(pUKAUES YI3BEMOCTElH Web-IpHIoKeHH .

15. bubmnotexa noxymentos Open Web Application Security Project (OWASP), npoext Web
Application Security Consortium (WASC).

16. KomnnekcHast OLeHKa 3alMIIEHHOCTH Web-TIPHIIOKEHHS.

17. IlpuHIMN «4EPHOTO AIIHKAN»

18. IIpuHuHMN «ceporo smmKay.

19. IIpuHimn «6emoro gmmuKay.

20. MaCcTpyMeHTAIBHBIE CPE/ICTBA AHATH3A 3AIUIIEHHOCTH Web-IIPHIOKeHHS.

Kpurepuu onenku:
OueHka «3a4TeH0» BBICTABIISIETCS:
® CTyJAEHTY IiIyOOKO H NpPOYHO YCBOHMBIIEMY HpPOrPaMMHBIA MaTE€pHAl, HCYEPIIBIBAIOIIE,
NIOCNIEIOBATEIEHO, TPAMOTHO M JIOTHYECKH CTPOHHO €ro H3JaraiomeMy, B OTBETe KOTOPOIro
YBSA3BIBACTCA TEOPHS C IIPAKTHKOH, OH IOKA3bIBAET 3HAKOMCTBO C JIMTEPATYpPOi, IPAaBHIBHO
O0OCHOBBIBAET M HCIOJIB3YeT PpAlHOHATBHEIE H COBPEMEHHBIE CpPEICTBA pEIIEHHS
NOCTaBJICHHOH IPOOIeMEL.
® CTYAEHTY, TBEpPAO 3HAIOIIEMY IPOrpaMMHEIH MaTepHal, IpaMOTHO H II0 CYLIECTBY,
H3JIaraloieMy €ro, KOTOpBEIH HEe JOIYCKaeT CYLIECTBEHHBIX HETOYHOCTEH B OTBETE Ha
BOIIPOC, IIPABHJIEHO NPHMEHAET TEOPETHYECKHE MOJIOXKEHHUS NPH pPEelIeHHH MOCTaBJIEHHOH
3aj1aum. '
® CTYHOCHTY, KOTOPEIH 3HAeT TOJBKO OCHOBHOH IPOrpaMMHBIM MaTepHall, HO He YCBOHII
0COOEHHOCTEH, OMyCKaeT B OTBETE HETOYHOCTH, HEKOPPEKTHO (DOPMYJIHMPYET OCHOBHBIE
3aKOHBI H IPaBHJIa, 3aTPYAHACTCS B BBIIIOJHEHHH IIPAKTHYECKHX 3a/a4.
OueHka «He 3a4YTeHO» BBICTaBIAETCA CTYAEHTY, KOTOpHIH He 3HAeT 3HAYHTEJILHOH 4YacTH

IIporpaMMHOro Mare€pHalia, OOINYCKAacT B OTBETC CYMICCTBCHHBIC 01HH6KH, C 3aTpyaHCHHAMH
NPaKkKTHYCCKHE 3aJaHHus.

CocraBurens 7 /51%4’47 Bamaxunze H.C

(noamkce)

«13» mapra 2024 r.



