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1. ®opmupyeMble KOMIETEHIIMH W HHAMKATOPHI HX JOCTHKEHHUS 110 JUCHHUILINHE (MOLYJII0)

Kon Conep:xanue Kon u HauMeHOBaHNE HHANKATOPA A0CTHKEHUSI
KOMIMETEeHIHH KOMMEeTEeHIHHU KOMIEeTEeHIIHHU
Criocoben npoBoauTh | [IKC-1.1 - 3naeT kxputepnn onieHKH 3 HEKTUBHOCTH U
(hopmanmzanuro HaJIGKHOCTHU CPEJCTB 3alUTHI IPOTPAMMHOTO 00CCIICUCHHUS
mpenMeTHOW  o0JacTh ¢ | aBTOMaTHU3WPOBAHHBIX CHCTEM;
TIETTBI0 cozmanus | [IKC-1.2 - YMeer onpenersiTh mapaMeTpsl HACTPOUKH
[IKC-1 MH(OPMAIMOHHON CUCTEMBI | TIPOTPAMMHOT0 00CCIICYCHUSI CUCTEMBI 3aIIUTHI
B ctepe | nH(MDOPMAIIUU aBTOMATH3UPOBAHHON CHCTEMBI,
PO ECCUOHATTEHOM IIK-1.3 — Bimameer HaBBIKAaMU OIPEICIICHHUS IapamMeTPOB
JESITSIIbHOCTH HACTPOUMKHU MPOTrPaMMHOTO OOECIEUYCHHUsT CHCTEMBbI 3all[UThI
WH(POPMAITUH aBTOMATU3HPOBAHHOUN CUCTEMBI;
Cnocoben pemath 3amaun | [IKC-2.1 - 3HaeT OCHOBHBIE MEPHI 110 3aIIUTE HHHOPMAIIHH
npoeccnoHaIbHON B aBTOMATH3UPOBAHHBIX CUCTEMAaX;
nesitenibHocTH ¢ ydetoM | [IKC-2.2 - YMeer perucTpupoBaTh U aHATM3UPOBATh
TEKYIIEr0 COCTOSIHUS U | COOBITHUS, CBSI3aHHBIC C 3aIUTON UH(POPMAIIUH B
TEH/ICHIINI pa3BUTHUS | aBTOMATHU3UPOBAHHBIX CHCTEMaX. Y MEET PETHUCTPUPOBATH U
IIKC-2 HH()OPMAITHOHHBIX aHaJTU3UPOBATh COOBITHS, CBSI3aHHBIC C 3aIIUTOMN
TEXHOJIOTHA, CpeACTB | MH(OPMAIIMU B aBTOMATU3UPOBAHHBIX CUCTEMAX;
TEXHUYECKOHN samutel | [IKC-2.3 - Brageetr HaBBIKAMU UCIOJIB30BAHUS TUITOBBIX
nHpOpMaIuu, CceTell W | MPOTPaAaMMHBIX CPEJICTBA PE3EPBUPOBAHHUS U
CUCTEM nepeavr | BOCCTaHOBJICHUSI MH(POPMAIIMK B aBTOMATU3UPOBAHHBIX
HHPOpPMaLUH CHUCTEeMax.

2. TlacnopT ¢oHIa OLIEHOYHBIX CPEACTB MO JUCHHUIIHHE (MOLYTI0)

Kon
Ne | Kontposmpyemblie pa3aesbl (TeMbl) | KOHTPOJIUPYeMOii HaumeHoBaHue 011eHOYHOTO
n/n AMCIMILTHHBI KOMIeTeHIINT cpeacTsa
(WJIM ee 4acTH)
1 cemecmp
3ananus K 1a0OpaTOpPHBIM paboTam
Tema 1. [Ipennocbulku BHEIPEHUS A paTop P ’
1. [IKC-1, IIKC-2 KOHTPOJIBHBIE BOIIPOCHI, BOIIPOCHI K
MIPOrpaMMHBIX 3aKJIaJ0K
KOJUIOKBUYMY, BOITPOCHI K 9K3aMEHY
3aanus K 1aOOpaToOpHbIM paboTaMm,
2. | Tema 2. DBomouus yrpos. [IKC-1, IIKC-2 KOHTPOJIBHBIE BOIIPOCHI, BOIIPOCHI K
KOJUIOKBHYMY, BOIIPOCHI K 9K3aMEHY
3aanus K JIabopaTopHBIM padoTam,
3. | Tema 3. OCHOBHBIE YSI3BUMOCTH [IKC-1, TTIKC-2 KOHTPOJIBHBIE BOIIPOCHI, BOIPOCHI K
KOJUIOKBHYMY, BOIIPOCHI K 9K3aMEHY
3anaHus K 1a00paTOPHBIM paboTam,
4. | Tema 4. LleneBble aTaku [IKC-1, TIKC-2 KOHTPOJIbHBIE BOITPOCHI, BOIIPOCHI K
KOJJIOKBUYMY, BOTIPOCHI K 3K3aMEHY
3ananus K 1a00paTOPHBIM paboTam
Tema 5. Ataku (prHAHCOBBIX A patop P ’
5. 06 BEKTOR [IKC-1, TIKC-2 KOHTPOJIBHBIE BOIIPOCHI, BOIIPOCHI K
KOJJIOKBUYMY, BOIIPOCHI K 3K3aMEHY
KOHTPOJIbHBIE BOTIPOCHI, BOIPOCHI K
6. | xomnoxeuymol [IKC-1, TIKC-2 P POchL, BOTp
KOJUIOKBHYMY
KOHTPOJIbHBIE BONIPOCHI, BOIPOCHI K
7. OK3AMeEH IIKC-1, IIKC-2 P P ’ P
KOJIJIOKBUYMY, BOTIPOCHI K DK3aMEHY

Hukn nabopaTopHbIX pabOT BKIIOYAET B ce0s 3 00bEMHBIX J1a00paTOPHBIX pabOThI. 3ajauaMul UK

SABJIAIOTCA:

— OCBOCHHE OCHOBHBIX METO/IOB aHAJIM3a YSI3BUMOCTEH MPOrpaMMHBIX pealn3aliii Ha IPaKTHKE;
— OCBOCHHE IPUHIIUIIOB Pa0OTHI C COBPEMEHHBIMH JH3acceMOIepaMi U OTIaJUNKaAMU;




— IIOJIyYEHHUE HABBIKOB YCTPAHEHMS YSI3BUMOCTEH ITPOrPaMMHBIX pealn3aliii Ha KOMIIbIOTEPHBIX
CUCTEeMax

JladopaTtopHoe 3ansitue Nel (10 4.)

Tema Ilouck ya3BMMOCTe B IPOrpaMMHOM peajin3auuu

I]enw: ocBOEGHUE OCHOBHBIX MTPUEMOB U METOOB MOUCKA YSI3BUMOCTEH B MIPOTPaMMHBIX peaTn3alisx.
Cooepocanue pabomer: ananus nporpaMMubix peanusanuii ;s OC cemetictBa Windows Ha mpeameT
HAIMYUS HauOoJiee W3BECTHBIX YSA3BHUMOCTEH METOAOM OKCIEPUMEHTOB C “depHBIM SIITUKOM,
CTaTUYECKUM U IMHAMUYECKHM METOJIaMU aHaJIn3a IPOrPaMMHBIX peaTn3alyi.

Pe3ynvmam: nonpoOHasi IEMOHCTpAIHS PE3YIbTATOB PabOTHI, OTYET O MPOJICIaHHON padoTe.
Memoouueckue ykazanua: BBIIOJIHEHUE 33JaHHUA  JODKHO BECTHCh C  HCIIOJIB30BAHHEM
J3acceMOIIepOB, OTIAUYUKOB, M BCIIOMOTAaTEIbHBIX MTPOIPAMMHBIX CPEJCTB, OTUET JOJDKEH COAEPIKATh
NoJIpOOHBIN aHAJIN3 MPOJIEIAHHONW PabOTHI.

JladopaTtopHoe 3ansitue Ne2 (10 4.)

Tema IIporpaMMHBbIe 3aKJIATKH

Ilens: oOCBOGHHME OCHOBHBIX TIPUEMOB ¥ METOAOB CO3JaHHsl TMPOTPaMMHBIX 3aKIaJ0K U
IIPOTUBOIECHCTBUS IIPOrPaMMHBIM 3aKJIaJKaM.

Cooeporcanue pabomwl: METOIAbl CO3JaHMUS MPOTPAMMHOM 3aKJIaJKH, BHEAPEHUS MPOTPAMMHOMN
3aKJIaJKH, BbISIBIICHUA HpOFpaMMHOﬁ 3aKJIaJKHU, YAaJICHUA HpOFpaMMHOﬁ 3aKJIa K.

Pe3ynvmam: niporpaMMHasi 3aKj1aJika U porpaMMa Jijisl yIajdeHus MporpaMMHOM 3aKJIa Ky, MOoApoOHas
JEMOHCTpAIUs Pe3yJbTaToB pabOTHI, OTUET O MPOJETAHHON padoTe.

Memoouueckue yka3anusa: BBIIOJHEHHE 3aJaHusl JOJDKHO BECTUCh C  MCIOJb30BAHHEM
J3acceMOIIEpOB, OTIAUYUKOB, H BCIIOMOTAaTEIbHBIX IPOTPAMMHBIX CPEICTB, OTUYET JOJDKEH COACPKATh
noApoOHBIN aHATIH3 MPOJETAHHON PaOOTHI.

JladopaTtopHoe 3ansitue Ne3 (10 4.)

TeMa ATaku HA KOMIIBIOTEPHYIO CHCTEMY

Iens: ocBoeHHE OCHOBHBIX IMPUEMOB M METOJOB HCIOJIB30BAaHUSA YSI3BUMOCTEM B KOMIIBIOTEPHOM
CHCTEME JUIsl aTaKU M OPTaHU3alusl IPOTUBOAECHCTBUS aTake HA KOMIIBIOTEPHYIO CUCTEMY.

Cooepircanue padomel: OCHOBHBIE  YSA3BUMOCTHM  KOMIBIOTEPHON  CHCTEMBI, HCIIOJIb30BAaHUE
YA3BUMOCTEN KOMIIBIOTEPHOUN CUCTEMBI ISl ATAKU, METOIbI IPOTUBOACUCTBUS aTake Ha KOMIIBIOTEPHYIO
CHCTEMY.

Pe3ynbmam: moapoOHas IEMOHCTpalUsl pe3yabTaToB pabOThl, OTYET O NPOJEIaHHOW padoTe.
Memoouueckue yxkazanusa: BBINIOJHEHHWE 3a7aHUsl  JOJDKHO BECTHUCh C  HCIIOJIb30BAaHUEM
J3acceMOIIepoB, OTJIAYMKOB, U BCTIOMOTATEIbHBIX MPOTPAMMHBIX CPEJICTB, OTYET JOJDKEH COIEepPKATh
HOPOOHBIN aHAJIU3 MPOJETaHHON PaOOTHI.

3a oaHy padoty Bcero

Mun. Makec. Mun. Makec.
0aJJIOB | 0aJITIOB 0aJ17I0B 0aJ1710B

®opMa KOHTPOJISI

Tekynuii KOHTPOJIb:

AxTHBHas paboTa Ha 3aHATHH 0,25 0,5 9 18
BrinmonHenne qoMarHero 3aaaHus 0,75 0,75 27 27
BrImnonHeHme 3a1aHnii caMOCTOSTENILHON paboThI 1 3 1 3
KOJLLOKGUYM 1 3 3 9
[IpomesxyTouHast aTTecTanus (3K3aMeH) 20 43

HToro 3a cemectp 60 100




IIpumepHbBIe BOonpoCkI K 3a4eTy

DN e

ot ol Ll ol L

St

OBomonus BupycoB. HauGosee onacHblie BHPYCH

Kak peanusyrorcs ataku nepenonsenus 6ydepa? Kak storo usbexars? ITpuBenure npumep
peanu3alyy aTaku.

Kak yctpoeHs! u kakue 6eiBatotT DoS-ataku?

Kak opranusosana ataka MAC-flooding?

Yro Takoe Phishingoseiii caiit?

Kak npoucxonut noamena cy6nomena DNS? Cokpaienus Ha3Banuii cy6nomenos DNS.

Yro Takoe Potentially Unwanted Program (PUP - noTeHumansHo HexenatenbHas nmporpamma)?
Kax arakyror WEB-ceppepsi? Kakue cyimecTBytoT cnoco6s1 BCTpauBaHHs BPEIOHOCHOTO KOJA Ha
CTpaHuLly?

Yro Takoe «Ataku HyneBoro nHA». UTo AenaioT pa3paboTuKKH, y3HaB O TakuX atakax? Kax y3Hats
4TO OOHapYyKEHa YSI3BUMOCTH U KaK €& 3aKphiTh?

Yro takoe Adware (Madware) u Grayware?

Kak peanusyrorcs Hijackers —aTaku?

Yro takoe Ransomware, Scareware u Rouge Security (rogueware)?

Kakue Buapl Cross-Site Scripting (XSS) Bam uzBecTHb? Kak OHMpeanu3yloTcs U Kak OT HUX
3aLUTUTHCA?

b

. Kak npoucxoaut B3nom WEB-npunosxxenuii ¢ nomouipio "orpasnennsix" Cookie?
. Email bombing

. Knukepsi Clickjacking u likejecking, yro ato?

. ¥Yrpo3sl Ha cropoHe cepBepa. SQL Injection (SQLi).

. Uro takoe ARP-spoofing u danscupukauus mexcaiitosbix 3anpocoB CSRF.

15.
16.
17.
18.
19.

Kak ucnone3oBaTh uepHble X0bl B Meaua-¢aiinax?

Pa3HoBuaHocTH aTaku «Yenosek nocepeaure (Man-In-The-Middle).»

Kakue Ha naHHBIH MOMEHT aKTyaJlbHbl aTaK¥ (PMHAHCOBBIX OOBEKTOB?

Kakue umeroTcs ckpeiThie yrpo3sl 6e3onacHocTH?

YT0 NOHMMAIOT MO/ HECAHKLIMOHUPOBAHHBIM JAOCTYNOM B MalLlMHbI, OTKJIIOUYEHHBIE OT MIHTEpHET?

Kpurepuu ouenku:
OueHka «3a4TeH0» BHICTaBIISETCS:

e CryaeHTy IiIy0OKO W IPOYHO YCBOMBIIEMY NpPOrPaMMHBI MaTepHall, HCYEPIbIBAIOIIE,
I0CJIEI0BATEILHO, TPAMOTHO M JIOTHYECKH CTPOWHO €ro M3jaraioueMy, B OTBETE KOTOPOIo
YBA3BIBAETCS TEOPHUS C MPAKTHKOM, OH IOKa3bIBaeT 3HAKOMCTBO C JINTEPATypOH, IPaBHUILHO
O0OOCHOBBIBAET M HCIOJB3YET pAlHOHAIGHBIE M COBPEMEHHBIE CpEICTBA pEIICHHUS
TIIOCTaBJIEHHOH! MTPOOJIEMBI.

e CTYIEHTy, TBEpPIO 3HAIOIEMY IIPOrpaMMHBIA Marepuaj, TPaMOTHO H MO CYLIECTBY,
U3JIaraloleMy €ro, KOTOpBI He JOIyCKaeT CYLIECTBEHHBIX HETOYHOCTEW B OTBETE HA
BONPOC, MPABHIIBHO MPUMEHSAET TEOPETHYECKHE NMOJIOKEHHs IPU PEIIEHAH MOCTABICHHOH
3a/1a4y.

e CTY/IEHTY, KOTOpPBI 3HAeT TOJBKO OCHOBHOH IPOrpaMMHBIM MaTepuajl, HO HE YCBOHWII
0COOEHHOCTEM, JOMYCKAaeT B OTBETE HETOYHOCTH, HEKOPPEKTHO (OPMYIHMpPYET OCHOBHBIC
3aKOHBI M IPABUJIA, 3aTPYAHSCTCS B BHINOJTHEHHH IIPAKTHYECKUX 3a/1a4.

OneHka «He 3a4YTEHO» BbBICTABISACTCI CTYACHTY, KOTOpBIfI HE 3HAeT 3HAYHUTEJIbHOM YacTH
NporpaMMHOro Marepualia, AOMYCKacT B OTBETC CYHICCTBCHHBIC OUIPIGI(I/I, C 3aTpyAHCHHSIMH

IPAKTHYCCKUC 3aJaHU .

CocraBuTelb A B ey Bamaxumze H.C

(nozmKcs)

«13» mapta 2024 1.



