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1. Iean u 3aaa49u AU CHUILTHHBI

Heab AMCHUIIMHBI

Lemsmu  ocBoeHuss  aucIUiuHbl  «llpozpammnuo-annapamusie  cpedcmea  3auiumol
ungopmayuuy» sBusoTcs  popmupoBaHUE OOHIETTPOPECCHOHANBHBIX KOMIETCHIMA  OymIyIIuX
CIICUAINCTOB B 00sacTH MH()OpMAIMOHHOW 0e30macHOCTH, (OpPMUPOBAaHUE Yy CTYACHTOB 0a30BBIX
3HAaHUI, YMECHUI M HABBIKOB IO OCHOBAaM 3aIUThl MH(OpMAIMM B KOMIIBIOTEPHBIX CHUCTEMax IpHU
MOMOIM  TPOTPAMMHO-ANIIAPATHBIX  CPEJACTB  JOCTATOYHBIX  JUISS ~ OCBOCHHS  OCHOBHOM
npodeccnonanpHO  oOpaszoBarenbHON Tporpammbl  HampasieHus 10.03.01 HMudopmarmonnas
0€301acHOCTb.

33[[3‘11/1 ANCIHUIIJINHBI
OCHOBHBIMH 3aa4yaMi U3YUYCHH JUCHUILINHBI SABJIAKOTCA:

1. ®opmupoBaHUE MPEICTABICHHUS W TOJyY€HHE HaBBIKOB pabOTHl C MPOTrpaMMHO-aNNapaTHBIMH
CpeACTBaMU 3aLIUThl UHPOPMALIUH, PEATHU3YIOIIUM OT/AEIbHbIE (YHKINOHAIbHbIE TPEOOBAHUS IO
3aluTe.

2. ®opmupoBaHue 0a30BbIX 3HAHUH U YMEHUH pa3paOOTKH KOMIOHEHTOB IPOrpPaMMHO-aNNapaTHbIX
CPEICTB 3alIUTHl HHPOPMAIIHH.

3. ®opmupoBaHue 0a30BbIX 3HAHUHM IO METOJAM M CPEACTBAM XpaHEHHUs KII0YeBOM MHGopMaluy,
MCTOAaM U CpCACTBAM OI'paHUYCHUA JOCTYIIa K KOMIIOHCHTAM BBIYHMCIUTCIIbHBIX CUCTCM, 3aJa4aM
U TEXHOJIOTMHM CepTHU(UKALUU MPOrpaMMHO-alIApaTHBIX CPEACTB 3alIUThl MH(MOpPMaLUU Ha
COOTBETCTBHE TPeOOBaHUSAM HH(POPMAITMOHHON 0€30IaCHOCTH.

4. ®opmupoBaHue 0a30BbIX 3HAHUH U YMEHHMH IO METOJaM 3alllUThl OT BPEIOHOCHBIX IPOTPaMM,
3alUTE MPOrpamMM OT U3MEHEHHS U KOHTPOJIIO LIETOCTHOCTH.

MecTO TMCUHMILTMHBI B CTPYKTYpPe 00pa30BaTeIbHOM MPOrpaMMbl

Hucuunnuna «IIpozpammnuo-annapamusie cpeocmea 3auiumol uH@oOpmayuu» OTHOCUTCS K
obsi3arenpHOl yactu bnoka 1 JucuuruimHbel (MOZYNIHM) MOATOTOBKH CTYASHTOB IO HAIPABICHHIO
noaroroBku 6akanaBpoB 10.03.01 Mudopmanmonnas 6€30macHOCTb
IIpepekBU3MTHI AHCHUIINHBI:

W3yuenune naHHOM TUCHMIUIMHBI Oa3upyeTcss Ha 3HAHUSX, IMOJYYEHHBIX B PE3yJbTaTe W3Yy4EHUs
TaKMX JUCHUIUIMH Kak «OcHOBBI MH(pOpMalMOHHOM Oe3omacHocTh», Pa3paboTka M sKCIUTyaTarus
3alIMIIEHHBIX aBTOMAaTU3MPOBAHHBIX CUCTEM, MeTOJbl M CPEACTBA KPHUNTOrpapuyecKol 3amuThl
uHpopmanuu, OCHOBHI yIIpaBieHNs HH(OPMALIMOHHON 0€30M1aCHOCThIO

N3ydyeHne naHHON JUCHMIUIMHBI IPOXOAUT NapauIeIbHO C U3YYEHUEM TaKOM JUCLMILIMHBL, KaK
«3amura nHOPMaLUU OT YTEUKH 110 TEXHUYECKUM KaHalaM» U 0a3upyeTcsl Ha 3HAHUSX, MOJYy4EHHBIX
B PE3YJbTATE U3YyYEHUS 3TON TUCLUIUINHBIL.

IlocTpeKBM3UTHI AUCUMILINHBI:

3HAHUS U YMEHMS, IOJyYEHHbIE CTYJEHTAMH IIPU U3YYE€HUU IUCLUIUIMHBI, IPUMEHSIOTCS MU
BO BpeMs y4eOHOM U MPeIAUINIOMHON IPAKTHK U B UX NPOPECCHOHATBHON AEITEIbHOCTH.

2. (I)OpMpreMI)le KOMIICTCHIIMM U HUHAUKATOPbI UX JOCTHKCHUA 110 JUCHUILJIMHE

[Tporiecc m3ydeHUs AMCHUIUIMHBI HaNpaBieH Ha (OPMUPOBAHHME 3JIEMEHTOB CJEIYIOIUX
koMmnetreHIui B coorserctBur ¢ @I'OC BO no naHHOMY HanpaBlIEHUIO:

Konanl Coaep:xxanue KoMneTeHIM I Kox u HaumMeHOBaHMe MHAMKATOPA
KOMIIETeHIINHT JOCTH:KEHUS KOMIIEeTeHIINH
OIIK-4. Crnocoben mpumeHsath  HeoOxoaumbie | OIIK-4.1 - 3naeT ocHOBHBIE (hH3UHECKUE

(1)I/ISI/I'-IGCKI/IG 3aKOHbI M MOJIEIM I | 3aKOHBI, (I)I/ISI/ILICCKyIO CYIIHOCTBb SIBJICHUI U

pemieHuss  3amad  npodeccuoHaIbHOM | [POUECCOB,
NeSATeIbHOCTH; OI1IK-4.2 - YMmeeT UCIoib30BaTh
b

MareMaTHYECKUE MOJIENN (PU3HYECKHUX
SIBJIGHUH U ITPOLIECCOB;
OIlK-4.3 - Brnageer mnpakTUYECKUMH




HaBBIKAMH pemieHus THUITOBBIX
MPUKIIAIHBIX PU3UUECKUX 3a/1a4.

OIIK-6. Cnocobex npu pemienun | OIIK-6.1 - 3HaeT OCHOBHEIE TIONOKEHNUS
podecCHOHAIBHBIX 3amay | ACUCTBYIOMMX B PO HOpMAaTHBHBIX
OpraHW30BBIBATH 3aIIUTy HH(pOpMAaryy | TPABOBBIX AKTOB, HOPMATHBHBIX H
OrPaHMYEHHOTO JOCTYyIa B COOTBETCTBMH | METOAMICCKHIX
C HOPMAaTUBHBIMHU IIPABOBBIMU aKTaMH, JIOKYMCHTOB TIO BOTIPOCAM Opratisatin
3aIIUThl HHPOPMALIUK OTPAHUYCHHOTO
HOPMaTUBHBIMU U MGT(?JI[I/I‘ICCKI/IMI/I focTyma:
AOKyMeHTaMu cDeHePaHLEIOH CITyKObI OIIK-6.2 - YMeeT aHAIM3UPOBATh U
6e3onaCHOCTI:I Poccuiickoit Denepanun, pa3pabaThIBaTh MPOCKTHI JIOKATBHBIX
DezepaIbHON CITYXKOBI [0 TEXHHICCKOMY MPABOBBIX aKTOB, MHCTPYKIIUH, PErJIaMeHTOB
U SKCIIOPTHOMY KOHTPOJIIO; W OPraHU3ALUOHHO-PACIIOPSAUTEIBHBIX
JIOKyMEHTOB, PETJIAMEHTHPYIOLIUX padoTy
o obecrneyeHn o NHHOPMAITMOHHOM
0€e3011aCHOCTH;
OIIK-6.3 - Birageer HaBBIKAMU
IPUMEHEHUS TEXHOJIOTHIA, METOJIOB U
CPEICTB 3aIIUTHl HH()OPMALHN
OTPaHWYEHHOTO JIOCTYIIA.
OIlK-4.3 OIIK-4.3. Cnocoben BbimonusATh padotsl mo | OI1K-4.3.1 - 3HaeT oCHOBHBIE MEPHI 110

YCTaHOBKE, HAaCTpOMKe,
aJIMUHUCTPUPOBAHUIO, OOCTY)KUBAHUIO U
IpOBEpKe PabOTOCIIOCOOHOCTH OTAEIBHBIX
NPOTrPaMMHBIX, MTPOTPaMMHO-aINapaTHBIX (B
TOM  9YWCIE€  KpUnTorpauyeckux) U
TEXHHYECKUX CPEACTB 3aIIUTHl MH()OPMAIIH
ABTOMATH3UPOBAHHBIX CHCTEM

3ammTe MHHOpPMAaInH B
aBTOMAaTH3WPOBAHHBIX CHCTEMAX, a TAKKe
COZIep)KaHUE HKCILUTyaTallMOHHOM
JOKYMCHTAIIMU aBTOMAaTU3UPOBAHHON
CHCTEMBI;

OI1K-4.3.2 - YMeeT ycTpaHsTh BEISIBICHHBIC
YSI3BUMOCTH aBTOMAaTH3UPOBAHHOM CUCTEMBI,
NPUBOJISIINE K BOSHUKHOBEHHIO YTPO3
Oe3omacHocTH HH(OPMALNH, TPOBOAUTD
aHaJM3 JIOCTYITHBIX HHPOPMAIIHOHHBIX
WCTOYHUKOB C IIEJIbIO BBISIBICHHUS U3BECTHBIX
YSA3BUMOCTEH, UCTIONB3YEMbIX B CHCTEME
3aIIUTHl HHPOPMALIUH POTPAMMHBIX
POTrpaMMHO-aMNIapaTHBIX CPEJICTB;
OI1K-4.3.3 - Baaneer HaBBIKAMA
OCYIIECTBJICHUS] aBTOHOMHOU HaJIaJKH
TEXHUYECKUX U MPOTPAMMHBIX CPEJICTB
CHCTEMBI 3aIUTHl HHPOPMALIUH
aBTOMAaTH3WPOBAHHON CHCTEMBI

3. CTpyKTypa H coJep:KaHue JUCHUTITHHBI
3.1. CTpykTypa THCHUNIUHBI

O6miass TPyJIOEMKOCTh JUCHUIUIMHBI CcOCTaBiisieT 3 3adeTHbIXx eauHui; (108

aKaJeMHUYECKHUX 4acoB).

TpynoemMKocCTs,
Bua pabotsr aKaJ. 4acoB
8 cemectp BCETO
Oo6masi TpyA10eMKOCTh 108 108
KonTakTHas padora: 50 50
Jlexumm 22 22
Jlabopartopubie paboTsI (J1ad) 24 24
KonrakTHast paboTa B mepuo]i TeOPEeTUIECKOr0 4 4
obyuenust (KoutTO) (TIposedenue mexyupux




KOHCYIbMayuti U UHOUBUOYAIbHASL paOOma co
cmyoenmamil)
IIpomeskyTouHasi aTTecTanus (3a4er)
CamocrosiTeibHasi padora: 58 58
- camono02omoska (npopabomka u
nosmopenue Mamepuand 3aHAMul, Y4eOHUKo8 u
Yuebuvix nocobuii); 29 29
- N10020MOBKA K 1a00PAMOPHLIM 3AHAMUAM, 29 29

4. PacnpeneieHue BHA0OB PadoThl U MX TPYA0EMKOCTH 1O pa3aeiaM JUCHUININHBI

Buner yae6Ho# paboTs (B
Jacax)
KOHTaKTHas w
g DOopMBI TEKYIIETO KOHTPOJIS
No Paspen nucuurinuel/ o N = P Y P .
= = E | YycmeBaeMOCTH, IPOMEXYTOYHOH
n/n TEMBI g i (T
= o= axl & o arrecrauuu
= O = o =l 8V
= T El 8l &
i =R e X o 9
[ S5 &3 9
= =5 8 ) c%
= <
= = | ©
8 cemecTp
YcTHBII onpoC MO TEME JIEKIIUU
Tema 1.Teopemuueckue acnexmoi
npUMeHeHUs NPOPAMMHO-ANNAPATIHbIX Brinonenie npaxTuteckoro
1P poep P . 6 10 | samanus
cpedcme obecneyeHus: UHGOPMAYUOHHOU
TecTupoBaHue
bezonacnocmu
YcTHBII 0npoC MO TEME JIEKIIUU
Tema 2. Ilpoepammuo-annapamuvie
. BrinosHeHUE NPaKTUYECKOTO
2.| cpeocmea obecneuenus unghopmayuoHHoU 14 24 38 sananus
bezonacrocmu.
TecTupoBaHue
Tema 3 HopmamugHule O0KyMeHmbl, VYcTHBIH onpoc 10 TeMe JEKLIUU
3| peayaupyiouue npuMenetue npozpammHo- ) 10 BerinosHeHNE IPaKTHYECKOTO
| annapamuwvix cpedcma 3auumul 3a7aHus
ungopmayuu TectupoBanue
UTOro: 22 24 58

4.1.Conepskanue pa3iejioB JTUCHUILIHHBI
Pa3nes 1 Teoperuyeckue acneKThbl IPUMEHEHHS IPOrPaMMHO-aNNIAPATHBIX CPEACTB
o0ecnieuenusi ”HGOPMAIHOHHOM 0€30MaCHOCTH.

[Tonstue momutuku Oe3omacHOoCTH. ONMCAaHUE THUIIOBBIX TMOJUTHK O€30MaCHOCTH. YTPO3BI
0€30MacHOCTH KOMITBIOTEPHBIX CHUCTeM. Mojenb KOMIbIOTepHOH cucteMbl. IloHsATHe MoOHHTOpa
6e3onacHoctu. Konnenuust nucneruepa gocrymna. ObecrieyeHHe rapaHTUN BBINOJHEHUS HOJUTHKU
6e3omacHOCTH. MeToJl TreHepalM HW30JMPOBAHHON MPOrpaMMHOM cpelbl MpU MPOEKTHUPOBAHUHU
MEXaHU3MOB TapaHTUPOBAHHOIO MOJJEPKAaHUS TOJUTHKU Oe3omacHocTd. Monenu 0Oe3omacHOro
B3aumozeiictust B KC. Ilpouenypa uaeHTUGHKAIMM M ayTeHTHU(HUKAIMK: 3alIMTa Ha YPOBHE
pacmupenuii Bios, 3amunTa Ha ypoBHE 3arpy34lKOB ONEpPallMOHHOMN Cpeibl
Paznen 2 IlporpaMmHo-annapaTHble cpecTBa o0ecnieyeHnst HHGOPMALMOHHOM 0€e30MacHOCTH.

OcHOBHbIE  MPHUHLMIIBI  CO3/IaHHUS  MPOTPAMMHO-ANMNapaTHBIX  CPEICTB  oOecreyeHus
uHpOpMalMOHHON Oe3omacHocTH. [IporpaMMHO-anmapaTHble CpPEACTBA, PeaTU3yIOLIUe OTIeNbHbIE
(GyHKIUMOHATIbHBIE TpeOOBaHUS IO 3allldTe, WX NPUHLUIBI JEHCTBUS U TEXHOJIOIMYECKHE
ocoOeHHOCTH. B3anmmojeiicTBue ¢ OOIIECMCTEMHBIMH KOMIIOHEHTAMH BBIYUCIUTEIBHBIX CHCTEM.
CpenctBa obecriedueHus WHGOPMAMOHHOW Oe3omacHocTH B omepannonHoi cucteme GNU/Linux.
JIMCKpEIMOHHBIN U MaH/IaTHBIN MEXaHU3MbI pa3rpaHUuEHHsI TOCTYMA K (aiioBbIM 00bEKTaM B




onepanuonnoi cucteme GNU/LInUX. 3aMKHyTass mporpaMMHasi cpejia U KOHTPOJb IIETOCTHOCTH B
oneparonnoir cucreme GNU/Linux. MeToapl u cpeicTBa OrpaHMYEHHUs OCTyNa K KOMIIOHEHTaM
BBIUMCIUTENbHBIX CcHCTEM. MeToapl M CpelIcTBa MPHUBA3KM IPOTPAMMHOTO OOecredeHusl K
anmapaTHOMY OKPYXEHHIO U (PU3NYECKUM HOCUTENSIM. YTpaBJieHUE KII0YaMU KPUNITOrpadudecKuMu
KJItouaMu. MeToibl U CpeliCTBa XpaHEHUs KJIH04eBOr MH(GOpMaluu. 3aliuTa MporpaMM OT U3YUYEeHHS.
CriocoObl BCTpaWBaHUsSI CPENICTB 3aIUTHl B MPOTrpaMMHOE OOecredeHre. 3amuTa OT pa3pyllaroninx
MPOrpaMMHBIX BO3ACHCTBUI M BPEIOHOCHOTO MPOTPAMMHOIO OOecreueHus. 3aliura mporpamm OT
MU3MEHEHHUS U KOHTPOJIb LIEJTOCTHOCTH.

Paznen 3 HopmaTuBHBIE JOKYMEHTBI, peryJupyoliue NpuMeHeHne NPOrpaMMHO-aNnapaTHbIX
CPeACTB 3aIIUThI HH(popManuu.

Ponp  crammaptroB  uHpopMmarmonHod — OezomacHoctu.  JlokymeHnTel  ['ocynmapcTBeHHOMN
TeXHUYecKor komuccuu Poccuu. 3amaum v TexHOJOTUs cepTU(UKAIMKU MPOrpaMMHO-AMIMAPaTHBIX
CpeACTB Ha COOTBETCTBHE TpeOoBaHMAM HH(MOpMAIMOHHON Oe3omacHOCTH. OCHOBHBIE KaTErOpUU
TpeOOBaHUN K MPOrpaMMHOM M MPOrpaMMHO-aNIapaTHON peaau3aluu CpelicTB oOecreyeHus
nHpopMaMoOHHOH 6e3onacHocTu. [loka3arenu 3amUIIEeHHOCTH CPEICTB BEIUUCIUTEIEHOW TEXHUKU OT
HECAaHKIIMOHUPOBAHHOrO  JocTymna. Kilacchl  3alMIIEHHOCTM  aBTOMAaTU3UPOBAHHBIX  CHCTEM.
TpeboBanus k mporeccy cepTUhUKANNUN TPOTYKTa HHPOPMAIIMOHHBIX TEXHOJIOTUN

Tembl ¥ IUIaHBI JTA00PATOPHBIX 3aAHATHI
JladopaTopnoe 3ansaTue Nel (2 u.)
Tema. JIuckpelmOHHBIN U MaHIATHBIM MEXaHU3Mbl Pa3rPaHUYEHUS A0CTyNA K (haillIoBBIM OOBEKTaM B
ONEPALlMOHHOMN CUCTEME.
Bomnpocs! 11t 00cyxaeHus:

1. JIMCKpeIHMOHHBIN MEXaHU3M Pa3rPaHUYCHUS JTOCTYIA K (haiIOBBIM 00bEKTaM

2. MannaTHbI MEXaHU3M pa3rPaHUYCHUS JOCTYIA K (aiijIOBEIM 00bEKTaM

3. JlocTomHCTBA M HEJIOCTATKH TUCKPEIIHOHHOTO ¥ MaHIATHOT'O MEXaHU3MOB Pa3rpaHUYCHUS
noctymna K GainoBsiM 00BEKTaM.

JlaGoparopnoe 3ansTue Ne2 (2 4.)
Tema. 3amMKHyTast IPOrpaMMHasi CpeJia ¥ KOHTPOJIb IIEJIOCTHOCTH B ONEPAIIMOHHOM CHCTEME
Bormpocs! mist o6¢cyxeHus:

1. 3amkHyTas nmporpamMMHasi Cpeia B OIIEpallMOHHON cucTeMe

2. KoHTpoIb IIETTOCTHOCTH B OTIEPAIIMOHHON CHCTEME.

3. Opranusaiusi KOHTPOJIS LIEJIOCTHOCTH B ONEPAIMOHHON CUCTEME.
JlaGopatopnoe 3ansaTue Ne3-4 (4 )
Tema. Pa3pabotka 3amumienHoro [10 ¢ mpuMeHeHneM annaparHbix kinroueit eToken
3naxomcTBO ¢ eToken API.
Bomnpocs! 11t 00cyxaeHus:

1. basoBsle dhyHKIMY, CBSA3aHHBIE ¢ onpeeneHreM Hannyus eToken B cucteme

2. Tlomyyenue unpopmanuu o noakimodeHHoM eToken.

JladopaTopnoe 3ansitue Ne5-6 (4 u)
Tema. Pa3pabotka 3amumenHoro [1O ¢ npuMeHnenuem annapaTHbIx Kitouel eToken
Pa6ora ¢ ceprudukaramu X.509 na eToken
Bonpocs! 1uist 06cyxienns:
1. 3HakoMmcTBO c ceprudukatamu X.509,
2. wusyuenne ¢pynkumun eToken API, cBs3anHbIX ¢ mMnopToM cepTudukaroB Ha eToken,
3. BBINOJIHEHHUE ONEepalfio BX0/1a rmosb3oBaTens Ha eToken.

4. 1. Jla6oparopnoe 3ansaTue Ne7-8 (4 4)
Tema. Pa3pabotka 3ammuiiensoro I10 ¢ npuMeHeHneM annapatHbIx kimtoueit eToken.
O6wbexTsl eToken.
Bomnpocs! 11t 00cyxaeHus:
1. Tunsl 00bEKTOB, KOTOPBIE MO3BOJISIET XPAaHUTh U UCTOIb30BaTh eToken,
2. olepaluu, CBSI3aHHbIE C YTEHHEM, 3alHChI0, yaleHueM U MOMCKoM 00bekToB Ha eToken



JlabopaTopHoe 3ansitue Ne9-10 (4 1)
Tema. Pazpabotka 3amumienHoro 10 ¢ npumeHeHnem anmnapaTtHbix kitoueit e Token.
HIudpoanue ganHbIx ¢ nomoinsko eToken.

Bormpocs! muist o6¢cyxaeHus:

1. Tunsl mudpoBaHUS U MEXaHU3MBI, 00E€CIICUNBAIOIIMMU TeHepaluio kimoueit eToken,
2. mmdpoBaHUE TaHHBIX ¢ moMoIbio eToken.
3. pacumdpoBbIBaHHE JaHHBIX ¢ ToMoIisio eToken
JlaGoparopHoe 3ansiTue Nell-12 (4 4)
Tema. «3amura aBTOMaTH3MPOBAHHBIX CUCTEM OT BPEJOHOCHOTO MPOTrPAMMHOT0 0OECIICUEHUS»

Bomnpocs! 11t 00cyxaeHus:

1. npuHIUNIBI PaOOTHI BPEJOHOCHBIX MPOTPaMM.

5. Tembl AUCHMILTHHBI (MOYJIs1) JAJIs1 CAMOCTOSITEILHOTO U3YyUYEeHUS

He npenycMoTpenbl

6. OOpa3oBaTe/ibHbIE TEXHOJIOTHH

Ne .
w/n HaumeHnoBaHue pa3jaesia Buabl y4eOHbIX 3aHATHH Oobpa3oBaTesibHbIE TEXHOJIOTUH
Jlexnus 1 T
Tema 1.Teopemuyeckue acnexmol Jexus 2 paaunnoHHas JICKIHUA B ayld. €
NPUMEHEHUA NPOocpaAMMHO-annapaniHovlx M J_H)TI/IMGI[I/IaH OCKTOPOM
1. p pocp D Jlexuus 3 Yy p P

cpedcme obecneyeHuss UHGOPMAYUOHHOU
bezonacrnocmu

CamocrosiTenbHas padboTa

[ToBTOpeHue Matepuana,
MOATOTOBKA JIOMAIITHETO 3a/IaHuUs.

Tema 2. Ilpoepammuo-annapamuoie

Jlexknus 1
Jlexnus 2
Jlekmuga 3
Jlexnus 4
Jlexuus 5
Jlexnus 6
Jlexuus 7

TpanuuuoHHass JeKuus B ayA. C
MYJIbTUMEIHA TIPOEKTOPOM

JlabopaTtopHas padora 1
JIaGoparopHas paboTa 2
JlabopaTtopHas pabora 3

2. |cpedcmea obecneuenusn JlaboparopHas padota 4
unghopmayuounoli besonacHocmu. Jla6oparopnas paboTa 5
JIaGoparopHas paboTa 6
JlabopaTtopHast pabota 7
JlaGopartopHas paborta 8
JlabopaTtopHast pabota 9
JIaGopartopHas pabota 10
JlabopaTtopHas padota 11
JlaGoparopHas pabora 12
IToBTOpEeHME Marepuaia,
CamocrosiTenbHas paboTa
MOJArOTOBKA JIOMAIIIHETO 3a1aHUs.
TpanuuuoHHast JeKUUs B ayd. C
Jlexums pajui H YA
MYJIbTUMEIHNA IPOEKTOPOM
IToBTOpEeHune Martepuana
Tema 3 HopmamueHule 0oKyMmeHmbl, CamocrosiTenpHas pabora p P ’
3. |[peymupyionue npunenenue ITOATOTOBKA TOMAIIIHETO 3aJaHUs.
" |npocpammmo-annapammusix cpeocma Ta60DaTODHOE 3AHSTHE Ha60paTopHoe 3aHATUC B
3auumel uHgopmayuu p p KOMITBIOTCPHOM KJIaCCC
IToBTOpeHune Marepuana,

CaMocTrosTenbHas pa60Ta

IoAT0OTOBKA AOMAIITHETO 3a/laHMA.




JlabopaTtopnoe 3aHATHE B

JlaGopatopHoe 3aHATHE
KOMIIBIOTEPHOM KJ1acce

7. OueHo4HbIe cpeacTBa (MaTepuajbl) I TEKylIero KOHTPOJISI YCIeBAeMOCTH,

NMPOMEKYTOYHOM aTTeCTAUM 00YyYAKOIIUXCSA M0 JUCHHUILINHE.
dopma KOHTPOJIS AJist O4HOU popMbl 0OyueHus — 3auem,

HpI/IMepr Sa,Z[aHI/Iﬁ JJId TEKYILIECTO KOHTPOJIA U IMTPOMEKYTOUYHBIX SaI[aHI/Iﬁ I10 pa3JIMYHbIM TCMaM:

3ananue 1
HeoOxonuMo HamucaTe mporpammy, KoTopass OyIeT NpPOM3BOAUTH WHUIUANM3ALMIO OUOIMOTEKH
PKCS#11 nmns eToken, BbBOmWUTH WH(MOpMALHUIO O JaHHOW OMOIMOTEKE, B OTICIBHOM TOTOKE
MoJiydaTh MH(OPMALIUIO O COOBITHSAX MOAKIIOYeHUs/oTKIoueHus: eToken. B ciyyae BO3HUKHOBEHUS
coOwiTus moakmroueHuss eToken mOmKEH MPOU3BOMUTCS BBIBOJ HHGOPMAIMKA O TOIKIIOYCHHOM
eToken.

3ananue 2
Heo6xonuMo co3nath cepTUdUKAT CTyJIEHTa, IMOANUCAHHBIM C MOMOLIbIO cepTUUKaTa Mperno-
nasarens. TpeOyercs HamucaTh mporpammy, Kotopas uMrnoptupyer ceprudukar x.509 8 DER koam-
poBke Ha eToken. B maHHON mporpamme HEOOXOIUMO: NMPOU3BECTH MHHUIMAIM3ALNIO OUOIMOTEKH
PKCS#11 nns eToken, 3anpocuts yTh K cepTH(HKATY Ha )KecTKoM nucke, [IMH ams mogxmroueHust k
eToken, npoussectu onepauuto Login k eToken, cuutate ceprudukar ¢ KeCTOKOro AMCKa, CKOIH-
poBats ceptudukar Ha eToken. [IpoBeputs Hanmmune ceprudurara ¢ momonibio eToken PKI Client.

3aganune 3
Tpebyercs HanucaTh POrpaMMy, KOTOpas:
— MO3BOJISIET CYUTHIBATH 3aKPHITHIN KiTt04 B hopmare PEM, 3anuceiBath ero Ha eToken;
— MO3BOJISIET 3alUChIBATh NPOU3BOJIbHBIE (ailiibl Ha eToken;
— MO3BOJISIET UCKATh JaHHbIe Ha eToken U coxpaHsITh BHIOpaHHBIE TAaHHBIEC HA )KECTKUM JTUCK;
— TIO3BOJISIET yaaNIsATh naHHbIe ¢ eToken.
2. Heo6xoumo U3BII€Yb 3aKpBITHINA KiIr04Y U3 XpaHwmima Windows, 3anucats ero Ha eToken.
3. Co3naTh HECKOJIBKO (DAlIOB ¢ CEKPETHHIMH CBEIEHUSAMU M 3amucath ux Ha eToken.
4. ITpousBecTu MOUCK NaHHBIX Ha eToken, COXpaHUTh BEIOpAHHBIC TAHHBIC HA )KECTKUH JIHCK.
5. Ynanute onun u3 daiinos ¢ eToken.

3ananmue 4
Tpebyercs HanucaTh Nporpammy, KOTopasi:
— FeHepupyeT CECCUOHHBIN KITI0Y MH(pOBaHUS;
— CUMTBIBAaeT JaHHbIC U3 (paiiina ¥ MPOU3BOAUT UX MIK(POBAHUE, BHIBOIUT 3alIM(pOBaHHBIE JaHHbBIE B
KOHCOJIb;
— pacmn(poBHIBAET JaHHBIE U BBIBOJUT X HA KOHCOJIb.
2. Jlng mpoBEpKU HCIOJIb3YHTE TEKCTOBBIM (ailyl ¢ coAep KUMBbIM, BKIIIOYAIOLUIMM HOMEpP IPYHIbl U
®UO cryneHra.
3. HeoOxoaumo, 94TOOBI IpOrpaMMa BBIBOJIUIIA UCXOJHBIA TEKCT MOCe paciii(poBbIBAHUS.
4. VYuutbiBaiiTe, uYTO HEOOXOIMMO HCIONIB30BaTh Oydep anuHOW 128 OaliT W NPOUZBOAMTH
mudpoBaHue JaHHBIX Kyckamu 1o 128 Oaitt. YOemurtech, 4TOo mporpamMmma pabotaer ¢ Qainamu
6ounbiie 128 Gaifr.

3aganue 5
1. C nomombto ¢ uHCTpyMeHTa Process Monitor. co3maiite U mpuMeHUTE TPH PUIBTPA K
pa3IUYHBIM IIpOrpaMMaM.
PazapxuBupyiite 18e BpeIOHOCHBIE MPOTPAMMBbI COTJIACHO BapUaHTY.
3. 3amyctuTe pazapXUBUPOBAHHBIE BPEIOHOCHBIE MMPOTPAMMBI, CO3/IaiTe M MPUMEHUTE (QUIBTPHI
JUTSL TAaHHBIX TIPOTPAMM.

N




[Ipoananuzupyiite neTanbHy0 HHGOPMAIUIO, BEIBEICHHYIO MPU TOMOIIH (PUIBTPOB, U
CclieaiTe BHIBOJIBI O OCOOCHHOCTSX BPEAOHOCHBIX MPOTPaMM.
[IpoBeauTe JieueHnE CUCTEMBI MOCIIE €€ 3apaKEHUSI.

IIpuMepHBIH nepeYeHb TECTOBbIX 3aJaHUI
Yo6epute nmumHee. [Ipumenenne anmapatHbeix Moayiei 6e3onacHoctu (HSM) Bo3aMOXHO B
Takux 00JacTsX, KakK:
a) PKI, nentp ceprudukanum
b) bankoBckue onepamnun
¢) DKCHOPT KpUNTOrpaduIecKux KItouei
d) Ycranosnenue SSL coequHeHni
Kakas u3 ¢pyHKIMI HEe OTHOCHUTCS K ammapaTHbiM MogyssiM 6e3omacHoctd (HSM):
a) be3omacHas renepanus Kirodei mmdppoBaHus
b) bezonacHoe xpaHeHHEe U YIPaBICHUE KITIOUYaMH
c¢) Pabora ¢ snmaunTuueckuMu KpUBbIMH
d) HIudposanue u pacmmdpoBsiBaHNuE KOH(DUACHINAIBHOW HHPOpMAIUN
Bri6epute BepHbIil BapuanT otBeta. Kimroun mmdposanus kimoueit (KK), ucrons3yemsie s
MEPECHUIKH KIIIOUEH MEXITy IByMs y3JIaMH CETH, Ha3bIBAIOTCS:
a) Kimrouamu s mmdposanus MK (mactep-kiroda)
b) Pa6ouue unu ceancossie KK
¢) Kimrouamu o6MeHa Mex Iy y3inamu cetr (cross-domain keys)
d) Kimrouamu ayTeHTHQUKAITUN COOOIIECHUIT
K ocobGennoctsam mporpamMmmHuo-amnmnapatHoro komruiekca MKTrusT ve otHocuTcs:
a) [To3Bomsier paboTaTh B OHOM M3 JIBYX PEKHUMOB — 3AIIUIICHHOM (Hampumep, padora ¢
JBO
WJIA UHBIMU KPUTHYHBIMU K 3aIIMIICHHOCTH CEPBUCAMH) M HE3AUTUILIEHHOM, 0e3
OTpaHUYECHUS
BO3MOKHOCTEN
b) 3amumennas OC — Linux cobcTBenHOo# cOopku, Hesammumiennas OC — Android
¢) B crangaprHoit komnekranuu MKTrusT npucyrcrByer IP-Tenedon, noctpoeHHsbli Ha
«TrapBapJICKOI» apXUTEKType
d) MKTrusT TpeOyeT ans paboThl TOJBKO Te€IEBU30p (MOHUTOP WIIH MPOEKTOP) Yepe3
HDMI
nopt, nutanue ot USB nopra (1e menee 1 Ammep), cetb — WiFi
BriOepure BepHbIit BapuaHT oTBeTa. Kak ocyiecTBisieTcst BHIOOp OJJHOTO U3 IBYX PEXUMOB Ha
BBIOOD — 3aIIMILEHHOT0 UM 00BIYHOTO — B MpOTrpaMMHO-anmnapaTHoM komiiekce MKTrusT:
a) Mcnonp3yeTcst BBIOOD peskuMa B Ipoliecce 3arpy3Ku KOMIbIOTEpa
b) Ucnonb3yeTcs 10NOJHUTENBHOE YCTPOMCTBO, COJIEpIKalllee ONEPAlnOHHYIO0 CUCTEMY
TUIS
COOTBETCTBYIOIIETO pesknuma padbotsl MKTrusT
¢) Ucnonp3yercs Gpusnueckuil nepexinoyaTeb
d) Ucnonwiyercs cnenuansroe 110, peanusyromiee mogodue «BUPTyaTbHON MaITUHBD)
BcraBbTe mponyiieHHOe BBIPAaXKEHUE. ... — IEPHO pabOThl KOMIIBIOTEPA, B paMKax KOTOPOTO
oOecnieunBaercs AoBepeHHas 3arpy3ka OC, opranuzyercs 3alUIIEHHOE CETEBOE COEAMHEHNUE U
MOJIIEP>KUBAIOTCS I0CTaTOYHBIE YCIIOBUS Uit paboTel CK3U:
a) Madopmarnmonno-nouckosas cucrema (UIIC)
b) besomachsrii pexum (BP)
c¢) JloBepennsrii ceanc cBsizu (JJCC)
d) ABTomMaTu3upoBaHHbI pabounii pexxum (APP)
YTo HE OTHOCHUTCS K CIOKHOCTSM 00eCTIeYeHHsT O€30MaCHOCTH YIAIEHHOTO JOCTYIa K
MH(OPMAaILMOHHBIM pecypcam?
a) CII0)XHOCTh KOHTPOJIS BBINOJIHEHUs TpeboBaHui noautuku 1b Ha ynanénneix APM
MI0JIb30BaTENEN
b) Heo6xonumocts ncnonb3zoBanus ceptuduimpoBanubix OC, C3U HCJl u CK3U ans



mupoBanueM u padbotsr ¢ DT
¢) Heo6xoanMocTh poBeieHNs aTTECTAIIMOHHBIX, AN TAIIHOHHBIX U MHCIIEKIIUOHHBIX
JIEUCTBUM JIJIs1 TOMyCKa mojib3oBarened k APM
d) Orpannyenue ¢pynkumonana ceprudunprposanusix OC u npuknaaxoro I10 (B T.4.
CJIO’KHOCTB TIPOIIeTYpbl OOHOBIICHUI )
8. Kaxkue u3 ¢pynkuit He oTHOCATCS K BO3MOKHOCTSIM KC3U «[Tanumps-K»
a) Unentudukarms u ayrentudukanus: Console, flash, eToken USB, ...
b) Pasrpanunyenue W ayauT JIEHCTBHI IOJIb30BaTeNeH M NPUIOKEHUH, KOHTPOJb
LEJIOCTHOCTH
c) Bpemennoe rapaHTHpoBaHHOE YynaajeHue HWHGOPMAIMU C  BO3MOXHOCTBIO
BOCCTaHOBJICHUS
yepe3 BCTPOCHHbIE MEXaHU3MbI
d) Hludposanue: 3DES, AES, DES, 'OCT 28147-89
9. Urto He OTHOCHUTCA K OCHOBHBIM MPUHIIUIIAM pa3rpaHUuEHUs JOCTyMa K (ailoBoi cucreme B
KC3U «ITanuups-K»?
a) CymiecTByeT JBE MOJIUTUKU KOHTPOJIS JOCTYIIA K pecypcaM — pa3periuTenbHas u
3arpeTuTeNbHas
b) [IpaBa noctymna Ha3HAYarOTCs CyObEKTaM, a He MPUCBAUBAIOTCA 00BEKTaM B KaueCTBE
170'¢
aTpulyToB
¢) AIMUHHUCTpATOp UMEET TaKue JKe IpaBa Ha Ha3HaueHHe (M3MEHEHHUE) MTpaBa J0CTyIa
cyOBeKTa K 00BbeKTy, Kak u “Brnagener”
d) [ns mro6oro cyObeKTa JOCTyIa MOXKET OBITh peain30BaHa cOOCTBEHHAs
pasrpaHu4YUTeIbHAS
TIOJIUTHKA
10. BriGepute BepHbIit BapuaHT otBeTa. K Mexanusmam koHtpods nenoctHoctd KC3U «llanuups-
K» otHocurcs:
a) KoHTpomb 11eIOCTHOCTH KaTaloroB U (pailyioB JaHHBIX (CHHXPOHHBIN U
ACUHXPOHHBIH)
b) KoHTpob IeT0CTHOCTH UCTIONHAEMBIX (haiijIoB (IIporpaMm mepe; 3ayCcKoM)
c¢) Bce nepeunciennoe
d) Kontpons nenocruoctu ¢aitnos KC31
11. Kakoe yTBepKaeHHE HE OTHOCUTCS K OJJHOMY M3 BapUaHTOB 00xo/a cucteMsbl 3amuThl [10 ¢
MOMOIIBIO KITFOUEH 3aIIUThI 3JI0YMBIIIIJIEHHUKOM:
a) [lepexBar, MpOTOKOIUPOBAHHUE M AaHAIIU3 OOPAIICHHUH K KITIOUY 3aIUTHI C
MOCIEAYIOIIEN
AMYJISIIUEN OTBETOB
b) BHecenne n3aMeHeHuit B mporpaMMHBIN MOAYJIb (B3JI0M)
c¢) Coziaane BpEeJOHOCHO MPOrpaMMbl, BPEMEHHO OJIOKHUPYIOMIEH 3aIPpOCHl K KITFOUY
3aLUTHI
d) OmynupoBaHue HATUMYMS KJIIOYa IyTeM IepexBaTta BbI30BOB Oubmmoreku API nmst
oOMeHa C KIII0UOM
12. Kakue yrBepxkaeHus He oTHocsTes k 3ammre [10 ¢ momomntsio AP ¢hyHKImIA KITto4ye 3amThI?
a) CamocrosTenbHas pa3padboTka 3amuTsl [10
b) MHTErpHpOBaHe CaMOCTOATENBHO pa3pabOTaHHON CHCTEMBI 3aIIUTHI B TIPHUIIOKECHUE
Ha
YPOBHE UCXOHOTO KOJIa
¢) OrcyTcTBHE HEOOXOIUMOCTH U3YYCHHSI U MOAU(DHUKAIIH UCTIOHIEMOTO KO/1a
3aIUIICHHOTO
NPUIIOKEHUs 11 00X0/1a 3aIUTHI
d) CnoxHOCT, B HEWTpalHW3allid 3alllUThl BCIACACTBHE €€ YHUKAIbHOCTH |
«pPa3MBITOCTU» B TeJl€ MPOTrPAMMBI
13. K sTany uHMIIMAIU3aluy IpOrpaMMHO-aInapaTHoro komriekca «Co0o0iiby» He OTHOCUTCS:
a) YcTaHOBKa IJIaThl KOMIUIEKCa
b) Hactpoiika o0mux nmapameTpos



¢) Hacrpoiika mapaMeTpoB MOAKIIOYEHUS K CETH

d) Hacrpoiika KOHTpOJISI IEIOCTHOCTH
14. K mepeBoy nmporpaMMHO-anmapaTHOro Kkomiiekca «Co00ib» B peKUM SKCIUTyaTalliy He
OTHOCHUTCS JICHCTBUE:

a) M3BnekuTte miary komiuiekca "Cob6onp" u3 pazsema tmnsl PCI-E/PCI

b) YcranoBure miary komiuiekca "Coboib" B pa3bem cucremuoit mmnel PCI-E/PCI

c) Brortamure xabens u3 mnopra «HacTpoiika» W TMEpPEKIOYUTE €ro B IMOPT

«IKCIUTyaTaIus»
d) I[ToxkmrounTe K 1aTe curThIBaTeNb iButton

15. Beibepurte BepHBIN BapuaHT OTBETA. BrICTaBbTE B IPaBUILHOM MOPSIIKE NCUCTBUS IPH YCTAHOBKE

IIPOrPaMMHO-AIIAPATHOIO KOMIUIEKCA «AKKOPA».
1. [ToncoenvHeHne KOHTAKTHOTO YCTPOWCTBA (ChbeMHUKA HH(POPMALIIHN).
2. YcraHOBKa IJIaThl KOHTpoJLiepa B cBOOOAHBIN cioT [I9BM.
3. Perucrpanus agmunucrpatopa b, HacTpoiika KOMILIeKca B COOTBETCTBUU C KOHGUTypaIuen
TexHU4eckux cpeacts [IDBM.
4. Haznauenue crnucka TUCKOB, GaillioB,pa3iesioB peecTpa, KOHTPOJIUPYEMBIX Ha LIETOCTHOCTD.
5. Peructpanus noyip3oBareseii,Ha3HaueHUe MM0JIb30BaTENSIM IePCOHABHBIX HACHTU()UKATOPOB,
napoJsieil 1 BpeMeHH JOoCTyTa

a)2,1,34,5

b)1,2,35,4

€)21,35,4

d)1,2,5,4,3
16. Kakoe 13 nepeynciieHHbIX IPOrpaMMHO-aINaPATHBIX CPEJICTB HE UCIIONb3YIOT ISl XpaHEHUSI
KpUNTOrpaQuueckux Kirodei?

a) eToken

b) CmapT-KapThl

c) iButton

d) Anmapatusiii Moaynb 6ezonacHoctu (HSM)
17. Kakoe u3 BbICKa3bIBAaHUI HE OTHOCUTCS K IPEUMYILIECTBAM allllapaTHOrO reHepaTopa
CIIy4aliHbIX YHCell:

a) 3amac yucels He OrpaHuyYeH

b) Huskue BeruucIuTe IbHbIC 3aTPATHI

¢) Ucnonp3yercs cnenuaibHOe YCTPOHCTBO

d) He 3anumaetcst MecTo B IaMsTH
18. Kakoe u3 aeiicTBUI HE OTHOCUTCS K OpraHU3alluu 3aMKHYTON porpaMmmMHoit cpenbsl B KC3U
«[Tarmups-K»:

a) 3ajaHue CHHCKA pa3pelIeHHbIX IPOLECCOB (CUCTEMHBIX U MPUKIATHBIX) C

BO3MOXHOCTBIO
3aIlyCKa TOJIbKO TEX IMPOHECCOB, KOTOPBIC OTHECCHBI K pa3pCIICHHBIM

b) 3ajanue namnok, OTKy/Aa pa3penaercs 3amyckaTb NporpaMmsl (C 3alIpeTOM 3alucu

U MoJu(UKalMY B HUX (DaiisIoB)

C) 3a,I[aHI/IC criequaJibHOIrO O6IH€FO MMOJIb30BATECJIA, OT YbCro Jia COBCPHIACTCA

YCTaHOBKa U
3amycK IporpamMmm

d) JlomomHuTeneHBIM aHamuM3 coAepkuMoro  (aiiaoB  (MOMCK  MPU3HAKOB

UCTIONHAEMOTrO (haiina)
19. IIpu B3110ME MpPOrpamMM, 3aIIMIIEHHBIX C MOMOIIBIO alMapaTHBIX KIKOYEH 3alIUThl HE
UCIOJIb3YETCS CIEAYIOIUN METO!
a) Otmanka
b) AnzaccemOarpoBanus
¢) Jluepcudukanms
d) [lamn onepaTHBHOM MaMsATH
20. Yto He BXOIUT B KOMILJIEKTAIIMIO TPOrPaMMHO-AIIapaTHOro KoMIuiekca «AKkopa-AM/JI3»?
a) Konrpomnep
b) CbeMHUK MHPOpPMALIMK ¢ KOHTAKTHBIM YCTPOWCTBOM



¢) CekpeTHBIH JIOTUH U TIApOJIh, HEOOXOAUMBIN I IEPBOHAYAIBHOTO 3aITyCKa
AM/I3
d) [TepconanpHBIN UIEHTU(YUKATOP MOTH30BATEIS

IIpumepHBbIe BOIPOCHI K 3a4eTy

1.

2.

ok~

© oo~

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

20.

21.
22.
23.
24,
25.
26.
217.
28.

29.

30.

31.

Mertoab! obecrieueHust MHGOPMAMOHHON 6€3011aCHOCTH aBTOMAaTHU3UPOBAaHHbIX CHCTEM
(OCHOBHBIE IOHSTHUSL, YTPO3bI).

Mertoab! obecnieueHust MH(GOPMaMOHHON 6€3011aCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM
(MeTo/bI B3JIOMA, 3alIUTa OT B3JI0MA).

Mertoab! obecnieueHust MH(GOPMAMOHHON 6€3011aCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM
(3ammuTa OT MPOrpaMMHBIX 3aKJIA/I0K).

[Tonutuka 6e3onacHocTH. Moi€Ib aBTOMaTU3UPOBAHHON CUCTEMBI.

3aMKHyTas IporpaMMHas cpea. Sapo 6e30MacHOCTH ¢ y4eTOM KOHTPOJIS HOPOXKAECHUS
CyOBEKTOB

dopmupoBaHue U NOJAEPKKA U30JIUPOBAHHOM TPOrpaMMHOM cpelibl. Y CII0BUS
HeBo3MokHoctu HCJ|

Peanuzanus UTIC ¢ ucnonb3zoBanneM Mexanusma pacimpenuss BIOS

UEFI. IIpunuunsl paboTsl

be3zonacnoe B3aumoneiicteue B KC. [Iponenyps! naeHTuduKanum u ayTeHTuGuKaum
Ayrentuduxanus g0 3arpyzku OC

KoHTposs u ynpasiieHue 10CTyIoM

[lepconanproe cpenctBo ayreHTH(uKanuu eToken

eToken API

Haznauenue, ¢pynkuuu, npuHmui padotsl [TAK «Axkopm».

Haznauenwue, pynkuuu, npunnun padotsl [TAK «Co6omby.

[lepconanbuble uaeHTU(HUKATOPHL. Bubl, Ha3HaueHHE, GYHKINH.

Haznauenue, GpyHKIMH, IPUHIMI PAaOOTHI KIIt0UYel 3aiuThl. M3BecTHBIE MO/IENH.

Buast 3amuter 110 ¢ moMoIipio 37eKTpOHHBIX Kitoueld. MeToibl B3lioMma.

3amuTHbele MexaHu3Mbl Astra Linux Special Edition: auckpenMoHHOe W MaHJIATHOE
pasrpaHuyeHue J0CTyma.

3ammTHble MexaHu3Mbl Astra Linux Special Edition: 3amkHyTas mporpaMMHas cpeia u
KOHTPOJIb LIEJIOCTHOCTH

VYnpasienue Kpuntorpadpu4eckiMu KIrouaMu

KoHuenuus nepapxuu Kirouel, reHepanus KIrodei

Anmnapatasle Moynu 6e3onacHoctu (HSM)

Konnenmus noBepennsix ceancon cBsizu. Kommiekc «MAPHI!Y, «M!&M».

3amueHHsle MUKpokoMibioTepsl « MK Ty». Haznauenue, pyHkuuu.

Samunienasie Hocutenu «CEKPET». Buael, HazHaueHue, pyHKINU.

CpencTBa 3alUThl BUPTYalnbHOM HHppacTpyKTypsl. v(ate.

Ceprudukanusi aBTOMAaTH3UPOBAHHBIX CHCTEM M CPEACTB BBIYHUCIMTEIBHON TEXHUKHU: BUIBI
HOPMAaTHUBHBIX JIOKYMEHTOB, OIpeesIAonuX TpeboBanus no ceprudukanuu C3U.
Ceprudukamusi aBTOMAaTH3UPOBAHHBIX CHUCTEM M CPEICTB BBIYUCIUTEIBHOW TEXHUKH:
TpeOOBaHUs K CPEACTBAM BBIYMCIUTEIBHON TEXHUKH

Ceprudukaiusi aBTOMaTU3UPOBAHHBIX CHCTEM M CPEICTB BBIYHCIUTEIHLHOW TpeOOBaHUS MO
KOHTPOJIIO OTCYTCTBHSI HEAECKJIAPUPOBAHHBIX BOZMOKHOCTEH

Ceptudukanusi aBTOMATU3UPOBAHHBIX CHUCTEM M CPEICTB BBIYHCIUTEIBHON TEXHUKH
TpeboBanus no ypoBHsaM nosepus (IIpukaz ®CTIK Ne 76).

8. Cucrema olleHUBAHMSA IJIAHUPYEMBIX Pe3yJIbTATOB 00y4eHUs!

OueHka «3a4TeHO0» BbICTABIISIETC,

® CTyIeHTy TJIyOOKO ® TIPOYHO YCBOMBIIEMY NPOTPAMMHBIM MarepHuall, HCUEpITbIBAOIIE,
MOCJIEAOBATENbHO, TPAMOTHO M JIOTHYECKH CTPOMHO €ro H3JararomeMy, B OTBETE KOTOPOTO
YBSI3BIBAETCSl TEOpUSl C TNPAKTUKOM, OH IOKa3blBae€T 3HAKOMCTBO C JIMTEPATypOH, MpPaBUIBHO
00OCHOBBIBAET W WCIIOJIb3YEeT PAlMOHAIBHBIE W COBPEMEHHBIC CPE/ICTBA PEIICHUsS MOCTaBICHHOU
poOIeMBI.



® CTYACHTY, TBEPJIO 3HAIOLIEMY MPOTrPaMMHBIA MaTepHal, TPaMOTHO U MO CYIIECTBY H3JIararoiieMy
€ro, KOTOpBIH HE JOMYCKAaeT CYIIECTBEHHBIX HETOYHOCTEH B OTBETE Ha BOINPOC, MPABUILHO
MIPUMEHSET TEOPETUUECKHUE MOJI0KEHHS MPU PEIICHUH MOCTABIICHHON 3a/1a4u.

® CTYACHTY, KOTOpBI 3HAeT TOJIbKO OCHOBHOM NpPOrpaMMHBIA MaTepual, HO HE YCBOWII
0COOCHHOCTEH, T0IMyCcKaeT B OTBETE HETOYHOCTH, HEKOPPEKTHO (POPMYIHPYET OCHOBHBIE 3aKOHBI 1
MpaBuJjia, 3aTPYIHSAETCS B BHIMOJHEHUU TPAKTUYECKUX 3a]1a4.

OneHka «He 3a4YTeHO» BBICTABISCTCS CTYJIEHTY, KOTOPbI HE 3HAeT 3HAYUTENIbHON dYacTu

IPOrpaMMHOTO MaTepuana, JOIMYCKAaeT B OTBETE€ CYHIECTBEHHbIE OMIMOKH, C 3aTpyJHEHUSMHU

BBITIOJTHSET MPAKTUYECKUE 3a1aHUS

3a onny padoty Bcero
DPopma KoHTPO.IH Mumn. Makec. MuH. Makec.
0aJJ10B 0aJLI10B 0aJL10B 0aJL10B

Tekynuii KOHTpOIb:
AKTHBHas paboTa Ha 3aHITHH 0,5 1 8 16
IToaroroBka K 3aHSITHIO, BEITIOJIHEHHE JTOMAIITHETO 05 1 8 16
3aJaHus '
BBINIOJTHEHUE TTPAKTUYECKUX 3aJaHAN IO TEMaM 3 5 27 45
[TpomexyToyHas arTecTanys (3a4er) 10 23 10 23
HToro 3a cemecTp 53 100

9. YueOHo-MeTOAUYECKOE M HH(POPMAILIMOHHOE 00ecTieuyeHHe U CIUNIMHbI

9.1. OcHoBHasi IMTEpaTypa
a) OCHOBHas JUTepaTypa:

1. Kazapun, O. B. IlporpamMMHo-anmapaTHble CpeACTBa 3alUTHl HHGOpMAIMH. 3almTa
MIPOrpaMMHOTO obecriedeHus : y4yeOHMK U mpakTukyMm 1uis By3oB / O. B. Kazapun, A. C.
3a6a0ypun. — Mocksa : U3natenberBo FOpaiit, 2023. — 312 c¢. [DnekTpoHHBINA pecype]: —
Pexxum noctyna: https://urait.ru/bcode/513300.

2. Mapmakos, [I. B. IlporpammHo-anmapaTHble CpeACTBa 3amuThl HHGOpMamwmu : y4eOHOE
nocobue / [I. B. Mapmakos, J[. B. ®arxu. — Poctos-na-/{ony : Houckoit ['TY, 2021. — 228
c. [Dnexrponnslii pecypc]: — Peskum mocryma: https://e.lanbook.com/book/237770.

3. 3ammra wuHQOpPMAIMKM C HKCIONB30BAaHUEM CMapT-KapT M JIEKTPOHHBIX OpenokoB / JI.
K.ba6enko, C. C. Umyxkos, O. b. Makapesuu. - M. : "I'enruoc APB", 2003. - 351[1] c. : un.,
Tabu., mopTp. - bubnuorp.: c. 348-349. (manuune B 6ubnuorexke TYCVYP - 29 ok3.).

9.2. lonoiHUTEIbHAS JIUTEpaTypa

1. IlporpammHo-anmapaTHble cpelcTBa oOecnedeHHus MH(POpMalMOHHOW Oe30macHOCTH  y4ueOHoe
nocobue: B 2 pasmenax / A. II. 3aiineB; MunmcrepcTBo oOpa3oBaHHus M Hayku Poccuiickoi
@enepanuu,  ToMckuif  TrOoCylapCTBEHHBIH  YHUBEPCHUTET CHCTEM  YIOpPAaBJICHUS H
panuosnexkTponnku, Kadpenpa kommiekcHo HMHGOPMAMOHHON O€30MacHOCTU 3JE€KTPOHHO-
BBIYMCIUTENBHBIX cUcTeM. - Tomck : B- Cnektp, 2007 - . Paznen 1. - 2-e uzn., nepepad. u aom.
- Tomck : B-Criektp, 2007. - 143[1] c. : uin. - b. 1. (namuuue B 6ubmuoreke TYCYP - 66 3k3.).

2. TlporpammHO-ammapaTHbIE CpeICTBa OOecleYeHHsT WHPOPMAIMOHHOW Oe30MacHOCTH : ydeOHOe
nocobue: B 2 pasmenax / A. I1. 3aitueB ; MunucTepcTBO 00pa3oBaHusi ¥ Hayku Poccuiickoit
@enepanun, ToMckuii  rocylapCTBEHHBIH  YHHUBEPCUTET  CHCTEM  YIOpPaBJIEHUS H
panuosnexktponuku, Kadeapa komruiekcHOW WH(POPMAIMOHHOW 0€30MacHOCTH JJIEKTPOHHO-
BBIUMCIUTENBHBIX cUcTeM. - Tomck @ B- Cnektp, 2007 - . Paznen 2. - 2-e u3a., nepepad. u
nom. - Tomck : 118[2] c. : wn. -bubmuorp.: ¢. 37. - b. u. (Hanmuune B 6ubmmorexke TYCVYP - 66
9K3.).


https://e.lanbook.com/book/237770
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9.3.IlporpaMmmHoOe o0ecnieueHne

Microsoft Office 2010 Russian Academic OPEN 1 License (6eccpounast), (mumensus 49512935);
Microsift Sys Ctr Standard Sngl License/Software Assurance Pack Academic License 2 PROC
(6ecepounas), (mumensus 60465661)

Microsoft Win Home Basic 7 Russian Academic OPEN (6eccpounas), (nmunensus 61031351),
Microsoft Office 2010 Russian Academic OPEN, (6eccpounas) (mumensus 61031351),

Microsoft Windows Proffesional 8 Russian Upgrade Academic OPEN (06eccpounast), (nuiieH3us
61031351),

Microsoft Internet Security&Accel Server Standart Ed 2006 English Academic OPEN,
(6ecepounas), (mumensus 41684549),

Microsoft Office Professional Plus 2010 Russian Academic OPEN, (6Geccpounas), (nuieH3us
60939880),

Microsoft Windows Server CAL 2008 Russian Academic OPEN, (6Geccpounas), (nuueH3us
60939880),

Kaspersky Endpoint Security ans 6usneca - Pactmmpennsiii Russian Edition. 1000-1499 Node 2
year Educational Renewal License (numensus 2022-190513-020932-503-526), cpok moiabp30BaHuUs
¢ 2019-05-13 o 2021-04-13

ABBY YFineReader 11 Professional Edition, (6eccpounas), (muiensus AF11-2S1P01-102/AD),
Microsoft Windows Pro 64bit DOEM, (6eccpounas), koutpakt Ne 6-OADD2014 ot 05.08.2014
Juctpuoyrussr Ubuntu GNU/Linux, Debian GNU/Linux

«Antumiaruar. BY3». Jlunensunonnsiii qoroop Nel194 ot 22.03. 2018 rona;
VYuaebHo-MeTonnuecknil komruiekce «Mudpopmannonnas 6e3onacHoCTb» Ha 20 y4eOHBIX MECT;

VYuebHOo-MeToIMUecKuil KoMIieke «be3onmacHOCTh TeleKOMMYHHMKAllMOHHBIX cHucTeM» Ha 20
Y4eOHBIX MECT.

9.4.1Ipodeccuonanbible 0a3bl AAHHBIX M HHG(POPMALHOHHBIE CHPABOYHbIE

CUCTEMBI COBPEMECHHDBIX I/IH(l)OpMal_[I/IOHHLIX TEXHOJIOTuH
Wndopmannonnas cucrema «EanHoe OKHO nocTyma K oOpa3oBaTelbHBIM pecypcaM. Pasmen
HNudopmaruka n nHGopManrmonHbie TexHoaorum» (https://habr.com/)
Kpynueiimmii BeG-cepBuc st xoctuHra IT-mpoekToB M HMX COBMECTHOM pa3paboTKu-
(https://github.com/)
baza kuur u nmyonukaiuii DnektporHoi oudanorexu "Hayka u Texuuka" (http://www.n-t.ru)
Enunoe okHO jgoctyma Kk oOpasoBarenbHbIM — pecypcam. Pasznen  Wudopmartuka wu
nHdopmanmonnsie Texnonoruu (http://window.edu.ru/catalog/?p rubr=2.2.75.6)
OnextponHas 6ubnnoreunas cuctema ZNANIUM.COM (http://znanium.com/)
[HudpoBas xoyaeKusi JIEKTPOHHBIX BepcUi M3AaHUM (y4eOHUKH, yuyeOHbIe MOcoOus, yueOHO-
METOAMYECKUE JTOKYMEHTbI, MOHOTpa(un) 1Mo S3KOHOMHUECKUM, €CTECTBEHHBIM, TEXHUYECKHM U
T'YMaHUTapHBIM HayKaM, CTPYIITHPOBAHHBIX IT0 TEMATHICCKUM H IIEJICBBIM MTPU3HAKAM.
OnexktpoHHass Oubnuoreunas cucrema «BOOK.ru» uznatensctBa  «KHoPyc memua»
(https://www.book.ru/)
HHTepHeT-yHUBEPCUTET HHPOPMAITHOHHBIX TEXHOJIOTHiI (Www.intuit.ru)
Omnnaitn cpena pa3zpaboTku npuiioxkeHui (ideone.com)
Kypnan «KommnsroreplIpece» (Www.compress.ru)
N3narenbctBO «OTKPBITHIE CUCTEMBI) (WWW.0SpP.TU)
N3nanue 0 BBICOKUX TEXHOJOTHAX (WWW.Cnews.ru)
CmpaBouno-nipaBoBas cucrtema «Koncynsrant [Tmrocy (http://www.consultant.ru)
OnekrponHas oubnuoreunas cucrema eLIBRARY.RU (http://www.elibrary.ru)
OnektponHas oubianoreunas cucrema IPRbooks (http://www.iprbookshop.ru)
DnekTpoHHas OubmuoTeuHas cucremMa HarmonanbHas snektponHas oubnmuoreka (https://H30.pd)
OnekrponHas oubanoreunas cucrema KOpait (http://www.biblio-online.ru)


http://www.consultant.ru/
http://www.elibrary.ru)/
http://www.iprbookshop.ru/
https://нэб.рф/
http://www.biblio-online.ru/

10.O0ecnieuenue o00pa3oBaTeJbLHOr0 Ipomecca Uil JHI € OrpPaHUYeHHBIMH

BO3MOKHOCTAMMH 3I0POBbSI U HHBAJIUIAOB
VYyeOHble U yUeOHO-METOANYECKHE MaTepHalIbl Il CAaMOCTOSATENILHOW paboThl 00ydaoINXCs

W3 YUCJIa UHBAJIUOB U JIMIl C OTPAHUYEHHBIMH BO3MOXKHOCTAMHU 3710poBbsi (OB3) npenocrasistorcs B
dbopMax, aTanTHPOBAHHBIX K OTPAHUYCHUSAM HX 37JOPOBBS M BOCIIPUATHS HH(POPMAIIHH:

Jlna chenvix u cnadboeuoauwgux:

- JIeKiuu  OoOPMIIIOTCS B BHJE OJEKTPOHHOTO JOKYMEHTa, JOCTYITHOTO C TIOMOIIBIO

KOMITBIOTEpA CO CIICIMATU3UPOBAHHBIM MPOTPAMMHBIM 00€CIICYCHHUEM;

- TIMCBMCHHBIC 3aJlaHWs  BBINOJHAIOTCA HAa  KOMIBIOTEPE CO  CHEIUATHM3UPOBAHHBIM

MIPOrPaMMHBIM 00€CTICYEHUEM, UITU MOT'YT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

- obecrieunBaeTcss HHAMBUAYaIbHOE paBHOMEPHOE ocBenieHne He MmeHee 300 okc;
- 7S BBINOJIHCHUS 33aHUsl TIpU  HEOOXOJUMOCTH TMPEIOCTABISACTCS  yBEIMYUBAIOIICE

YCTPONCTBO; BO3MOYKHO TaK)Ke€ MUCIOJIb30BaHNE COOCTBEHHBIX YBEIIMUUBAIOIIUX YCTPOUCTB;

- MHCHMEHHBIE 3a1aHUsT OPOPMIISIFOTCS YBEITMYCHHBIM MIPHPTOM;
- DK3aMeH U 3a4€T MPOBOJATCS B YCTHOH (pOopMe MIIM BBIMOJHSIOTCS B MUChbMEHHON (opme Ha

KOMITBIOTEPE.

Jlna enyxux u cnadocnvlumamux:

- Jnekuud OQOpPMIISIIOTCS B BHUAE OJEKTPOHHOTO JIOKYMEHTa, JHOO MpeAoCTaBiseTCs
3BYKOYCUJIMBAIOIIAs anmnaparypa HHANBUYaTbHOTO MOJIb30BaHNUS,

- TIMCHMCHHBIC 33JIaHUSI BBITOJIHSAIOTCS Ha KOMIIBIOTEPE B TUCbMEHHOU (hopme;

- 9K3aMeH U 3a4€T MPOBOJATCS B MUCHBMEHHOHN (hOopMe Ha KOMIIBIOTEPE; BO3MOKHO MPOBE/ICHHE B
dhopme TecTUpOBaHUS.

Jlna nuy ¢ HapywieHuaAMU ONOPHO-08U2AMENbHO20 annapama:

- Jekuud OQOPMISIIOTCS B BHUAE JJICKTPOHHOTO JOKYMEHTa, JOCTYIMHOTO C IOMOIIBIO

KOMITBIOTEPA CO CIICIIMATU3UPOBAHHBIM IIPOTPAMMHBIM 00ECTICUCHUEM;

- TMCBMCHHBIC 3aJaHUs  BBINOJHSAIOTCA HAa  KOMIBIOTEPE CO  CHEIUATU3UPOBAHHBIM

MIPOrPaMMHBIM 00€CIICYCHUEM;

- 9K3aMeH U 3a4éT MPOBOJIATCS B YCTHOW (pOpME WIIM BBINOJHSIOTCS B MUCbMEHHOUW dopMe Ha

KOMITBIOTEPE.

[Tpu He0OXOMUMOCTH MPEeTyCMaTPUBAETCS YBEIMUEHNUE BPEMEHH IS TOJTOTOBKH OTBETA.

[Ipouienypa mpoBeaeHUs MPOMEKYTOUHON aTTECTAlUU JIsi OOYJaroIIUXCsS YCTaHABIUBACTCS C
y4€TOM UX WHIUBUAYAIbHBIX MCUXOPU3NYECKUX ocoOeHHOCTel. [IpomexxyTouHas aTTecTausi MOKeT
MIPOBOJUTHLCS B HECKOJIBKO ATAIOB.

[Ipu mnpoBeneHHWH MPOLEAYPHl OICHUBAHMS PE3YyAbTaTOB OOyUYEHUS MpelycMaTpUBAETCS
HCIIOJIb30BaHUE TEXHUYECKUX CPENICTB, HEOOXOJUMBIX B CBSI3H C WHIUBUIYATbHBIMA OCOOCHHOCTSIMHU
oOyJarommxcsi. OTH CpeACTBa MOTYT OBITh MPENOCTaBICHBl YHUBEPCUTETOM, WIH MOTYT
HCIIOJIH30BaThCsl COOCTBEHHBIE TEXHUUECKUE CPE/ICTBA.

[IpoBenenue mporeaypbl OIEHUBAHUS PE3YITBTATOB OOYUYEHHsI JOMYCKAETCs C MCIOJb30BaHUEM
JUCTAaHIIMOHHBIX 00pa30BaTEIHHBIX TEXHOJIOTHH.

ObecnieunBaeTcst 1OCTyll K HMHGOPMAlMOHHBIM U OuOIMOrpaduueckuM pecypcaM B CETH
WuTepHeT it Kaxxoro odyuaronierocs B popMax, aJaiTUPOBAHHBIX K OTPAHUYEHUSAM UX 3/J0POBbS U
BOCTIPHSATHS HHPOPMALINH:

na cnenvix u cnabosuosaujux:

- B [Ie4aTHOM (hopMe YBETUUEHHBIM IIPUPTOM;
- B (hOpMe IIEKTPOHHOTO JJOKYMEHTA;

- B popme ayanodaiina.

Hna znyxux u cnabocnviuamiux:

- B Ie4aTHo# (opme;

- B (hopMe 3JIEKTPOHHOTO JOKYMEHTA.

Jna obyuarouwguxca c HapywieHuAMUu ONOPHO-06UAMENbHO20 annapama:
- B IeYaTHOH opme;

- B (hopme 31eKTPOHHOTO TOKYMEHTA;

- B hopme aynuoddaiina.



Y4eOHblE ayAUTOPUHM UL BCEX BHJIOB KOHTAaKTHOH M CaMOCTOATENBbHOM palboThl, Hay4yHas
OMOMIMOTEKa W WHBIE TIOMEIIEHUS Il OOYYeHHs OCHAIEHBI CHEIUaIbHBIM O0OpYJIOBaHHEM |
y4eOHBIMH MECTaMH ¢ TEXHHYECKUMHU CPEJICTBAMU O0yUEHUSI:

07131 C/IenbIX U C1AD0BUOAUUX:

- aBTOMAaTH3UPOBAHHBIM PaOOYMM MECTOM JIsI JIFOJICH C HapyIICHUEM 3PCHUS;

- TpU HEOOXOJUMOCTH OOYYarOIUMCS IPEAOCTaBIACTCS YBEIMYHMBAIONIEE YCTPOMCTRBO,
JIOITYCKAETCS HCIIOIH30BAHKE YBEIIMUUBAIONIUX YCTPONCTB, UMEIOIIUXCS Y O0YUJarOIINXCS;

O0/13 27IyXUX U C1AOOCABIUMAWUX:

- aBTOMAaTH3WPOBAaHHBIM pabOYUM MECTOM Ui JIIOJEH C HapylIeHHWeM clyXa |
C1a0OCIIBIIIAIINX

- aKyCTHUYECKHUH YCUITUTEh U KOJIOHKH;

0151 00Yy4aOWUXCA C HAPYUIEHUAMU ONOPHO-08UZAMEILHO20 annapama:
- IEPEBKHBIMU, PETYJIUPYEMBIMH 3proHOMuYecKuMH naptamu CU-1,
- KOMITBIOTEPHOM TEXHUKOU CO CIIEIUATBHBIM IPOTPaMMHBIM 00€CIICUCHHUEM.

11. MaTepuaJibHO-TEXHUYECKOE O0ecnevyeHue TUCHUIIIMHBI (MOTYJIA)
I[JISI npenogaBaHvsd W M3YUCHHA JUCHUINIMHBI HCIOJB3YCTCAd JICKOWMOHHAd ayAuTOpUd,

o0ecriedeHHasT MYJIbTUMENNA IMPOEKTOPOM M COIYTCTBYIOIIMM OOOPYAOBaHHEM, HHTEPAKTHBHOM
nockoit. Mcmonp3ytorcss YMK mucrummuasl (Ha OyMaKHOM M DJIEKTPOHHOM HOCHTENSIX), (DOHT
HAy4YHOH OMOJIMOTEKN YHHBEPCHTETAa, METOJWYECKHE M y4eOHO-METOAMUECKUE MaTepHabl Kadeapsl
HH(pOpPMATHKH.

K paboueii npocpamme npunazaromcsn:

IIpnnoxkenne 1 — @DOHA OIEHOUHBIX CPEACTB s INPOBEACHMS AaTTECTALlMM YpPOBHS
c(OPMHPOBAHHOCTU KOMIIETEHLIUH 00Y4arOLIMXCs 110 AUCHUILIMHE (MOAYIIO);

IIpunnoxkenune 2 — Meroauueckue yka3aHus A OOYyHAOLIMXCS 110 OCBOEHHUIO TUCLMIUIMHBI

(Moyst).



