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1. Heap u 3aaa4 JUCHUILIHHBI
Heanr AucUNIMHBI
Hensitmu  ocBoeHust AucHUIUIMHBI CeTH M CHUCTEMBI Tiepefayd WHEOOPMAIUU  SBISETCS
00y4YeHHE TEOPETHUYECKHMM W MPAKTHYECKUM OCHOBAaM B OpraHu3anvd U (PYHKIIMOHHMPOBAHUU
KOMITBIOTEPHBIX CETeM W  TEJIIEKOMMYHUKAIUMW; oOecrieueHue YMEHHsS TPUMEHSTh B
po)eCCHOHAIBHON JIeATEILHOCTH pacipeiesIieHHbIE JaHHbIC, IPUKJIaHBIC POTPAMMBI U PECYPChI
ceteil; (QopmmpoBaHME Yy CTYIEHTOB IOHUMAHHS BAXXHOCTH TIPUMEHEHUS ¥ Pa3BUTHA
BBIYHMCIIUTEIILHBIX CHUCTEM, CETEH M TEICKOMMYHHUKAIIMH B COBPEMEHHBIX TEXHOJIOTHSX, a TaKKe
0o0y4yeHue CTYACHTOB OOIIMM NPHUHIMIAM TOCTPOCHHS] BBIYMCIMTENIBHBIX CHUCTEM Ppa3IMYHBIX
APXHUTEKTYp, IPUHITUIIAM OPTraHU3aIMN U XapaKTEPUCTHKAM COCTABHBIX 3JIEMEHTOB KOMITLIOTEPHBIX
ceTel, MPUHIIMIIAM U TEXHOJIOTUSM OpraHU3alluu CUCTEM Tepe/lauu JaHHBIX.
3agauu JUCHMILINHDBI
OCHOBHBIMU 33/1a4aMU U3YYCHUS AUCIUIUIMHBI SBIISIOTCS:
e U3YYCHHE OCHOBHBIX MPUHIMIIOB (PYHKITMOHUPOBAHMS KOMIIBIOTEPHOM CETH;,
e O3HAKOMJICHHWE C TEXHUYECKHUMH, AITOPUTMHUUYECKHUMH, IPOTPAMMHBIMU M TE€XHOJIOTHYECKUMU
pEIIeHUsIMHU, UCTIOIb3YEMbIMH B IaHHOM 00J1acTH;
e BBIPa0OTKA MPAKTUUYECKUX HABBIKOB AHATHUTHYECKOTO M IKCIEPUMEHTAIHLHOTO HCCIICIOBAHUS
OCHOBHBIX METOJIOB M CPEJACTB, HCIOJIb3YEMbIX B OOJACTH, M3y4aeMOW B paMKax JaHHOU
JIUCIHIIIHHEL

2. MecTO TUCHUILIHHBI B CTPYKTYpe 00pa3oBaTe/ibHO MPOrpaMMbl

Jucnummmaa «CeTr ¥ CHCTeMBI Tiepeiaun HHPOPMAIHI) OTHOCUTCS K 0053aTeIbHON YacTH
bnoka 1 ucuunmunast (Mmoxaynu) (b1.0.21) moAroToBKH CTYIEHTOB MO HAMPABICHUIO MOATOTOBKU
OakamaBpoB 10.03.01 MudopmarmonHas 6€30mMacHOCTb

[IpepekBU3UTHl MUCHUIUIMHBL: HM3y4YCHUE JAHHOW IUCIMIUIMHBI Oa3upyeTcsi Ha 3HAHUU
CIEeIYIOIUX JUCIUTUIHH: OTepaiioHHbIC CUCTEMBI, AIMIUHUCTPUPOBAHUE OIIEPAIIMOHHBIX CHCTEM.

[TocTpeKBU3UTHI TUCIMILIMHBI: OCHOBHBIC TOJOXCHHUS JaHHOW JIUCIUILTUHBI BBICTYIAIOT
OTIOPOM JUISl JUCIMILIAH: AMUHUCTPUPOBAHUE U OOCITY)KHBaHHE KOMIIBIOTEPHBIX CETeH, 3arimra
uH(pOpMallMM OT YyTEYKHM IO TEXHUYECKUM KaHalaM,; be30macHOCTh KOMIBIOTEPHBIX CETEH,
MPHU3BaHbl TOJATOTOBUTh K IPOXOXKJICHUIO TPOU3BOJACTBCHHBIX MPAKTHK, K BBITOJHEHHUIO
BBIMTYCKHOHN KBaTU(UKAIMOHHON pabOTHI.

3. ®opMupyeMble KOMIETEHUMHM W HHAUKATOPbI HUX [OCTUKEHUS 10
AUCIHUNIUHE

Konsi Koa 1 HaumMeHOBaHMe HHAUKATOPA
Conep:xaHue KOMIETEHIIUH
KOMIIETeHIINH AOCTHKEHHS] KOMIIETeHIIMH
OIIK-4.2 CriocobeH aMHHUCTPUPOBATH OIIK-4.2.1 - 3HaeT THIIOBBIE CPEJICTBA,
OIEPALMOHHBIE CUCTEMBI, CHUCTEMBI METO/IbI ¥ IPOTOKOJIbI HACHTHU()HUKALINY,
ynpasiieHust 0a3aMy JaHHbBIX, ayTeHTU(HUKALMK U aBTOPU3ALINH, a TAKKE
BBIYUCITUTEIIHHBIC CETH KPUTEPHUHU OLECHKH dPPEKTUBHOCTH H

HAJIe)KHOCTH CPEJICTB 3alHUThI
POrPaMMHOT0 00eCTIeYeHHS
ABTOMATH3UPOBAHHBIX CHCTEM;

OI1K-4.2.2 - YMeer co3aaBath, yaajisiaTh U
M3MEHSATH YYEeTHBIC 3aIMCH MOJIb30BaTeNeH
aBTOMAaTH3MPOBAHHOMN CUCTEMBI,
yCTaHABIMBATh U HACTPANBATh
OIIePAIMOHHBIC CHCTEMBI, CUCTEMBI
yIpaBjieHus 0a3aMu JaHHbIX,
KOMITBIOTEPHBIE CETH M IPOTrPaMMHbIE
CHCTEMBI C yU4ETOM TPeOOBaHUIA 110
00€CIeYCHUIO 3aINTH HHPOpPMALIUH;
OI1K-4.2.3 - Bnajeet HaBbIKAMH YCTAaHOBKU




OOHOBJICHUH MPOTPAMMHOTO 00ECIICUCHHUS
aBTOMaTI/BI/IpOBaHHOI\/‘I CHUCTEMBI, a TaKXKEC
HaBBIKAMU OOHAPY>KEHHS U YCTPaHCHHUSI
HEUCTIPABHOCTEH B padOTE CHCTEMBI
3aIHATH HHPOPMAITHH
ABTOMATH3UPOBAHHOMN CUCTEMBI

4. CTpyKTypa M colep:KaHue JUCHUNIMHBI (MOAYJISA)
4.1. CTpyKTypa AMCUMILIMHBI (MOLYJI5)
OO61mast TPYA0EMKOCTh JUCIUILUIMHBI COCTABIIAET 8 3a4eTHBIX eauHMIl (288 akaeMUUeCKHUX 4acoB).

TpynoeMKoCTbh, aKkajl. 4acoB
Bun pabotst CEMECTp BCEro
5 6
O01asi TPy10€eMKOCTh 144 144 288
KonraktHasi pabora: 58 54 112
Jlextuu (JIek) 18 16 34
JlaboparopHbie pabOTHI 36 32 68
KonTtakTHas paboTa B EPUOJ TEOPETUICCKOTO 00yUCHUS
(KontTO) (IIposedenue mexkywux koncyiomayuii u 4 5) 9
UHOUBUOYATILHASL paboOma co CMyOeHmamu)
KonrtaktHas paboTa B mepro NpoMeKyTOUYHON aTTeCTaluu 1 1
(KontIIA)
dopma KOHTPOJIS 3a4UET, IK3aMEH 26 26
CamocrosiTesibHas padora: 86 64 150
- camocmosimenvHoe u3yyeHue pazoenos; 6 4 10
- camono02omosKka (npopabomia u nosmopenue
JIEKYUOHHO20 MAMEPUANA, MAMEPUANA YHEOHUKO8 U Y4eOHbIX 22 20 42
nocoouii);
- 10020MOBKA K 1AO0OPAMOPHLIM 3AHAMUAM, 48 32 80
- N0020MOBKA K NPOMENHCYMOUHOU ammeCcmayuy u m.n.) 10 8 18

4.2. PacnipenejieHue BHAOB padoTbl U HMX TPYAOEMKOCTH MO pa3iejaM JHCHUIIUHBI

(Mmopy.Jist)
Buner yaebHoM
paboTslI (B yacax)
KOHTAKTHas =
o =
Ne Pazgmen gqucuuIinHe/ 3] 2 % = POpMEI TEKYHIETO KOHTPOIIA
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S cemecTp
KOHTPOJIbHBIE BOITPOCHI 110
TEeMe JICKIINH, 3aJaHUs K
1. | Tema 1. U3yuenue cetu 2 0 2 | 14 L, 387
1abopaTopHbIM paboTam,
JIOMallTHee 3a/1aHne, TeCT
5 KOHTPOJIBHBIE BOITPOCHI TIO
5 Tema 2. CeTeBble MPOTOKOJIBI U 9 0 6 | 14 | TEME JEKIMH, 3a7AHUS K
" | KOMMYyHHKaIUU 1ab0paToOpHBIM paboTam,
JIOMalllHee 3aJaHue, TECT
KOHTPOJIbHBIE BOITPOCHI TI0
3. | Tema 3. IP-anpecanus 6 0 | 12 | 16 P P
TEeMe JIEKLINH, 3aJaHUs K




nabopaTopHBIM paboTam,
JIOMalllHee 3aJaHue, TECT
KOHTPOJIbHBIE BOIIPOCHI 110
4 Tema 4. OCHOBHBIC KOHIICIIIINY U 4 0 6 | 16 | TEME JIeKLMH, 3a/1aHNS K
" | HaCTpO¥Ka KOMMYTAaIIUH nabopaTopHBIM paboTam,
JIOMalllHee 3aaHue, TeCT
KOHTPOJIbHBIE BOIIPOCHI 110
5 Tema 5. Konnenmms 4 0 10 | 16 TEeMeE JICKIMHU, 3aJaHUs K
" | MmapuIpyTH3anuu nabopaTopHBIM paboTam,
JIOMalllHee 3alaHue, TeCT
S 0 0 0 | 10 Yemuoiu axzamen no
ounemam (26 u.)
UTOrO: 18 | 0 | 36 | 86
6 cemecTp
KOHTPOJIbHBIE BOITPOCHI 110
1 Tema 6. Konuenuus 4 0 19 | 14 | TEME JICKIUH, 3a/aHUS K
| MmapupyTU3anuu nabopaTopHbIM padoTam,
JIOMaIITHee 3a/1aHne, TeCT
KOHTPOJIbHBIE BOIIPOCHI 110
5 Tema 7. BupryanbHbie 4 0 g | 14 | TEMeE JeKLMH, 3a/1AHAS K
" | nokanbuble cetu (VLAN) 1a00paToOpHBIM paboTam,
JIOMaIITHee 3a/1aHne, TeCT
5 KOHTPOJIbHBIE BOIIPOCHI 110
3 Tema 8. Ciricku KOHTpOIIs 4 0 6 | 14 | TEME NeKIMM, 3aaHAS K
"~ | mocryna (ACL) 1ab0opaToOpHBIM paboTam,
JIOMaIITHEee 3a/1aHKe, TeCT
KOHTPOJIbHBIE BOIIPOCHI 110
4 Tema 9. [IpeoOpazoBanue 4 0 6 | 14 | TEME NEKIMM, 3aaHMS K
" | cereBBIX aapecos [Pv4 1ab0paToOpHBIM paboTam,
JIOMalIllHee 3aJaHue, TECT
Yemuviu oxzamen no
IK3AMEH 8
ounemam
UTOrO: 16 | 0 | 32 | 64

4.3. Coaep:xaHue pa3aejioB TUCIHHIIHHBI
5 cemecTp
Tema 1. U3yuenne ceTu.
JlokanbHble W TyOOadbHBIE CETH, a Takke ceTh MHTepHer. CeTh B KadecTBE IUIAT(HOPMBI.
[TocrossHHO MeHstOIIAsICA ceTeBas cpena. HacTtpolika ceTeBod omepanMoHHOW CUCTeMbl. JIMHUM
cBsa3u. KoaupoBaHue W MyNbTUILNIEKCHPOBAHME JAHHBIX. becnpoBoiHas Iepenada JaHHBIX.
ITepBuuHsbIE CETH.
Tema 2. CeTeBble NIPOTOKOJIBI  KOMMYHUKAIINH.
CereBble MPOTOKOJIBI U cTaHAapThl. [IpoTokonsl ¢uznueckoro ypoBHs. IIpoTokosbl KaHAJIBHOTO
yYpOBHs. YTpaBieHHE AOCTYNOM K cpeie mnepenaud aaHHbeIx. [Iporokon Ethernet. Ilpotokoin
paspemienusi ajapecoB (ARP). Ilporokonbsl cereBoro ypoBHS. Mapupyruzatopsl. IIpoTokoss
Tpa"cnopTHoro yposHs. [Iporokossr TCP u UDP. [IpoTokosibl ypOBHS IPUIIOKEHU.
Tema 3. IP-anpecauus.
CereBbie [Pv4-anpeca. CereBbie I[Pv6-ampeca. Pasbuenue IPv4-cetm nHa mopacetu. Cxembl
anpecanuu. OcodennocTu npoektupoBanus [Pvo-cern. O630p CIDR u VLSM.
Tema 4. OcHOBHBIC KOHIENIIIUA W HACTPOHKA KOMMYTAIUH.
O6benunénnsle cetu. Kommyrupyemsle cetu. basoBasi HacTpoiika komMmyTaropa. bezomacHocTh
KOMMYTaTopa: yIpaBjIe€HUE U UCIIOJIHEHUE.




Tema 5. Konnenuus MapmpyTu3anum.

Hauanbnas ycraHoBka Mapuipytuszatopa. Ompexaenenue mnytd. Omnepaiuy MaplipyTu3aTopa.
Peanusanus crarnueckor mapupyrusanuu. Hactpoiika cTaTH4ecKUX MapLIpyToB U MapIIpyTOB 110
ymoiyaHuwo. HacTpolika CcyMMapHbIX U IUIaBAIOIIMX CTaTU4YeCKUx MapupytoB. Ilouck u
YCTpAaHEHHUE HEMOJIaJ0K B HACTPOHMKAaX CTATUYECKOIO MaplIpyTa M MapuipyTa MO YMOJIYaHHUIO.
[IpoTOKOJIBI TMHAMUYECKOW MapIIPYTU3ALIMH.

6 cemecTp

Tema 6. Konuenuus MmapmpyTHu3aumuu.

JlnHaMuueckass AUCTAaHUUMOHHO-BEKTOpHAas Mmapuupyrusauusd. I[Iporokossr Mapmpyruszauuu RIP u
RIPng. JluHamuyeckas MapHIpyTH3alMsl 110 COCTOSHUIO KaHaja. Tabnuia MapIipyTH3aIHH.
Xapakrepuctuku nporokona OSPF. Hacrpoiika OSPFv2. Kongurypamus OSPFv3.

Tema 7. BuptyaabHble JokajabHble ceTH (VLAN).

CermeHTanMsi BUPTYaJbHBIX JIOKAJbHBIX ceTeil. Peanu3anuum BUPTyaJbHOM JIOKAJbHOW CETH.
[IpoektupoBanue u obOecneuenne Oe3omacHocTH VLAN. Hacrpoiika MapmpyTH3amuu MeEXITy
VLAN. Ilouck u ycrpaHeHue Hemoianok Mapumpytuzauuu mexay VLAN. Kommyranus 3-ro
YPOBHSI.

Tema 8. Cniucku koutpoJist nocryna (ACL).

[Mpunmun pabotsl ACL-cnmckoB mo mnpotokony IP. Crannmaptabsie ACL-cimcku nns IPv4.
Pacumpennbie ACL-cnucku ans IPv4. Ilouck u ycrpanenue Hemonanok ACL-cnuckoB. ACL-
crucku g [Pvo.

Tema 9. [IpeoGpa3zoBanue ceTeBbIX aapecoB IPv4.

[Tpunnun pa6otel NAT. Hactpotika cratmueckoro NAT. Hacrpoiika nuaamudeckoro NAT.
Hacrpotika npeodpazoBanus agpecoB noptoB (PAT). Ilepeanpecanus moproB. Hactpoiika NAT u
npotokona [Pv6. [Touck u yctpanenue Hernonanok B padbore NAT.

4.4, TeMbl ¥ JIAHBI JIA00PATOPHBIX 3aHATHH
S cemecmp
JlabopaTtopHoe 3ansaTue Ne 1 (2 4.)
Tema: U3ydenue ceTn
Bonpocul onsa obcyscoenus:
1. JlokanbHble U TTI00aNBHBIE CETH, ceTh HTEepHET.
2. Certb B kauecTBe miaatdopmel. [locTosHHO MeHsIOIIasACs ceTeBas cpeaa.
3. Hacrpoiika ceTeBo¥ onepanoHHOW CUCTEMBI. JIMHUN CBSI3H.
4. KonupoBaHHE U MYTbTUILUIEKCHPOBAHUE TAHHBIX.
5. becnpoBonnas nepenava nqanHsix. [lepBuunblie ceTu.

IIpumepnvie 3a0anus:

Hacrpoiika cereBoi onepanuoOHHONH CHCTEMBI.

1. BrimosnHHTE MEpBOHAYATBHYIO HACTPOIKY ceTeBbix mapameTpoB OC Cisco 10S mapuipytuzaTopa
Cisco 2811 c¢ paboueil craHIMM aJIMHHHUCTPATOpA CETH, UCIONb3Ys JAHHBIC B CIEAYIOIICH
Tabnuue:

Tapamemp Inauenue
[P-anpec unTepdeiica Fa0/0 10.194.7.1/24
[P-agpec uarepdeiica Fal/1 192.168.100.26/30
CranjapTHbli 11103 192.168.100.25
HMms MapmpvTizaTopa R7

Jlomen net bank _
[Tapons gocryna enable xkld7Hn43412&
JloKanbHEIH 01L30BATENL/ AP0 noc/nTefa#s51

JlaGopaTopHoe 3ansitue Ne 2 (6 4.)
Tema CeTeBble MPOTOKOJIBI M KOMMYHUKALMH
Bonpocul ons obcyscoenus:
1. CereBble NPOTOKOJIBI U CTAaHIAPTHI. [IpOTOKOIBI HU3UYECKOTO YPOBHS.



[Ipotokon Ethernet.

MapipyTuzaropsl.

CoNoORRWN

IIpoToKOJIBI KAaHATBHOTO YPOBHS.
VYrpasneHue JOCTyNIOM K Cpesie epeaadyn JaHHbIX.

10. ITpoTOKOIIBI YPOBHSI MIPHIIOKECHHIA.

Ilpumepuvie 3a0anus:

1. Co3nanue u HacTpoiKa CeTH.

* IlogknrounTe kabenu.
* Hacrtpoiite KOMIIBIOTEPEI.

* HactpoiiTe MapmpyTH3aTopsl.

* Hacrpoitte koMMyTaTOpHI.

Tabnuua agpecauuu

$0/0/0

[Tporokon pa3pemenus aapecos (ARP).
IIpoTOKOJIBI CETEBOrO YPOBHSI.

[IpoTOKOJIBI TPAaHCTIOPTHOT'O YPOBHSI.
. IIpotoxonst TCP u UDP.

so0/0/0

LWntos no
YecTponcTeOo WUHTepdpeic IP-agpec Macka nogceTtun YMON4aHUIo
LOCAL GOM 192.168.1.1 2552552550 HepoctynHo
$0/0/0 (DCE) 10.1.1.1 255.255.256.252 | HepocTtynHo
ISP S0/0/0 10.1.1.2 255.255255 252 | HepoctynHo
S0/0/1 (DCE) 10222 255.255.2556.252 | HepocTynHo
REMOTE G0/M 192.168.3.1 255.255.255.0 HepocTtynHo
S0/0M1 10.2.21 255.255255252 | HepoctynHo
S1 VLAN 1 192.168.1.11 255.255.255.0 192.168.1.1
S3 VLAN 1 192.168.3.11 2552552550 192.168.3.1
CeTeBoit
MK-A apantep 192.168.1.3 255.255.255.0 192.168.1.1
CeTeBoit
MNK-B apantep 192.168.3.3 2552552550 192.168.3.1

2. TecTupoBaHHEe OCHOBHOM CETH C TIOMOIIIBIO KOMAHJIBI «Pingy.

° OTHpaBBTC 9X0-3anpocC € MOMOIbO KOMaHAbI pll’lg C KOMIIBIOTCPA.

* OTtmpaBbTe 3X0-3aMPOC € TOMOIIBIO KOMaH/ I ping ¢ ycTpoiicTB Cisco.
3. TecTupoBaHMEe OCHOBHOM CETH C TOMOIIBIO KOMaH I tracert u traceroute.

* Beeaute koMaHAy «tracerty Ha KOMIIbIOTEPE.

* BBenute xomannay «traceroute» Ha ycTpoicTBax Cisco.

4. Tlouck u ycTpaHeHUEe HEHCIIPABHOCTEW B TOIOJIOTHH.

JlaGopaTopnoe 3anstue Ne 3 (12 u.)




Tema IP-agpecanus
Ceresbie [Pv4-aapeca.
Ceressie IPv6-anpeca.

NS

Cxempbl afipecalui.

Paszouenue IPv4-cetu Ha moacery.

5. Ocob6ennoctu npoektupoanus [IPvo-cern. O630p CIDR u VLSM.

Certesbie IPv4-anpeca.
Ipumepnvie 3a0anusi:

1. M3yunuts TpeOOBaHUS K CETH.

4000 y3nos

2. Pazpaborath cxemy aapecanuu VLSM.
3. BemmonHuTh KabeNbHOE COSMHEHNE H HACTPOUTh [Pv4-ceTs.
4. Hacrtpoiika TONOJOIMH U YCTAaHOBKA MCXOJJHOTO COCTOSIHUS YCTPOMCTBA.

1000 y3nos

5. Hactpoiika 6a30BbIX MapaMeTPOB YCTPONCTB U MPOBEPKA MOAKIIOUECHHUS.

Tabnuua agpecauun

Wnros no

YeTponcteo | WUHTepdenc IP-agpec Macka nogceTn yMOn4aHuw
R1 G0/ 192.168.0.1 2552552550 N/A

S0/0/1 10.1.1.1 255255255252 | N/A
R3 G0/1 192.168.1.1 2552552550 N/A

S0/0/0 (DCE) | 10.1.1.2 255255255252 | N/A

Lo0 209.165.200.225 | 255255255224 | N/A

Lo1 198.133.219.1 255.255.255.0 N/A
PC-A NIC 192.168.0.10 2552552550 192.168.0.1
PC-C NIC 192.168.1.10 2552552550 192.168.1.1

6. Hacrpoiika craTHueCKuX MapuIpyToB.

* Hacrpoiika peKkypCUBHOTO CTaTUYECKOTO MapIIpyTa.

* Hacrpoiika craTuyeckoro MapuipyTa ¢ OpsiMbIM IMOJKITFOUEHUEM.
* Hactpoiika 1 yJajneHue CTaTHYeCKUX MapIipyTOB.
7. Hactpoiika u mpoBepka MapipyTa rmno yMOTYaHHIO.

Cetesbie IPv6-anpeca.
IIpumepnvie 3a0anus:




Onpenenenne pa3nuuHblx TUIIOB [Pv6-anpecos.

gy . Wnto3 no

YMOAYaHHIO
WUnrepher @ K
/ g,

* Paccmotpute paznuunsle Tunsl [IPv6-agpecos.

* ComnocraBbte [Pv6-anpec ¢ nmpaBuIbHBIM TUIIOM aJipeca.

Nzydenue cereBoro unrepdeiica u [Pvb-anpeca yzna.

* [IpoBepsTe HacTpoliku ceTeBoro [Pv6-anpeca Ha KOMIIBIOTEPE.

Otpabotka cokparenus [Pv6-anpecos.

* M3yuute U npoaHanu3upyiTe npaBuiia cokpamenus IPv6-agpecos.

* OrpabortaiiTe cBOpaunBaHue u pa3BépToiBanue [Pv6-anpecos.

OmpeneneHue uepapxXuud CETeBbIX MpedUKCoB TIodanbHBIX IPv6-aapecoB omHOampecHOM
nepenayu.

» M3yuurte u npoaHalu3upyiTe uepapxuro cereBoro npeduxca [Pvo.

* OrtpaboTaiiTe U3BIICUCHHE JAHHBIX ceTeBOTO Mpedukca u3 [Pvo-anpeca.

Hactpoiika Ttomomoruu u KoH(QUrypalusi OCHOBHBIX IapaMEeTpOB MaplIpyTu3atopa U

KOMMYTAaTopa.
m Yy —— GO/1 NK-B
51 Fo/5 Go/0
» »

Pyunas nactpoiika IPv6-agpecos.

OnuHa

YecTponcTeo WHTepdreiic IPv6-agpec npecmrca | Wnros no ymonyaHuw
R1 G0/0 2001:DB8:ACAD:A:1 64 HepnoctynHo

G0M 2001:DB8:ACAD:1::1 64 HenoctynHo
S1 VLAN 1 2001:DB8:ACAD:1::B 64 HepnoctynHo

CeTeBoi
TMK-A ajanTtep 2001:DB8:ACAD:1::3 64 FEBOD::1

CeTeso#
MNMK-B apanTtep 2001:DB8:ACAD:A::3 64 FEB80::1

7. HpOBepKa CKBO3HOTI'O ITIOAKIKOYCHHA.

Pazouenue IPv4-ceru Ha moaceru.
Ipumepnvie 3a0anus.
1. Pa3paboTka cxeMbl pa3/ielieHus CeTH Ha MOJCETH.

» Co3pmaiiTe cxemy pa3fielIeHHs] Ha TMOJCETH, KOTOpas COOTBETCTBYET KOJIMYECTBY MOJICETEH U
aJIpecoB y3JI0B.

* 3amoJIHUTE IUarpaMmy, yKasas, T1e OyayT npuMmeHstees [P-agpeca y3mos.

2. Hacrpoiika ycTpoicTB.

* HaznaubTe komnberoTepam [P-agpeca, Macku MOJACETH U MITIO3bI IO YMOJTYAHHUIO.



Wnes no
YecTpoicTBO WHTepdrenc IP-agpec Macka nogcetn YMOn4aHuo
R1 G0/0 HepoctynHo
G0M HepocTtynHo
LoD HepocTtynHo
Lo1 HepocTynHo
S1 VLAN 1 HepoctynHo HepoctynHo HepocTtynHo
CeTeBo#
MK-A apantep
CeTeBo#
MNK-B apantep

* Hacrpoiite IP-ampeca u wmacku moxacetn s uHTepdeiicoB  Gigabit  Ethernet
MapuIpyTru3aropa.
* Ha mapmpyrtusarope cosnaiite nBa jormdeckux uHTepdeiica loopback u Hactpoiite s
Kaxxioro u3 Hux IP-ampec u Macky mojceTH.
3. IlpoBepka ceTu U yCTpaHEHHE HETIOJIAI0K.
* IIpoBepbTe MOAKIIOYCHHUE M YCTPAHUTE HETIONIAIAKH, UCTIOJIb3Yysl KOMaHIy ping.
.
Jladboparopnasi padora Ne4 (6 4.)
Tema OcHOBHbIE KOHLIENIINU U HACTPOIIKAa KOMMYTAalMH
1. OObeauHEHHEBIE CETH.
2. Kommyrupyemsie ceTH.
3. bazoBas HacTpoiika KoMMyTaTOpa.
4. be30macHOCTh KOMMYTATOpPa: YIIPaBJICHUE U UCTIOITHEHHE.

ba3oBas HacTpoiika koMmMyTaTopa.
Ilpumepnvie 3a0anus:
1. Hacrtpoiika OCHOBHBIX IMapaMETPOB CETEBOTO YCTPOICTBRA.
» Co3pnaiiTe ceTb B COOTBETCTBUU C M300pPaKEHHOM Ha CXEME TOTOJIOTHEH.

» HacTpoiiTe 0CHOBHBIE NapaMeTpbl KOMMYTAaTOpa, BKIKOYas UM y3J1a, agpec yNpaBiIcHUs U
JOCTYTI 110 poTokory Telnet.
» Hactpoiire IP-agpec I1K.

Wntos no
YeTponcTteo WHTepdpeiic IP-agpec Macka nogceTtu YMOnNYaHuK
S1 VLAN 1 192.168.1.2 2552552550 HepocTtynHo
TMK-A CeTteBoit agantep | 192.168.1.10 255.255.2550 HepoctynHo

2. TlpoBepka u TeCTHPOBAHUE TOIKITIOUEHHS K CETH.
* OTt0o06pa3ute KOHPUTYpPAIUIO YCTPOUCTBA.
* IIpoBepbTe CKBO3HOE MOJAKIIIOYEHNE C TOMOIIBIO AX0-3aI1poca C MOMOIIBIO KOMaH/ Il ping.
* IIpoBepbTe BOZMOXKHOCTh yAaNEHHOTO YIPaBIeHH M0 MpoTokoiy Telnet.
» CoxpanuTte ¢aiin Texymeil KoHUrypauuu KOMMyTaTopa.

JladopaTopnasi padora NeS (10 4.)
Tema Konuenuus Mmapupyru3auuu
Bonpocwt ons ob6cysrcoenus:



HavanpHas ycraHoBka Mapuipytusaropa. OnpeneneHue myTu.

Onepanuu MapupyTu3aropa.

Peanusanus ctaTu4eckor MapLIpyTH3aLUU.

HacTpoiika cTaTHYeCKUX MapIIpyTOB U MapLIPYTOB I10 YMOJIYaHUIO.

Hacrpoiika cymMMapHBIX U IUIaBAOIIUX CTATUYECKUX MapLIPYTOB.

ITouck M ycTpaHeHME HEMOJAN0K B HACTPOMKAX CTATUYECKOrO MaplpyTa M MaplipyTa IIo
YMOJIYaHUIO.

7. TIpoTOKOMIBI TMHAMUYECKON MApIIPYTHU3ALMH.

ok wnE

ba3oBas HacTpoiika MapupyTu3aTopa.
Ilpumepnvie 3a0anus:
1. Hacrpoiika TOIOJ0TUN ¥ HHULIUATIU3AIHS YCTPOUCTB.
» Hactpoiite 000pynoBaHK€e B COOTBETCTBUU C TOIOJIOTUEN CETH.

m QY —— GO/1 NK-B
S1 F0/5 1 Go/0
L [ ]

* BrinonaHuTe MHULIMATU3ALKIO U MIEPE3anyCK MaplIpyTH3aTOpa U KOMMYTaTopa.
2. Hacrpoiika mapaMeTpoB YCTPOMCTB U MPOBEPKA HANEKHOCTH TTOAKITIOUSHHS.
» Hasnauwte unrepdeiicam [1K craruueckyro undopmaruto [P-anpeca.

Wnwwoz no
YeTtponcTeo WHTepdenc IP-agpec Macka nogcetn YMOn4aHuw

R1 G0/0 192.168.0.1 2552552550 HepocTtynHo
GOoNM 192.168.1.1 2552552550 HepocTynHo

S1 VLAN 1 HepoctynHo HepocTtynHo HepocTynHo
CeTeBoi

MK-A apantep 192.168.1.3 2552552550 192.168.1.1
CeTeBon

MK-B aganTep 192.168.0.3 255.255.255.0 192.168.0.1

* Hacrpoiite mapuipyrusarop.
* [IpoBeppTe NOAKIIOYEHHUE K CETH.
3. OrtobpakeHue cBeieHHi 00 yCTpoiicTBe.
» Cobepurte C ceTeBbIX YCTPOMCTB JaHHBIE 00 anmapaTHOM U IPOrPaMMHOM OOecTeueHNH.
* HMHTtepnpeTupyiiTe BEIXOAHBIE JaHHbIE U3 TAOIMIIBI MAPLIPYTH3ALHH.
* BriBeauTe Ha MapuIpyTH3aTOp CBEACHUs 00 UHTEpdeiice.
* BeiBenuTe Ha MapIIpyTH3aTOP U KOMMYTATOp CBOJHBIN CIUCOK UHTEP(HEHCOB.

Hacrpoiika craTH4ecKUX MapuIPpyTOB H MAPUWIPYTOB 10 YMOJTYaHUIO.

IIpumepnvie 3a0anus:

1. Hactpoiika mapmipyra nmo ymondanuto. Hactpouts Ha yctpoiictBe R3 MapuipyT no ymonyaHuio
U pacrnpocTpaHuTh ero mno Bced ceru. C momoupl0 KoMaHAael show U yTUIUTBL ping

YAOCTOBCPUTHCS, UYTO BO3MOKHOCTDH BBaHMOHCﬁCTBHH KOHCYHBIX YCTpOﬁCTB OGeCHequa.
Fa0j0 o, Fa0I1 10.0.0.0/30 Fafl o . Fa0j0 :]

B 192.168.1.0/24 "1 T 192.168.2.024 e
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10.0,0.8/30 10,0,0.4/30
pce DCE

se0jofo |\ A Se00Ml g5 16530724
EC T Py ——
t ' Fa0/0
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R3 Server-PT
web-server



Tabnuua ceTeBbIX agpecos.

Device Interface IP Address Mask Default Gateway
Fa0/0 192.168.1.1 2552552550 A
R1 Fa0/1 10.0.0.1 255255 255252 A
Se0/0/0 10.0.0.9 255.255.255.252 A
Fa0/0 192.168.2.1 2552552550 A
R2 Fa0/1 10.0.0.2 255255 255252 A
Se0/0/1 10.0.06 255255 255252 A
Fa0/0 192.168.3.1 2552552550 A
R3 Se0/0/0 10.0.0.10 255.255.255.252 A
Se0/0/1 10.0.05 255255 255252 A
PC1 N/A 192.168.1.10 255.255.255.0 192.168.1.1
PC2 N/A 192.168.2.10 2552552550 192.168.2.1
Web-server N/A 192.168.3.10 2552552550 192.168.3.1

2. Hacrpoiika mapmpyra nmo ymomdanuto. Hactpouts Ha mapmpytusarope RO DHCP-cepep u
byHKIMIO TpeoOpazoBaHUE aJIPECcOB.

PC-PT
pCO
192.168.10,0/24 117,000/ 219.0.0,0f30
4 Fa0/0 Se0/3/0 =~ W N
3l i t e e s e e s e |
— R+~ Dl w———
:I— , ‘- LE g se0/1/0 1341’-
PC-PT 2360-24TT 2511 R1 Server-PT
pcl1 swo RO DHS-WEB
Tabnuuya ceTeBbIX agpecos.
Device Interface IP Address Mask Default Gateway
RO Fa0/0 192.168.10.1 255.255.255.0 N/A
Se0/3/0 117.0.0.1 255255255252 N/A
R2 Fa0/0 219.0.01 255255255252 N/A
Se0/1/0 117.00.2 255255255252 N/A
PC1 N/A DHCP
PC2 N/A DHCP
Web-server N/A 219002 ‘ 255255255252 219.0.01

Ilonck n ycTpaHeHHe HENMOJIAA0K MapIIPYTH3alUH.
IIpumepnvie 3a0anus:
1. Jlns cetu Ha puc.
* BrmonaauTe He0O0X0AMMBIE HACTPOUKH 000PYAOBaAHUS
* BBenure TaOIUIIBI CTATHUECKON MapIIpyTH3AIUH.
* IIpoBephTe NMPaBUIBLHOCTD BHIMOJIHEHHBIX HACTPOEK.
2. Jlns ceTH Ha pHC.
» Cdopmupyiite ceTb IpeICTaBICHHYIO Ha pUC.
* BeinosnuTe He00X0AMMBIE HACTPOHKH 000PYIOBAHUSI.
 IloaroroBbTe U BBEAUTE TAOIUIBI CTATHYECKON MapLIPyTH3ALUU.
 IIpoBepbTe NPaBUIBHOCTH BHIMOIHEHHBIX HACTPOEK.
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JlaboparopHnoe 3ansTue Ne 1 (12 v.)

Tema Konnenuus Mmapmpyru3anuu

Bonpocwt ons ob6cyscoenus:

Jlunamuueckas JUCTaHIIMOHHO-BEKTOPHAsI MApLIPyTH3ALUS.

[IpoTokousr mapmpytusanuu RIP u RIPng.

Jlunamu4eckas MapIIpyTH3aLys 10 COCTOSIHUIO KaHaJIa.

Tabnuma MapIIpyTH3aIHH.

Xapakrepuctuku npotokosna OSPF.

Hactpoiika OSPFv2.

Kondurypauus OSPFv3.

JlnHaMu4yecKasi AMCTAHIMOHHO-BEKTOPHAsI MapIIPyTH3aLUsl.

Ipumepnvie 3a0anus:

1. Hactpoiika aMHaMH4YecKOM MapuipyTH3alnuu c nomoibio npoTtokoia RIP. Hactpouts
JUHAMHYECKYI0 MapHIpyTH3auuio ¢ nomoueto nporokona RIP Ha ycrpoiictBax R1, R2, R3.
ObecrieunTh BO3MOXHOCTh B3auMOJEWCTBUSA KOHeuHbIX ycrpoiictB PCI1, PC2, PC3 wmexny
coboil.

NoabkowhE
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Tabnuuya ceTeBbIX aapecos.

Device Interface IP Address Mask Default Gateway
Fa0/0 192.168.1.1 255.255.255.0 N/A
R1 Fa0/1 10.0.0.1 255.255.255.252 N/A
Se0/0/0 10009 255.255.255 252 N/A
Fa0/0 192.168.2.1 255.255.255.0 N/A
R2 Fa0/1 10.002 255255255252 N/A
Se0/0/1 10.0.0.6 255.255.255.252 N/A
Fa0/0 192.168.3.1 255.255.255.0 N/A
R3 Se0/0/0 10.0.0.10 255.255.255.252 N/A
Se0/0/1 10.0.0.5 255.255.255.252 N/A
PC1 N/A 192.168.1.10 2552552550 192.168.1.1
PC2 N/A 192.168.2.10 255.255.255.0 192.168.2.1
PC3 N/A 192.168.3.10 255.255.255.0 192.168.3.1

2. bazoBas nacrpoiika nmporokosia EIGRP mis IPv4. [Toctpoenune ceTu 1 mpoBepKa COeAMHEHUS.

Tabnwvua agpecauum

Wnroz no
YcTpoiicTEO WHTepdeic IP-appec Macka nogceTn YMON4aHUIo

R1 G0/0 192.168.1.1 255.255.255.0 N/A

S0/0/0 (DCE) 10.1.1.1 255255255252 | N/A

S0/0/1 10.3.3.1 255.255.255.252 | N/A
R2 G0/0 192.168.2.1 255.255.255.0 N/A

S0/0/0 10.1.1.2 255255 255252 | N/A

S0/0/1 (DCE) 10222 255255255252 | N/A
R3 G0/0 192.168.3.1 255.255.255.0 N/A

S0/0/0 (DCE) 10.3.3.2 255.255.256.252 | N/A

S0/0/1 10221 255255 255252 | N/A
PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1
PCB NIC 192.168.2.3 255.255.255.0 192.168.2.1
PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1

3. Hacrpoiika mapmpyruzanuu EIGRP.

4. Tlposepka mapurpyruzauuu EIGRP.

5. Hacrpoiika npomyckHON CIIOCOOHOCTH U MaCCUBHBIX UHTEP(HEHCOB.

6. Hactpoiika 06a3oBoro mpotokoma EIGRP mms IPv6. IloctpoeHme cetm ® mpoBepka
MOAKITIOYEHUS.



Ta6nuua agpecaunu

YerpoicTBo WuTepdpeiic IP-appec Lnwos no ymon4aHuwe
2001:DBB:ACAD:A::1/64
R1 G0/0 FE80::1 link-local N/A
2001:DB8:ACAD:12::1/64
50/0/0 (DCE) FE80::1 link-local N/A
2001:DB8:ACAD:13::1/64
S0/0/1 FE80::1 link-local N/A
2001:DB8:ACAD:B::1/64
R2 G0/o FE80::2 link-local N/A
2001:DB8:ACAD:12::2/64
S0/0/0 FE80::2 link-local N/A
2001:DB8:ACAD:23::2/64
S0/0/1 (DCE) FE80::2 link-local N/A
2001:DB8:ACAD:C::1/64
R3 G0/o FE80::3 link-local N/A
2001:DB8:ACAD:13::3/64
S0/0/0 (DCE) FE80::3 link-local N/A
2001:DB8:ACAD:23::3/64
S0/0/1 FE80::3 link-local N/A
PC-A NIC 2001:DB8:ACAD:A::3/64 FES0:1
PC-B NIC 2001:DB8:ACAD:B::3/64 FE80:2
PC-C NIC 2001:DBB:ACAD:C::3/64 FE80:3

7. Hactpoiika mapupytuzanuu EIGRP nns [Pv6.
8. Ilposepka mapmpyruzanuu EIGRP mis IPv6.
9. Hacrpoiika 1 mpoBepKa MacCUBHBIX HHTEP(ENCOB.

JlaGopaTopHoe 3ansitue Ne 2 (8 4.)
Tema Bupryanbnbie 1okaabHbie ceTn (VLAN)
Bonpocwt ons ob6cyscoenus:
1. CermeHnTanuus BUPTyaJbHBIX JIOKAJIBHBIX CETEH.
2. Peanmzanuu BHPTYaIbHOM JTOKAJTBLHON CETH.
3. IIpoextupoBanue u obecrneuyenue 6ezonacHoctu VLAN.
4. Hacrpoiika mapmpytuzanuu mexxay VLAN.
5. Tlouck u ycrpaneHue Henoia ok MapipyTusanuu Mmexay VLAN.
6. Kommyramus 3-To ypoBHS.
JInHaMu4YecKkasi MapIIPyTH3alMs 10 COCTOSIHMIO KaHAJIA
IIpumepnvie 3adanusi:
1. Hacrpoiika 6a3oBoro mporokona OSPFv2 mns omnoit ob6mactu. Co3naHue ceTw M HacTpoWKa
0a30BBIX MapaMETPOB YCTPOUCTB.



oM wN

Tabnuua agpecauuu

Wneos no
YcTponcTEO WuTepdhenc IP-agpec Macka nogcetu YMOnYaHu

R1 G0/0 192.168.1.1 2552552550 N/A

S0/0/0 (DCE) 192.168.12.1 265.255.255.252 | N/A

S0/0/1 192.168.13.1 255.255.255.252 | N/A
R2 G0/0 192.168.2.1 2652552550 N/A

S0/0/0 192.168.122 255255255252 | N/A

S0/0/1 (DCE) 192.168.23.1 265.255.255.252 | N/A
R3 G0/0 192.168.3.1 255.255.255.0 N/A

S0/0/0 (DCE) 192.168.13.2 2565255255252 | N/A

S0/0/1 192.168.23.2 255.255.255.252 | N/A
PC-A NIC 192.168.1.3 2552552550 192.168.1.1
PC-B NIC 192.168.2.3 255.255.255.0 192.168.2.1
PC-C NIC 19216833 2552552550 192.168.3.1

Hactpoiika u nposepka mapuipyrusanuu OSPFE.

H3meHeHne Ha3HAYeHUH UACHTU(PUKATOPOB MapIIPYTU3aTOPOB.

Hacrpoiika naccuBnbix uarepdeiicos OSPF.

N3menenune merpuk OSPF.

baszoBas Hactpoiika npotokona OSPFv3 nns ognolt obmactu. Iloctpoenue cetu u HacTpoiika

0a30BbIX TApaMETPOB YCTPONCTBA.




TaGnuua agpecaunu

Wntos no
YeTponcTBO WHTepdenc IPvB-agpec YMONHAHUIO
2001:DBB:ACAD:A:1/64
R1 Gor FEB0::1 nokanbHbIi kKasan HepocTtynHo
2001:DB8:ACAD:12::1/64
S0/0/0 (DCE) FES80::1 nokanbHbIi kKaHan HepocTynHo
2001:DB8:ACAD:13::1/64
S0/0M .
FEBO::1 nokanbHbIA KaHan HepocTynHo
2001:DB8:ACAD:B::2/64
R2 Go/o
FEB80::2 nokansbHbli kasan HepocTynHo
S0/0/0 2001:DB8:ACAD 1?: 2/64
FEB0::2 nokaneHbli kasan HepocTtynHo
2001:DB8:ACAD:23::2/64
S0/01 (DCE) FE80::2 nokankHblii kakan HepocTtynHo
2001:DB8:ACAD:C::3/64
R3 Gor FEB0::3 nokanbHbIi KaHan HepocTynHo
2001:DB8:ACAD:13::3/64
S0/0/0 (DCE) FEB80::3 nokanbHblii kanan HepocTynHo
3010/ ZODWZDBE'ACAD'Z‘B: 3/64
FEB0::3 nokanbHbIA KaHan HepocTynHo
PC-A Cetesort
apjantep 2001:-DB8:ACAD:A-A/B4 FEB80::1
PC-B Cetesoit
- apjantep 2001:-DB8:ACAD:B::B/64 FEB80::2
PC-C Cetesoit
i apjantep 2001-DB8:ACAD:C-C/64 FE80::3

7. Hactpoiika u nposepka mapupytuszanuu OSPFv3.

8. Hactpoiika naccuBHbix uarepdeiico OSPFv3.

9. Ilouck W ycTpaHeHue HEMoNagoK B pabore oCHOBHBIX MpoTokoinoB OSPFv2 u OSPFv3 nmns
onHoM obnactu. [loctpoenue cetu u 3arpy3ka KOHGUrypaui ycTpoicTs.

Ta6nuua agpecaunu

WpexTtndbnkatop Lntoz no
YcTpoincTeo | mapwpyTnsatopa OSPF WHTepdenc IP-agpec YMOMYaHUIO

192.168.1.1/24
R1 1111 G0/ 2001:DB8:ACAD:A:1/64 N/A
FE80::1 link-local

192.168.12.1/30
S0/0/0 2001:DBB:ACAD:12::1/64 N/A
FE80::1 link-local
192.18.13.1/30

s0/0/1 2001:DBB:ACAD:13::1/64 N/A
FEB0::1 link-local

192.168.2.1/24
R2 2222 G0 2001:DB8:ACAD:B::2/64 N/A
FE80::2 link-local

192.168.12.2/30
S0/0/0 2001:DBB:ACAD:12::2/64 N/A
FEBO::2 link-local

192.168.23.1/30

S0/0/1 2001:DBB:ACAD:23::2/64 N/A
FE80::2 link-local
192.168.3.1/24
R3 3333 G0/I0 2001:DBB:ACAD:C::3/64 N/A
FEB0::3 link-local
192.168.13.2/30
S0/0/0 2001:DBB:ACAD:13::3/64 N/A
FE80::3 link-local
192.168.23.2/30
S0/0/1 2001:DBB:ACAD:23::3/64 N/A
FE80::3 link-local
192.168.1.3/24 192.168.1.1
PCA NIc 2001:DB8:ACAD:A-A/64 FE80:1
192.168.2.3/24 192.168.2.1
PeB NIC 2001:DB8:ACAD:B::B/64 FEB80:2
PCC NIC 192.168.3.3/24 192.168.3.1

2001:DB8:ACAD:C:C/64 FE80::3

10. TMownck m ycTpaHeHHE HETIONAI0K MOIKIIOYCHUST YPOBHS 3.
11. ITouck u ycTpaneHue Henonanaok B pabore OSPFv2.



12. Tlouck u ycTpanenue Henonagaok B padbore OSPFv3.

JlaGopaTopHnoe 3ansitue Ne 3 (6 4.)
Tema Cnucku KoHTpoJs xocryna (ACL)
Bonpocul ons 0bcyscoenus:
1. Tlpunnun pa6otel ACL-circkoB 1o npotokoury IP.
2. Cranpaptasie ACL-criucku ans [Pv4.
3. Pacmupennsie ACL-cniucku nist [Pv4.
4. llouck u ycrpanenue Henosagok ACL-criuckoB.
5. ACL-coucku g IPv6.
Ilpumepnvie 3a0anus:
1. Hacrpoiika u mpoBepka cranmapTHbix ACL-cmuckoB. HacTpoiika TOMOJOTMM MW yCTaHOBKA
HMCXOQHOTO COCTOSIHUS YCTPOKCTBA.
» HactpoiiTe 060pynoBaHue B COOTBETCTBUU C TOMOJIOTHEH CETH.
* BrinoaHuTe MHUIIMATU3ALMIO U nepesarpysKy MapuIpyTH3aTopa i KOMMYTaTOpOB.
0

2. KoH(urypamus ycTpoicTB U MPOBEPKa MOAKITIOUCHHUS.

Lo0

Ta6nuua agpecauun

10.1.1.0/30

so/0/0
DCE

192.168.10.0/24

192.168.30.0/24

Wnios no
YctponctBo | UHTepdelic IP-agpec Macka nogcetu YMONYaHuK
R1 G0N 192.168.10.1 2552552550 N/A
Lo0 192.168.20.1 2552552550 N/A
S0/0/0 (DCE) | 10.1.1.1 255255255252 | N/A
ISP S0/0/0 10.1.1.2 255255255252 | N/A
S0/0/1 (DCE) | 10.222 255255255252 | N/A
Lo0 209.165.200.225 | 255255255224 | N/A
R3 G0N 192.168.30.1 2552552550 N/A
Lo0 192.168.40.1 2552552550 N/A
S0/0M 10.2.2.1 255255255252 | N/A
S1 VLAN 1 192.168.10.11 2552552550 192.168.10.1
S3 VLAN 1 192.168.30.11 2552552550 192.168.30.1
PC-A NIC 192.168.10.3 2552552550 192.168.10.1
PC-C NIC 192.168.30.3 2552552550 192.168.30.1

* HaznaubTe kOMnbprOTEpPaM cratnueckui [P-anpec.
* HacrpoiiTe 6a30BbIe MapaMeTphl HA MAPIIPYTU3ATOPAX.

° HaCTpOﬁTC 0a3oBbIC apaMeTpbl HAa KOMMYTAaTOpax.




» Hactpoiite mapmpyrusanuto EIGRP na mapmipyrusaropax R1, ISP u R3.
* [IpoBeppTe HaNMUKE MOAKIOYEHUS MEXKIY BCEMH YCTPOUCTBAMU.
3. Hactpoiika M mpoBepka CTaHAAPTHBIX HyMmepoBaHHBIX cnuckoB ACL u cTaHmapTHBIX
nMeHOBaHHbIX ACL-crinckoB.
* Hactpoiite, npumeHuTe U npoBepbTe paboTy HyMepoBaHHbIX cTaHAapTHEIX ACL-cniuckos.
* Hacrpoiite, npuMeHnTe U MPOBEPHTE pabOTy CTaHIAPTHBIX UMEeHOBAaHHBIX ACL-criuckoB.
4. N3menenue cranpaptHoro ACL-cnucka.
» M3MmeHure u mpoBepbTe padbOTy cTaHaapTHOTO MMeHoBaHHOT0 ACL-cniucka.
* Ilposepwte padoty ACL-cnucka.

Pacimpennbie ACL-cniuckm.
Ipumepnvie 3a0anusi:
1. Hactpoiika u mpoBepka pacmupenHbix ACL-crimckoB. Hactpoiika TOmojormu M ycTaHOBKa
HCXOJIHOTO COCTOSIHUS YCTPOICTBA.

10.1.1.0/30

50/0/0

LoO

192.168.10.0/24

192.168.30.0/24

Ta6nuua agpecauuu

Wnios no

YetpoictBo | UHTepdpenc IP-agpec Macka nogceTu YMoOn4YaHuo
R1 G0N 192.168.10.1 2552552550 NIA

LoD 192.168.20.1 2552552550 NIA

S0/0/0 (DCE) | 10.1.1.1 255255255252 | NIA
ISP S0/0/0 10.1.1.2 255255255252 | NIA

S0/0/1 (DCE) | 10.2.2.2 255255255252 | NIA

LoD 209.165.200.225 | 255255255224 | N/A

Lol 209.165.2011 255255255224 | NIA
R3 G0N 192.168.30.1 2552552550 NIA

LoD 192.168.40.1 2552552550 NIA

S0/0/1 10221 255255255252 | NIA
51 VLAN 1 192.168.10.11 2552552550 192.168.10.1
53 VLAN 1 192.168.30.11 2552552550 192.168.30.1
PC-A NIC 192.168.10.3 2552552550 192.168.10.1
PC-C NIC 192.168.30.3 2552552550 192.168.30.1

2. KoH(urypamus ycTpoicTB U MpOBEPKa MOAKITIOUCHHUS.

* HacrpoiiTe 6a30Bble apaMeTpbl Ha KOMITBIOTEPAX, MAPLIPYTU3aTOPAX U KOMMYTaTOpax.
» Hactpoiite mapmpyruzanuto EIGRP na mapupyruzaropax R1, ISP u R3.
3. Hacrpoiika 1 npoBepka pacIIMpeHHBIX HyMEPOBaHHBIX U UMeHOBaHHBIX ACL-criuckoB.
* Hactpoiite, mpumeHnuTe u npoBepbTe HyMepoBaHHbIE paciuupenHble ACL-crincku.
» Hactpoiite, mpumMeHnTe U IpOBEPbTE NMEHOBaHHbIE pacipeHHble ACL-crnucku.
4. N3menenue u nposepka pacmupeHHbix ACL-criickos.
5. Hacrpoiika u mnposepka ACL-criuckoB s IPv6. Hactpoiika Tomomorum u ycTaHOBKa
HCXOJHOTO COCTOSIHUSI YCTPOWCTBA.



Ta6nvua agpecauuu

Wrnkos no

YcTpoiicTBO WuTepdeiic IP-appec yMon4aHuo
R1 G0/0 2001:DBB:ACAD:B:1/64 | N/A

Gon 2001:DB8:ACAD:A:1/64 | N/A

S0/0/0 (DCE) | 2001:DBB:AAAA:1::1/64 N/A
R2 S0/0/0 2001:DBB:AAAA:1::2/64 N/A

S0/0/1 (DCE) | 2001:DBB:AAAA:2::2/64 N/A
R3 Gon 2001:DB8:CAFE:C::1/84 | N/A

S0/0M1 2001:DB8:AAAA:2:11/64 N/A
S1 VLAN1 2001:DBB:ACAD:AZA/64 | N/A
S2 VLANT 2001:DB8:ACAD:B-A/64 | N/A
S3 VLAN1 2001:DBB:CAFE:C::A/64 | N/A
PC-A NIC 2001:DB8:ACAD:A:3/64 | FEBOD:1
PC-B NIC 2001:DB8:ACAD:B::3/64 | FEBD::1
PC-C NIC 2001:DB8:CAFE:C::3/64 | FE80:1

6. Kondurypamus yCTpoiCTB 1 MPOBEPKa MOAKITIOUCHUSI.
7. Hactpoiika u npoBepka ACL-criuckoB s [Pv6.
8. PemaktupoBanne ACL-criuckoB mms [Pv6.

JlaGopaTopHoe 3ansitue Ne 4 (6 4.)
Tema IIpeoOpasoBanue cereBbix agpecos IPv4
Bonpocwt ons ob6cysrcoenus:
[Tpuniun padotst NAT.
Hacrpoiika cratnueckoro NAT.
Hacrpoiika nuaamuueckoro NAT.
Hactpoiika npeobpa3zoBanus agpecos noptos (PAT).
[lepeanpecauus moproB. Hactpoiika NAT u npotokoina IPv6.
[Touck u ycrtpanenue Henosnanok B padote NAT.
Ilpumepnvie 3a0anus:
1. Hacrpoiika puHamudeckoro u cratuueckoro NAT. Iloctpoenune ceTu ©  MpoBEpKa
MOJIKJIFOUEHUS.

ouhkwnE

CmoaennposaHHbie
MHTEPHET-CAYIKGbI

s0/0/0
DCE



Ta6nuua agpecauuu

Wnrosz no
YeTpoicTBO WnTepdeiic IP-appec Macka nogcetu YMON4aHHK

Wino3 G0N 192.168.1.1 2552552550 N/A

S0/0M1 209.165.201.18 | 255255255252 | N/A
WntepHeT-nposaiinep | S0/0/0 (DCE) | 209.165.201.17 | 255.255.255.252 | N/A

LoD 192.31.71 255.255.255255 | N/IA
PC-A
(cMogenupoBaHHbIA
cepeep) NIC 192.168.1.20 255.255.255.0 192.168.1.1
PC-B NIC 192.168.1.21 255.255.255.0 192.168.1.1

2. Hacrpoiika u mpoBepka ctatudeckoro npeodpasoBanust NAT

3. Hacrpoiika u npoBepka quHaMu4deckoro npeoodpazopanust NAT

4. Tlouck u ycrpanenue Henonanok koHpurypauuid NAT. [Toctpoenue cetu 1 HacTpoiika 6a30BbIX
IIapaMeTpoB YCTPOMCTBaA.

CmopenuposaHHbie
WHTepHeT-CyX6bl

Tabnwvua agpecauum

YcTpocTBO WHTepdenc IP-anpec Macka nogceTn | Lnks no ymonyanuio
Winwo3 G0/ 192.168.1.1 255.255.255.0 N/A
S0/01 209.165.200.225 | 255.255.255.252 | N/A
MuTepnet-nposaigep | S0/0/0 (DCE) | 209.165.200.226 | 255.255.255.252 | N/A
LoD 198.133.219.1 255255255255 | N/A
PC-A NIC 192.168.1.3 2552552550 192.168.1.1
PC-B NIC 192.168.1.4 2552552550 192.168.1.1

5. Ilouck u ycrpaHeHue Henosuaaok cratndeckoro NAT.
6. Ilouck u ycrpaneHue Hemonaaok auHammaeckoro NAT.
7. Hacrpoiika NAT-nyna c neperpyskoii u PAT. [Toctpoenue cetu u mpoBepKa MOAKITIOUEHHS.

CmoaennpoBaHHbie
MHTEPHET-CAYKGbI
LoD

>l s0/0/1
A03

Tabnuua agpecauuu

Wnosz no

YeTpoiicteo | WHTepdeiic IP-appec Macka nogcetn YMoOM4aHuio
Gateway G0N 192.168.1.1 255.255.255.0 N/A

S0/0/1 209.165.201.18 | 255255255252 | NiA
ISP S0/0/0 (DCE) | 209.165.201.17 | 255.255.255.252 | N/A

Lo0 192.31.7.1 255255255255 | NiA
PC-A NIC 192.168.1.20 2552552550 192 168.1.1
PC-B NIC 192.168.1.21 2552552550 192.168.1.1
PC-C NIC 192.168.1.22 2552552550 192.168.1.1

8. Hactpoiika u npoBepka NAT-mmyna ¢ meperpy3koi.
9. Hacrpoiika u mpoBepka npeodpazobanust PAT.



5. Tembl AUCHUNIMHBI (MOAYJIA) AJISI CAMOCTOATEILHOTO U3YYEeHUSI

5 cemecmp
No Haszeanue tembl KosmmuecTBo wacos
1. | [Iporokou cBs3yIOMIEro AepeBa 2
2. | ArperupoBaHue KaHAJIOB CBSI3H 2
Hroro: 4

2. JlaiiTe onpenenenue MOHIATHIO «KKOPHEBOH MOCT.

Bomnpocs! 1151 cCaMOKOHTPOJIA:
1. Ilepeuncaute nocaeCTBUS HATMYUSA IIETENb B CETH.

3. Ilepeuncnure HeoOXOAUMBbIE HACTPOIKH KOMMYTATOPOB, JIJIsl OCYILIECTBICHUS arperupoBaHHUs.
4. TlpuBeauTte MpUMEPHI OMIUOOK arperupoOBaHHUS.

6 cemecmp
Ne HazBanwne TeMbl KomngectBo yacos
1. | MynbTukact 6
Hroro: 6

Bomnpocs! 1151 caMOKOHTPOIS.

1. [laiite onpenesneHue MOHATUS «MYJIbTHUKACT».
2. IlepeunciuTe OCHOBHBIE IPOOIEMBI MEKCETOBOT'O MYJIHTHKACTA.

3. Ilepeuncnure criocoObl pa3BepThIBAaHUS MYJIbTHKACTA B IPEANPHUATHH.

6. OOpa3oBarejibHbIE TEXHOJIOTHH

HaumenoBanne .
Ne Buabl yueOHbBIX 3aHATHI O0pa3oBaTeJibHbIEC TEXHOJOTHH
pasneja
Texus TpaauuuoHHast JEKIUs B ayTUTOPUH C
MYJbTHMEINA MPOESKTOPOM
Tema 1. 3yuenue
1. cern JlaboparopHoe 3aHATHE JlaboparopHoe 3aHATHE B KOMITBIOTEPHOM KJlacce
W3zyuyeHne marepuana o TeMe JIeKLHH,
CamocrosiTensHas padoTa
MOJITOTOBKA JIOMAIIHETO 33 JaHHs
Texus TpaauuoHHast JIEKIUs B ayTUTOPUH C
Tema 2. CeteBble MYJITUMEINA TIPOEKTOPOM
2.  |IPOTOKOJIBI U JlaboparopHoe 3austuel-3 |JlaboparopHoe 3aHsTHE B KOMIIBIOTEPHOM KJlacce
KOMMYHHKAIIUH W3yuyenne marepuana o Teme JIeKIHH,
CamocrosiTensHas paboTta
MOJITOTOBKA JIOMAIIHET0 3aJaHHs
TpaaunuoHHast JIEKIUs B ayTUTOPUH C
Jlexnms 1-3 pazul 1 YAHTOP
MYJbTHMEANA IPOEKTOPOM
3. |Tema 3. IP-agpecanus |JlaboparopHoe 3ansitue 1-6 |JlabopaTopHOe 3aHsATHE B KOMITBIOTEPHOM KJIACCE
W3zyuenne marepuana o Teme JeKIHH,
CamocrosiTensHas paboTta
MOJITOTOBKA JIOMAIIHET0 3aJaHHsI
TpaauuoHHast JEKIUs B ayTUTOPUH C
Tema 4. OcHosuple | Jlekuus 1-2 P YAHRTOD
MYJbTHMEINA IPOEKTOPOM
KOHIICTII[H U
4. HacTpo#ia JlaboparopHoe 3ansitue 1-3 |JlaGopaTropHoe 3aHsTHE B KOMIIBIOTEPHOM KJlacce
W3zyuenne marepuana o Teme JIeKIHH,
KOMMYTAaluu CamocrosiTensHas padoTta
MIOJITOTOBKA JIOMAIIHETO 33 ]JaHHs
TpaauuuoHHast JeKUUs B ayTUTOPUH C
Jlexumsa 1-2 pajni Tt YAUTOP
MYJbTHMENA IPOESKTOPOM
Tema 5. Konnermnmus
5. MapIIpyTH3AIIT JlabopaTtopnoe 3anstue 1-5 |JlabopaTtopHoe 3aHATHE B KOMITBIOTEPHOM KJIacce
W3zyuenne marepuana o Teme JIeKIHH,
CamocrosiTensHas paboTta
MOJTrOTOBKA JIOMAIIHEr0 3aJaHHs
TpaauuuoHHast JEKUUs B ayTUTOPUH C
Tema 6. Konnenmmusa  |Jlexmus 1-6 p Y p
6. MYJbTHMENA IPOEKTOPOM

MapIIpyTU3ALUU

JlaboparopHoe 3ansTue 1-6

JlabopaTopHOe 3aHsATHE B KOMITBIOTEPHOM KJIacce




CaMocTosTeIbHas pa60Ta

N3yuyenue maTepuana no TeMe JeKIUH,
IMOATOTOBKA JOMAIIHETO 3aIaHNs

Tema 7.
Bupryanbnsie
JIOKaJIbHbIE CETH

(VLAN)

Jlexnms 1-2

TpagumnonHas IeKIrs B ayJUTOPHH C
MYyJIBTUMENNA IPOCKTOPOM

JlaboparopHoe 3ansTue 1-4

JlaGoparopHoe 3aHsATHE B KOMIIBIOTEPHOM KJ1acce

CamocTosTenbHas pa60Ta

N3yuyenue matepuana no TeMe JeKIuu,
IMOATOTOBKA JOMAIIHETO 3aIaHNs

Tema 8. Crincku
KOHTPOJISA JJOCTYTIa
(ACL)

Jlexuus 1-2

TpagumonHas IeKIUs B ayJUTOPHH C
MYyJIBTHMEINA IPOCKTOPOM

JlaboparopHoe 3austue 1-3

JlaGopaTopHoe 3aHsATHE B KOMIIBIOTEPHOM KJ1acce

CamocTosTenbHas pa60Ta

Nzydenune marepuana mo TemMe JeKIUH,
IMOATOTOBKA JOMAIIHETO 3aIaHUs

Tema 9.
[IpeobpazoBanue

CETEBBIX aJPECOB
IPv4

Jlexnus 1-2

TpaI[I/ILII/IOHHaﬂ JICKIIUSA B ayJUTOPUHA C
MYJIbTUMCHA IMTPOCKTOPOM

JlabopartopHoe 3ansaTue 1-2

JlabopatopHoe 3aHsTHE B KOMIIBIOTEPHOM KJlacce

CamocTosTenbHas pa60Ta

I/I3yquI/Ie Mar€pualia 1o TeME JICKIIUH,
IOATOTOBKA JOMAIIHETO 3aJaHUA




7. OueHoYHBIE CpPeCTBA (MaTepHAaJIbl) AJIsl TEKYLIero KOHTPOJIS yCIeBaeMOCTH,
NMPOMEKYTOUYHOM aTTeCTANUM 00Yy4YAOIIUXCS M0 JUCHUIINHE (MOXYJIIO)

I[IpuMepHBIH BAPUAHT TeCTA MO PA3TUYHBIM TEMaM:
(npusedenvl HeKOMopbvle BONPOCHL MECMa)

1) TIlocMoTpuTe HA PHUCYHOK.

Kakoii TepMuH IpaBHUIBHO ONpENEIsIeT THUIl YCTPOMCTBA,

MIpUBEJICHHOTO B 0bsactu B?

HcTo4nnk nakera TMyHKT Ha3HaA4eHUA naKkeTa

YCTPOMCTBO-UCTOYHUK
KOHEYHOE YCTPONCTBO
MepearIee yCTPOUCTBO
MIPOMEKYTOUHOE YCTPOICTBO

2) Ilo xkakum TpéM mpuuMHAM Npu pa3paboTke MHTepHeTa Oblia 3a7elCTBOBAHA TEXHOJOTHS
nepejayd JaHHbIX C KOMMYTalMeil makeTroB 0Oe3 ycTraHoBieHMsI coequHeHus? (BeiOepure tpu
BapHUaHTa OTBETA.)

a)
b)

c)

d)

3) 3anosHUTE MMYCTOE TOJIE.

C e€ nomolpl0 MPOUCXOIUT ObICTpast ajanTanus K cOOsIM CETEBBIX YCTPOMCTB M KAaHAJIOB
CBSI3U.

OHa TO3BOJISIET KCIOJIB30BATh TapU(UKAIMIO HCIOJIH30BAHUS CETH B 3aBUCHMOCTH OT
KOJIMYECTBA BPEMEHU YCTAHOBJIEHHOI'O COEIUHEHUS.

[TakeTbl TaHHBIX MOTYT MIPOXOJUTH YEPE3 CETh MO0 HECKOJIBKUM Pa3INYHbIM IyTsAM. CeTeBble
YCTPOMCTBA IMHAMUYECKH ONPENEISAIOT ONTUMAIBHBIA IyTh MJIS MEPECBUIKH Ka)J0ro
OTJEJILHOTO MaKeTa.

Omna tpeOyeT, yTOOBI KaHaJl Nepefayl JaHHBIX MEXKIY UCTOUHMKOM U MECTOM Ha3Ha4yeHUs
OBLJT YCTaHOBJIEH /10 TOTO, KaK JaHHbIE MOKHO OyJIeT nepeaaBarh.

aapec onpeacIsACTCda B Ka4€CTBE pE3CPBHOTO aapeca, 1mo

KOTOPOMY ITAKCThI HAITPABJIAKOTCA O6paTHO K y3I11y.

4) AnMuHHMCTpaTOp TOJBKO 4TO M3MeHMN [P-anpec nnTepdeiica Ha ycTpoiicTBe ¢ OneparuoHHON
cucremot 10S. Yto eme HEOOXOAMMO clenarb, 4TOObl M3MEHEHMsI BCTYNUIM B CHIIYy Ha 3TOM

ycTpoiictee?

a) CkommpoBaTh TeKyllyro Komuio (aina koHpurypaumu B  (ain  3arpy304HOit
KoHurypauuu. CKONMpoBaTh CBEIEHUS U3 (ailyia 3arpy304HOi KOH(PUTYpAIIUH B TEKYILYIO
Komuio ¢aiiina KoHPUTypaIuu.

b) Ilepezarpy3uTh AaHHOE yCTPOWCTBO M BBECTH YES, KOTJa CHCTEMa MPEMJIOKHT COXPAHHTh
KOH(UTYypalHuio.

C) Hukakux JIOTMONHHUTENBHBIX JCUCTBHH He TpeOyercs. V3MeHeHUs KOHQUrypauuu Ha

YCTPOMCTBE C ONepanMoHHOM cucteMod IOS BCTynmsaT B cuily cpa3y IOCiIE€ KOPPEKTHOTO
BBOJIA JAaHHOW KOMaH/bl M Ha)kaTus KiaaBuu Enter.

IIpumepHbIe BONpoChI K IK3aMeHy (5 ceMecTp):



JlokanbHebIe, TI00aNbHBIE ceTH, IHTEpHET.

Certb B kauecTBe miaTdopMbl. [locTosSHHO MeHsIOIIasICs ceTeBas cpefa.

CereBas onepalMoOHHas CUCTEMA.

CereBble IPOTOKOJIBI M CTAHJAPTHI.

[TpoTokoibl PU3NIECKOTO YPOBHSI.

CeteBoe 000pynoBaHue (JIMHUU CBSI3H).

CereBoe 00opyoBaHHE (TPOMEKYTOUYHBIE YCTPOUCTBA).

Tomnonorus cetu nepenayu JaHHbBIX.

IIpoTOKOJIBI KAHATIBHOTO YPOBHSI.

0. ITpotoxoun Ethernet.

11. IIpoTOKOJIBI CETEBOTO YPOBHSI.

12. [IpoTOKOJIBI TPAHCHIOPTHOTO YPOBHSI.

13. IIpoTOKOJIBI YPOBHSI MIPHIIOKECHHIA.

14. CereBrie IPv4-anpeca.

15. Ceresnie [Pv6-anpeca.

16. Paz6uenue IPv4-cetn Ha moaceTn. CXeMbl apecaruu.

17. O6benunénnsie cetu. KommyTupyemble ceTH.

18. bazoBas HacTpoiika KOMMyTaTopa. be3omnacHocTh KOMMyTaToOpa: yIpaBlIeHUE U UCIIOIHEHUE.
19. HavaneHast ycraHoBKa Mapuipytusaropa. Onpenenenne mytu. Onepanuy MapuipyTu3aTopa.
20. Peanuzanus craTudeckoi Mapuipytusanuu. Hactpoiika cTaTuuecKux MapiipyToB U MapIpyToB
10 YMOJTYAHHUIO.

HBoOoo~NoR~WNE

IIpumepHbIe BONPOCHI K IK3amMeHY (6 cemecTp):

1. CIDR u VLSM. Hactpoiika cyMMapHbIX U IJIaBAIOMINX CTATHYECKUX MAPIIPYTOB.

2. Tlouck W ycTpaHeHHME HETONAJOK B HACTPOWKAX CTATHYECKOTO MapuipyTa W MapuipyTa Iio
YMOJIYaHHUIO.

3. TIpoTOKOJIBI AMHAMHYECKON MapIIPyTH3AIIHH.

4. JluHamMudeckas JUCTAHIIMOHHO-BEKTOpHast Mapuipyrtuzauus. IIpotokonsl Mapmpyruzauuu RIP

u RIPng.

JluHaMuyeckass MapHIpyTH3alUusl 10 COCTOSHHUIO KaHanma. Tabiuma MapuipyTH3aluu.

Xapaxrepuctuku nmporokosa OSPF.

6. Hacrtpoiika OSPFv2. Konduryparus OSPFv3.

7. Peanuzauuu BUPTYaJIbHOM JIOKaJIbHOU CETH.

8. Hacrpoiika mapuipytusanuu mexay VLAN.

9. Tpunnun padotser ACL-ciirckoB no npotokouy IP. Crannaptasie ACL-cnimcku st [Pv4.

10. Pactiupennsie ACL-cniucku juist [Pv4.

11. llouck u ycrpanenue Henonaaok ACL-cnuckoB. ACL-ciucku st IPv6.

12. ITpunun padotsl NAT. Hactpoiika ctatnyeckoro NAT. Hacrpoiika nunamuuyeckoro NAT.

13. Hacrpotika nmpeoOpaszoBanus anapecoB noptoB (PAT). [lepeanpecanus mopTos.

14. Hactpoiika NAT u nporokona IPv6. Ilouck u yctpanenue Henonaaok B padore NAT.

o

8. Cucrema olleHMBAHUA MJIAHNUPYEMBIX Pe3yJibTATOB 00y4YeHUsi

Kpurepun onenuBanus

OneHka «OTJMYHO» BBICTaBISIETCS CTYIEHTY, TIIyOOKO M NMPOYHO YCBOMBILEMY IMPOTPAMMHBIN
MaTepua, NCYEPIIbIBAIOLIE, TOCIEA0BATEIBHO, TPAMOTHO U JIOTUYECKU CTPOMHO €T0 U3J1araruiemy,
B OTBETE KOTOPOT'O YBA3BIBAETCS TEOPHS C MPAKTUKOMN, OH MTOKA3BIBAET 3HAKOMCTBO C JIUTEPATYPOU,
NPaBUIbHO OOOCHOBBIBAET M HCHOJb3yeT pallMOHAIbHBIE M COBPEMEHHBIE CPE/ICTBA pEIICHUS
MOCTaBJIEHHOW MPOOJIEMBI.

OneHka «XOpOIIO» BBICTABISIETCS CTYACHTY, TBEPAO 3HAIOLIEMY MPOTPpaMMHBIA Marepuall,
IPaMOTHO U IO CYLIECTBY M3JIaralolleMy €ro, KOTOpbId HE JIOMYCKaeT CYIECTBEHHBIX HETOUYHOCTEN
B OTBETE Ha BOIPOC, IPABUIBHO IPUMEHSAET TEOPETUUYECKUE TIOJOKEHUS IPU PEIIECHUU
MMOCTaBJIICHHOI 3aJa4H.



OueHka «yIOBJETBOPUTEIBLHO» BbBICTABISAECTCS CTYIAEHTY, KOTOPBIM 3HAE€T TOJBKO OCHOBHOM
IpPOrpaMMHBIM MaTepHall, HO HE YCBOMUJ OCOOCHHOCTEH, IOMyCKaeT B OTBET€ HETOYHOCTH,
HEKOPPEKTHO (OPMYIUPYET OCHOBHBIC 3aKOHBI M TpaBUiia, 3aTPYAHSETCS B BBIOJHEHUU

MMPAKTUYCCKUX 3a/1a4.

OIIeHKa «HEYAOBJECTBOPUTECJIBbHO» BBICTABJISICTCA CTYICHTY, KOTOpLIfI HE 3HAeT 3HAYUTEIILHOM
JaCTu IIporpaMMHOro mMarepuaia, 10IyCKacT B OTBETC CYHICCTBCHHEIC OHII/I6KI/I, C 3aTPYAHCHUAMU

BBITTOJIHACT MPAKTHUYCCKUC 3aJaHUs.

3a ogny padory Bcero
DopmMa KOHTPOJIS MuH. Makec. Musm. Makec.
0a/uI0B | 6aJliIoB 0aJ1JI0B 0aJ1JI0B
Texynuil KOHTPOJIb:
AkTHBHas pab0Ta Ha 3aHATHH 0,25 0,5 9 18
BrlnosHeHHE TOMAIITHErO 3a1aHUs 0,75 0,75 27 27
BrlnonHeHHE 3a1aHUI CAMOCTOSTEIIbHOM PadOThI 1 3 4 12
[TpomexyTo4Has aTTecTalus (IK3aMeH) 20 43
HToro 3a cemecTp /Hr3amen 60 100

9. YueOoHO-MeTOoqMYecKOe U MHPOPMAIHOHHOE O0ecTiedeHne TUCIUIINHBI

1.

9.1. OcHoBHasi 1UTEpaTYpa

Aptiomenko B.B. KomnbroTepHble CeTH U TEIEKOMMYHUKALUN: Y4€0HO-METOAMYECKOE ocoOne
/B.B. Aprtiomenko, A.B. Hukymun. — HoBocubupck: HoBocubupckuii rocymapcTBeHHBIN
TexHuueckud yHmepcuteT, 2020. — 72 c¢. — ISBN 978-5-7782-4104-6. — Tekcr:
ANEeKTPOHHBIH // DnekrponHo-O6ubmmnoreunas cucrema IPR BOOKS: [caiir]. — URL:
http://www.iprbookshop.ru/99345.html

. HemunoB JI.LH. OcHOBBI 3KCIUTyaTallud KOMIIBIOTEPHBIX ceTeil: yueOHMK it OakanaBpuata /

JLLH. demunoB. — Mocksa: [Ipomereit, 2019. — 798 c¢. — ISBN 978-5-907100-01-5. — Tekecr:
JNEeKTPOHHBIH // DnekrponHo-O6ubmmnoreunas cucrema IPR BOOKS: [caiir]. — URL:
http://www.iprbookshop.ru/94481.html

Cepreee M.IO. Kommbrotepusie ceru: mpaktukym / M.EO. Ceprees, T.U. Cepreesa, C.A.
OneiinukoBa. — Boponex: BopoHexckuii rocy1apcTBeHHbIH TeXHUYecKui yHuBepcurer, ObC
ACB, 2019. — 154 c. — ISBN 978-5-7731-0739-2. — TekcT: 3/1eKTpOHHBIN // DIEKTPOHHO-
oubmuoreunas cucrema IPR BOOKS: [caiiT]. — URL: http://www.iprbookshop.ru/93261.html
[TpockypsikoB A.B. KommbtorepHbie cetu. OCHOBBI NOCTPOEHHUS KOMIIBIOTEPHBIX CeTel U
TeleKOMMYHUKaluii: yuebHoe nocodue / A.B. IlpockypskoB. — Pocros-na-Jlony, Taranpor:
NznarensctBo HOxHOTrO penepansHoro ynusepcurera, 2018. — 201 ¢. — ISBN 978-5-9275-
2792-2. — TexkcT: 2nMeKTpoHHBIH // DnekrponHo-0nbOanoTeunas cucrema IPR BOOKS: [caiiT].
— URL.: http://www.iprbookshop.ru/87719.html

9.2. lonoJHUTEIbHAA JIUTEPATypa

[TocTpoeHrne KOMMYTHPYEMBIX KOMITBIOTEPHBIX ceTeii: yueOHoe mocobue / E.B. CmupHoBa,
N.B. backakoB, A.B. Ilponerapckuii, P.A. ®enotoB. — 3-e¢ u3a. — MockBa, Caparos:
Wntepuer-Yuusepcurer Mupopmanmonnsix Texnonoruit (MHTYUT), A Ilu Ap Meaua,
2020. — 428 c. — ISBN 978-5-4497-0350-7. — TeKcT: 3JIeKTpOHHBIH // DIEeKTpOHHO-
oubmuoreunas cucrema IPR BOOKS: [caiiT]. — URL: http://www.iprbookshop.ru/89464.html
Ky3pmuu P.M. BeruucnutenbHble CUCTEMBI, CETH U TEJIEKOMMYHHUKAIIMU: ydeOHOe mocooue /
P.U. Ky3pmuu, A.H. Ilynkos, JI.LH. KopnaueBa. — Kpacnosipck: Cubupckuii ¢enepanbHbIit
yauBepcutet, 2018. — 120 c¢. — ISBN 978-5-7638-3943-2. — TekcT: »IeKTpOHHBIN //
DNEeKTPOHHO-O0NOIMOTeYHAs cucremMa IPR BOOKS: [caiiT]. — URL:
http://www.iprbookshop.ru/84333.html

Mawmoiinenko C.H. Cetu DBM u TenekommyHukamuii: yueobHoe nocodue / C.H. Mamoiinenko,
A.B. EdumoB. —  HoBocubupck: Cubupckuili rocylapCTBEHHBI  YHUBEPCUTET
TeJeKOMMYHUKaii u uHpopmatuku, 2018. — 130 c¢. — ISBN 2227-8397. — Tekcrt:




11.

12.

13.
14.

15.
16.

17.
18.

ANIEKTPOHHBIA // DnekTpoHHO-OMOMMoTeynass cuctema I[PR BOOKS: [caiit]. — URL:
http://www.iprbookshop.ru/84079.html
Hosukos C.H. MonenupoBaHue CHCTEM U CETeHl TeleKOMMYHHKaIi: yaeoHoe nmocooue / C.H.

Hosuko, I'.B. IlomkoB. — HoBocubupck: CuHOUPCKHMII TOCYTapCTBEHHBIH YHHBEPCHTET
TeJeKOMMYHUKaii U uHpopmartuku, 2018. — 284 c¢. — ISBN 2227-8397. — Tekcr:
SJICKTPOHHBIA // DnekTpoHHO-OmOMmoTeyHas cuctema IPR BOOKS: [caiitr]. — URL:

http://www.iprbookshop.ru/90594.html
Cetn U cucTeMbl TeJIeKOMMYHUKaIui: yueOHoe mocobue / B.A. Tloronun, A.A. TpeThsKkoB,

N.A. Emmzapos, B.H. Hazapo. — Tam00B: TaMOOBCKMII TOCYJapCTBEHHBIN TEXHUYECKHN
yauBepcutetr, ObC ACB, 2018. — 196 c. — ISBN 978-5-8265-1931-8. — Tekcr:
ANIEKTPOHHBIA // DnekTpoHHO-OMOMMoTedynast cuctema IPR BOOKS: [caiit]. — URL:

http://www.iprbookshop.ru/94375.html

Heponun A.O. ba3oBble IpUHLIUIIBI CETEBOTO B3aUMOJICHCTBUSA. YueOHOe nocoOue AJisi By30B.
— M.: T'opsiuast JIunus - Tenekom, 2020. — 80 c.

BykatoB A.A., I'yna C.A. Kommbrorepubsie cetu. PacmmpeHHbI HadalbHBIA Kypc / cepus
Yueonuk st By3oB. — CI16: [Tutep, 2019. — 496 c.

9.3. [IporpammHoe obecreyeHne

Microsoft Office 2010 Russian Academic OPEN 1 License (6eccpounas), (muimeH3us
49512935);

Microsift Sys Ctr Standard Sngl License/Software Assurance Pack Academic License 2 PROC
(6ecepounas), (mumensus 60465661)

Microsoft Win Home Basic 7 Russian Academic OPEN (6eccpounas), (nmumensus 61031351),
Microsoft Office 2010 Russian Academic OPEN, (6eccpounas) (mumensus 61031351),
Microsoft Windows Proffesional 8 Russian Upgrade Academic OPEN (6eccpounas),
(muensus 61031351),

Microsoft Internet Security&Accel Server Standart Ed 2006 English Academic OPEN,
(6ecepounas), (muuensus 41684549),

Microsoft Office Professional Plus 2010 Russian Academic OPEN, (6eccpounas), (mumeH3us
60939880),

Microsoft Windows Server CAL 2008 Russian Academic OPEN, (Geccpounasi), (JurieH3us
60939880),

Microsoft Windows 10 Pro, 64 bit, Rus, OEM, OnepanronHas cucrema

. HenckmounrensHoe npaso Ha ucnonb3oBanue 10 Kaspersky Endpoint Security st 6u3Heca

— Pacmmpenssiit Russian Edition.

HewucximtountensHoe npaBo Ha ucnoib3oBaHue 10 Kaspersky Security nist BUpTyasbHBIX U
obnaunbIX cpen, Server, VirtSvr, License, Education Renewal

ABBYYFineReader 11 Professional Edition, (6eccpounas), (muuensuss AF11-2S1P01-
102/AD),

Microsoft Volume Licensing Service, (6eccpounas), (mumensust 62824441),

Microsoft Windows Pro 64bit DOEM, (6eccpounas), kontpakr Ne 6-OAD®D2014 ot
05.08.2014

Visual Studio Professional

«Antumnaruar. BY3». Jlunensuonnsiii jorosop Ne 5044 ot 14.05. 2022 roxa (exxeromHoe
MpOJITIEHNUE).

VYuebHo-mMeronnueckuit komriekce «Mudpopmannonnas 6e3onacHoCcTb» Ha 20 yueOHBIX MECT;
Y4eOHO-MeTOnUYECKUI KOMITIEKC «be30macHOCTh TEeIEeKOMMYHUKAIIMOHHBIX cucTem» Ha 20
y4eOHBIX MECT.

9.4. lIpodeccuonabHble 0a3bl JAHHBIX M HMH(POPMALMOHHBIE CHPABOYHbIE CHCTEMBI
COBPEMEHHBIX MHPOPMAILIMOHHBIX TEXHOJIOIHil



How

o

8.
9.

10.
11.
12.
13.
14.
15.
16.
17.

18.

Nudopmannonnas cucrema «EnmHOe OKHO JoCTyma K oOpa3oBaTelbHBIM pecypcam. Pasznen
Nudopmaruka u napopmannonusie Texnoaorum» (https://habr.com/)

Kpynneiimmii  BeO-cepBuc aist xoctuHra IT-mpoekToB M WX COBMECTHOH pa3paboTKu-
(https://github.com/)

baza kaur u nyonukaiuii DnexktpoHHoi oudanoreku "Hayka u Texuuka" (http://www.n-t.ru)
Enunoe okHO goctyma K oOpaszoBarenbHbIM pecypcaM. Paszmen Wudopmaruka wu
undopmarmonnsie Texnonoruu (http://window.edu.ru/catalog/?p_rubr=2.2.75.6)

OnektponHas oubimortedynas cuctema ZNANIUM.COM (http://znanium.com/)

[{udpoBast KOJIEKIHS TEKTPOHHBIX BEpCHid M31aHuH (YueOHHKH, ydeOHbIe Tocoous, yueOHo-
METOJUYECKHE TOKYMEHTbI, MOHOTPA(HH) [0 SKOHOMHUUYECKHUM, ECTECTBEHHBIM, TEXHUYECKUM U
rYMaHHUTapHBIM HayKaM, CTPYIIHPOBAHHBIX 0 TEMATHUYECKUM U IEJIEBBIM MTPU3HAKAM.
OnekTpoHHas Oubnmoreynas cucrema «BOOK.ru» wm3garensctBa «KHOPyc wmemma
(https://www.book.ru/)

HNHTepHeT-yHUBEpCUTET HHPOPMAITMOHHBIX TEXHOJOTHH (WWW.intuit.ru)

Omnuaifn cpena pa3paboTku npuioxenuii (ideone.com)

Kypnan «KommneroteplIpece» (wWww.compress.ru)

N3narenbctBO «OTKPBITHIE CUCTEMBD) (WWW.0SP.TU)

W3nanue 0 BHICOKMX TEXHOJIOTHAX (WWW.Cnews.ru)

Cnpasouno-npaBoBas cucrema «Koncymnbrant [Tnrocy (http://www.consultant.ru)

Polpred.com O630p CMMU (http://polpred.com/)

Onexrponnas oubamorednas cuctema eLIBRARY .RU (http://www.elibrary.ru)

OnekrponHas oubaroredynas cucrema IPRbooks (http://www.iprbookshop.ru)

OnexkTpoHHass ~ OuOnmoTreyHas  cucremMa  HammoHanmbHash — JJEKTpOHHAs — OuOIHMOTEKa
(https://H36.pd)

Onekrponnas oubiauoreunas cucrema lOpaiit (http://www.biblio-online.ru)

10.006ecnneuenue 00pa3oBaTeIbLHOIO TMpouecca JJsi JUIl ¢ OrPaHUYeHHBIMH
BO3MOKHOCTSIMH 3/I0POBbSI 1 HHBAJINI0B

VYueOHbIe y‘le6HO'MeTOI[I/I‘{eCKI/Ie MaTCepHraJibl JJIA CaMOCTOSTEILHOMN pa6OTBI 06y11a10m1/1xc;1

W3 YKCIIa MHBAIUIOB U JIMI C OTPaHUYEHHBIMU BO3MOKHOCTSIMU 3710poBbsi (OB3) npenocrasisitorces
B (hopMax, aanTUPOBAHHBIX K OTPAHUYEHHSIM UX 3[JOPOBBS M BOCIIPHUATHS HH(POpMALINU:

JIna chenvix u cnabosuoauwgux:
JeKuu OGOPMIISIIOTCS B BHJAE DJEKTPOHHOTO JOKYMEHTA, JIOCTYIMHOTO C TIOMOIIBIO
KOMITHIOTEPA CO CHENUATU3UPOBAHHBIM TPOTrPAMMHBIM 00ECIICUCHHEM;
MACbMEHHBIC 3aJ]aHUsl  BBIMOJHSAIOTCS Ha KOMIIBIOTEPE CO  CIEIHAIM3UPOBAHHBIM
MPOrpaMMHBIM 00€cTiedeHUEM, U MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM,;
obecrieunBaeTCsl HHANBUIYaTbHOE paBHOMEpHOE ocBelieHne He meHee 300 Jrokc;
JUIST  BBITIOMTHEHUS 3a/JlaHus TpU  HEOOXOJUMOCTH TMPEAOCTaBISETCS YBEIMYUBAIOIIEE
YCTPONCTBO; BO3MOKHO TaK>Ke€ MCIOJIb30BaHUE COOCTBEHHBIX YBEIMUUBAIOIIUX YCTPOUCTB;
MUChMEHHBIE 3aJaHusl OPOPMIISIOTCS YBEIUYEHHBIM HIPU(TOM;
9K3aMeH U 3a4ET MPOBOJISATCA B YCTHOM (hOpME WIIM BBITIOJIHSIOTCS B MUChbMEHHOM (hopme Ha
KOMITBIOTEPE.

Jna enyxux u cnabocnvimawgux:
JeKIMU OQOPMIISIFOTCSI B BHUAE DJIEKTPOHHOTO JIOKYMEHTa, JHOO0 TMpPeaoCTaBIseTCs
3BYKOYCHJIMBAIOIIIAsl anmaparypa HHANBUYaTLHOTO MTOJIh30BaHNS,
MUChMEHHBIC 33aJJaHUS BBIIIOJHAIOTCS Ha KOMIIBIOTEPE B MUCEMEHHOU popme;
9K3aME€H M 3a4€T TPOBOAATCA B MHCHBMEHHOH (opMe Ha KOMIIBIOTEPE; BO3MOKHO
npoBeieHre B popMe TeCTUPOBAHUS.

Jlna nuy ¢ HapywieHuaAMu OnOPHO-08UAMENbHO20 Annapama:
JeKIuu OGOPMIISIIOTCS B BHJE DJEKTPOHHOTO JOKYMEHTa, JIOCTYIHOTO C TIOMOIIBIO
KOMITHIOTEPA CO CHEIUATU3UPOBAHHBIM TPOTPAMMHBIM 00ECTICUCHHEM;



- [HMCBbMEHHBIE 3aJaHMs BBIIOJHSIOTCS HA KOMIBIOTEPE CO CHEUAIN3HPOBAHHBIM
IIPOrpaMMHBIM 00€CTIEUCHUEM;
- DK3aMeH M 3a4€T MPOBOJATCS B YCTHOU (popMe MM BBIOJHSIOTCS B MUCbMEHHOH (hopme Ha
KOMIIBIOTEPE.

[Tpu HEOOXOIMMOCTH MPeTyCMaTPUBACTCS YBETMUCHUE BPEMEHH ISl IOJTOTOBKH OTBETA.

[Tponierypa npoBeaeHHs IPOMEXYTOUHOM aTTeCTalluy sl 00Y4arOLINXCsl YCTaHABIIUBAETCS C
yu€TOM HUX HWHAWBUIYAIbHBIX TNcuxopuizndeckux ocobeHHocTeil. IIpomexyrounas arrectranus
MOYET IIPOBOJIUTHCS B HECKOJIBKO ITAIOB.

IIpu mpoBeneHUM MpOLENYpPhl OLICHUBAHMS PE3YJIbTATOB OOYUEHHs NPETyCMaTPUBACTCS
UCMOJIb30BAHUE TEXHUYECKUX CPEICTB, HEOOXOIUMBIX B CBSI3U C HMHIUBUAYAJIbHBIMHU
0COOEHHOCTSIMH O0YYaloIUXCcs. ITH CPeACTBa MOTYT OBITh IPEAOCTABICHBl YHUBEPCUTETOM, HIIU
MOTYT MCII0JIb30BaThCsl COOCTBEHHbIE TEXHUYECKHUE CPE/ICTBA.

[IpoBenenue  mpoueaypbl  OLIEHUBAHHMS  pPE3yabTaTOB  OOy4YeHHMS  JIONyCKAaeTcs ¢
UCIOJIb30BAaHUEM JUCTAHIIMOHHBIX 00pPa30BaTE/IbHBIX TEXHOIOTUH.

ObecnieunBaeTcst OCTYyN K MH()OPMAIMOHHBIM M OuOimorpaduyeckuM pecypcam B CETH
WuTepHeT ans Kaxaoro odyyaromerocs B popmax, aganTUpPOBaHHBIX K OTPAHUYEHUSM HUX 3/10POBbs
¥ BOCHPUATHUS HH(OPMAITIH:

/na cnenvix u cnabosuosaujux:

- B IeYaTHON (opMe YBEIIMUCHHBIM HIPUPTOM;
- B (hopMe 3JEKTPOHHOTO JOKYMEHTA;
- B (hopme ayanodaiina.
Jna enyxux u cnadocnviumamiux:
- B Me4aTHOU (hopme;
- B (hopMe 3JEKTPOHHOTO JOKYMEHTA.
Jna obyuarouwguxca ¢ HapyuwieHuAMU ONOPHO-06UAMENbHO20 Annapama:
- B IEYaTHOH opme;
- B (hopMe 3JIEKTPOHHOTO JOKYMEHTA;
- B popme ayaunodaiina.

VY4eOHble ayJUTOPUU Ul BCEX BHJIOB KOHTAKTHOW M CaMOCTOSATENBHOH pabOThl, Hay4Has
O6ubnMoTeka M MHbIE NMOMELIEHHs JUIs OOYy4eHHUs OCHAIIEHBI CIeUaTbHBIM 00OpYJOBAHUEM U
y4e€OHBIMU MECTaMH C TEXHUUECKUMHU CPEJICTBAMU O0yUEHUS:

0715 C/IenbIX U C/1AB0BUOAUUX:

- aBTOMaTU3UPOBAHHBIM pabOYMM MECTOM JUJIs JIFO/IeH C HApYLLIEHUEM 3PEHMUS,;

- NpU HEOOXOJMMOCTH OOYYarOIIMMCS HPEJOCTaBIIAETCS YBEIMYHUBAIOIIEE YCTPOICTBO,
JIOTTYCKAeTCs UCIOIb30BaHUE YBEIMUNBAIOIINX YCTPOHCTB, UMEIOIIUXCS Y 00yUarouXcs;
015 2YXUX U CIADOCTIBIUAUUX:

- aBTOMAaTU3MPOBAHHBIM pPA0OYMM MECTOM JJis JIIOJeM C HapylleHHeM clyXxa u
C71a00CTIBIIIAIINX;

- aKyCTHYECKHUI YCHIINTENb U KOJIOHKH;
0713 00YHaAIOWUXCA C HAPYUWEHUAMU ONOPHO-08UZAMENbHO20 ANNAPAMA:

- IepeIBUKHBIMU, PETYJINPYEMBIMH d3proHomMuyeckumu napramu CU-1,;

- KOMIIBIOTEPHON TEXHUKON CO CIEUAIbHBIM IIPOrPaMMHBIM 00€CIIeUeHUEM.

11.MaTepuaJibHO-TEXHHYECKOE O0ecneyeHue TUCUUIIIMHBI (MOTYJIA)

Jns mperonaBaHus W M3YYEHUS TUCHUIUIMHBI HCTOJB3YyeTCS JIEKIIMOHHAS ayIuTOpus,
o0ecrieyeHHass MYJIBTUMEINA MPOEKTOPOM M COITYTCTBYIOIIUM O0OpYIOBaHHEM, WHTEPAKTHBHON
nockoii. Ucnonb3ytores YMK mucnumuimHbel (Ha OyMa)kHOM W SJEKTPOHHOM HOCHUTENSX), (OHI
HAay9HOW OWONMOTEKHM YHHMBEPCHUTETA, METOJUYECKHEC U YYEOHO-METOAUYECKHE MaTepHabI
kadeapsl ”HPOPMATUKH.

K paboueii npocpamme npunazaromcesn:

Ipuioxkenne 1 — @DoHA OLEHOYHBIX CPEACTB s TMPOBENCHUS AaTTECTAI[MU YPOBHS
c(OpMHUPOBAHHOCTH KOMITETEHIIMI 00yYaroUMXcs Mo TUCHUIUINHE (MOIYJIIO);



IIpuioxkenune 2 — Meroanueckue yKa3zaHus UIE OOYYArOIIUXCSl IO OCBOCHHIO JUCITUTUTHHBI
(Momyst).



