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1. ean u 3aaa494 JMCIUTLTHHBI

Heab AMCUUNIMHBI

HensmMu  ocBoeHust  aucuuiuiiHbel  bezomacHocts  Web-mpunokenuit — siBisiercs
dbopmupoBaHue MpodecCHOHANBHBIX KOMIIETEHIIMN OyaymHuXx CHEUaluCTOB B  00JacTH
UH(POPMALIMOHHON 0e30MacHOCTH, (POPMUPOBAHHE y CTYACHTOB CUCTEMHOTO U aHATUTHYECKOTO
MBIIUIEHUS], JOPMHUPOBAHUE Y CTYICHTOB 3HAHUN 00 OCHOBHBIX THIIAX aTaK HA BEO-TIPUIIOKEHUS

H METOAaX UX MPEAOTBpallICHUA.

SaHaqn ANCHUII/INHBI
OCHOBHBIMHU 3aga4yaMi U3Yy4YCHUA JUCHUIIIIMHBI SABJISIFOTCS:

e M3y4YCHHE OCHOBHBIX 3JIEMEHTOB U MEXaHU3MOB BeO-npuiokeHuil (nmporoxkon HTTP,
mogens DOM, momutuka SOP, BeG-Opaysepsl, BeO-cepBephl, OalaHCHPOBIIUKU

Harpy3Ku);

e — U3y4YCHHE OCHOBHBIX BHUJOB artak Ha BeO-mpuioxkeHus: XSS, SQL, CSRF, IDOR u
Ap.

e — mpuOOpeTeHHEe HABLIKOB OOHAPYKEHMsSI M 3aIlIMTHl OT aTaK paccMaTPHUBAEMBIX
KJIaCCOB.

2. MecTO TUCHUILIHHBI B CTPYKTYpe 00pa30BaTeIbHON MPOrpaMMbl

Hucuunnuna «be3omacHocts Web-NpuiiokeHui» OTHOCUTCA K 4YacTH, (opMUpyeMOn
y4aCTHHKaMH 0Opa3oBaTeiabHbIX oOTHOmeHW braoka 1, Juctummuael (moayiau) (B1.B.07)
MOJATOTOBKU CTYJEHTOB IO HampaBiIeHUIO moarotoBku 6akanaBpoB 10.03.01 Mudopmarmonnas
0€30I1aCHOCTb.

HpepeKBI/ISI/ITLI JUCHUITIIMHBI:

I/ISy‘IGHHG I[&HHOﬁ JUCIHUITIIMHBI 6a31/1pyeTcs1 Ha 3HAHUW CJIACAYIOMUX AOUCHMILINHI
OHepaHI/IOHHBIC CHUCTCMBI, WEb-TeXHOHOFI/II/I, SA3bIKU U CPEACTBA CO3AaHUS WCb'HpHHO)KCHHﬁ.

[TocTpeKkBU3UTHI JUCUUILIUHBI:

OcHOBHbBIE TIONIOKEHUS TAaHHOW JUCIMIUIMHBI BBICTYMAIOT OMOPOM s AMCIMILINH:
Metonel U cpeincTBa Kpuntorpaduyeckoil 3amuThl WHGOpMalWU, AUCHUIUIMH IO BBIOOpY,
MPHU3BaHbl MOJATOTOBUTH K MPOXOXKICHHUIO Y4eOHOH M MPOM3BOACTBEHHON MPAKTUK, K HAyYHO-
HCCJIeI0BATENbCKOM padoTe.

3. ®opMupyeMble KOMIETEHUMH W HMHIAMKATOPbI HX JOCTH:KEHHSI 10

JUCHUIIJIMHC
Kon Conepxanue Koa n HauMeHOBaHME HHAUKATOPA TOCTHKEHUSA

KOMITIETEHI[MH KOMITETEHI[MH KOMIIETEHI[MH
Criocoben  ocymectisth | [IKC-3.1 - 3HaeT pykoBosIIe U METOAMYECKUE
yIpaBJICHHE CPEICTBAMH | IOKYMEHTHI YIIOJTHOMOUYEHHBIX (DelepabHBIX OPTaHOB
3amuTEl  UHOOPMAIMH, B | UCIIOTHUTEIHLHOHN BIACTH IO 3aITUTe HH(POPMAITNH;
TOM gucine | [IKC-3.2 - YMeer onpenensaTs MoaiexKaliie 3amure

KC-3 ocymeCTBnﬁKlumMH nH(OPMAITMOHHBIE PECYPChl aBTOMATH3UPOBAHHBIX
HETIPEPHIBHBIN CHCTEM;
MOHHUTOPUHT [IKC-3.3 - BiajziceT HaBbIKaM# aHaIM3a YIPO3bl
3aIUIIEHHOCTH ABTOMAaTHU3UPOBAHHOW CUCTEME U IIUPKYJIUPYIONIEH B HEH
ABTOMATU3UPOBAHHBIX nH(pOpMaIuH, BEIOOpa HEOOXOIUMBIX CPEACTBA IS
CHUCTEM obecmeueHuss HHOOPMAITMOHHOM 0€30IMaCHOCTH.




4, CTpyKTypa U cofep:KaHue TUCIUNINHBI (MOTYJIs1)
4.1. CTpyKTypa IMCHUNJIMHBI (MOXYJIS)
OO0mias TpyI0eMKOCTh TUCIUIUTHHBI (MOAYJIs) cocTaBisieT 3 3aueTHble enunumil (108

aKaJeMHUYECKUX YacoB).

TpynoemMKocCTs,
Bux pabost aKaJl. 4acoB
CeMecTp
5 BCETO
O01as TPy10eMKOCTh 108 108
KonTakTHas padora: 58 58
Jlexrmn (JIek) 18 24
Jlabopatopubie pabotsi (J1a0) 36 30
KoHnrtakTHas padota B nepros Teopernueckoro ooydenus (KoutTO)
(IIposedenue mexywux KOHCy1bmayutl U UHOUBUOYATbHASL paboma co 4 4
cmyoenmamu)
KonTakTHas pabora B neproj npomesxyrounoit arrecraiuu (KontllA) 0
[TpoMexxyTouHast aTTeCTaIys — 3a4eT 0
CamocrosiTesibHas padora: 50 50
- CamMocmosimenbHoe u3yueHue pasoenos (nepeduciums); 0 0
- CAMON0020mosKa (Npopabomka u NOBMopeHuUe IeKYUOHHO2O 14 14
Mamepuana, Mamepuana y4eOHuKos u yueoHvlx nocoouil);
- N0020MO6Ka K 1a00PAMOPHLIM 3AHAMUAM, 30 30
- 10020MOBKA K KONNOKBUYMAM, 2 2
- N10020MOBKA K NPOMEHCYMOYHOU ammecmayuy u m.n.) 4 4

4.2.Pacnpeneiende BHAOB PadoTbl M HX TPYAOEMKOCTH IO pa3ejiam
TUCHHUILUTHHBI (MOYJIs1)

Bunst yue6Hol paboTs (B

gacax)
KOHTaKTHast =
DOpMBI TEKYILETO KOHTPOJIS
No Pasgen nucuuruinael/ ° = P ym P o
2 = = YCIIEBAEMOCTH, IIPOMEXYTOYHON
n/n TEMBbI > g s =
o = o ® ax|l &o arTrecraiyu
5 S O x| o= 8Y
= < = ) =<
g = E® s & o 9
= (5} = o a Tl o
Q z o <
5] = s 0 39 =
(=7 < 8
= =
1 Tema 1. Apxutextypa BeO- 2 0 2 6 VY CTHBIN ONTpOC MO TEME JTEKIUH.
' MIPUIIOKEHU . IIpoBepka qoMamIHero 3agaHusl.
2 Tema 2. [Touck ys3BUMOCTEN K aTakam 2 0 4 6 Y cTHBIIM ONpPOC N0 TEME JIEKIIUH.
' CSRF. [IpoBepka gomaniHero 3agaHusl.
3 Tema 3. Tlouck ys3BUMOCTEN K aTakaM 2 0 6 8 VY CTHBIN OITpOC MO TEME JTEKIUH.
) XSS. [IpoBepka gomarniHero 3afjaHus.
4 Tema 4. ITouck ysa3BumocTen k c 4 0 8 8 VcTHBI onpoc 1o TeMe JIeKIHN.
' atakam SQL. [IpoBepka gomarnrHero 3agaHusl.
5 Tema 5. Otka3 B 00CTy’)KHBaHUH 4 0 8 8 VcTHbI onpoc 1o TeMe JIeKIHN.
' (DoS) IpoBepka JOMAIIHETO 3a[aHuUSI.
6 Tewma 6. DkcruryaTanus CTOpPOHHHUX 4 8 8 VcTHBI onpoc 1o TeMe JIeKIHN.
' 3aBUCUMOCTEN [IpoBepka goMaliHero 3agaHusl.
KOJLIOKGUY Ml 2 | CobecenoBanue
3auem 4 | Yemuoui 3auem (no bunemam)
UTOrO: 104 | 18 0 36 50




4.3.Coaeprkanue pa3aejoB TUCHUILTHHBI

Tema 1. ApXxuTeKTYpa BeO-NPUJIOKEHUH

0030p coBpemennbix kimeHTckux (Frontend) u cepsepubie (Backend) dpeiiMBOpKOB i1 co3naHus
BeO-npmwiokeHnid. CpaBHEHHE COBPEMEHHBIX M 0OoJiee pPaHHUX BEpCUil NpriiokeHUH. CUCTEMbI
ayTeHTU(UKAMK W aBTopu3auuu. BeO-cepBeprl. XpaHeHHE JaHHBIX HAa CTOPOHE cepBepa U Ha
cTopoHe kiaueHTa. OOHapykeHHe CTOPOHHHMX 3aBUcHMOCTed. Ilonck ciaaObiXx MECT B apXUTEKType
MIPUI0KECHUS.

Tema 2. Ilonck yszBumocreii k atakam CSRF

[Tonstue CSRF ataku. Bnusinue ysazsumoct CSRF Ha monb3oBarens. CniocoOsl 3amutel oT CSRF.
UcnonezoBanne csurf-onommorexu. Muammmanmsamua CSRF-toxena. Bammpmanmsa CSRF-tokena.
Peanmmzamust CSRF-Tokena. Hemoctarku CSRF. 3amura or CSRF. IlpoBepka 3aromokoB. CSRF-
tokeH. CSRF-Tokenbl 0e3 coxpaneHus coctosiHus. [IporuBozeiictBue CRSF Ha ypoBHe Kona.
3anpocsl GET 6e3 coxpanenust coctosiuusi. Camkenue pucka CSRF Ha ypoBHE mpuiiokeHusl.

Tema 3. Ilonck yss3BuMocTeil kK atakam XSS.

Oo6Hapyxenne XSS-ys3Bumoctd. XpaHuMblii XSS. Otpaxennsiit XSS. XSS-araka Ha 6aze DOM.
XSS ¢ wmyramusamu. Ilpuemsl HammcaHus kojga ana  nporuBoxercTBus XSS, Ouunctka
nojb3oBarenbekoro Beoga. IIpuemuuk DOMParser. IIpuemuuk SVG. Ilpuemuuk Blob. Cananus
runiepccbiiok. CumBonbHbIe cyiHocT B HTML

Tema 4. [louck ysi3BuMocTeii k atakam SQL
Buenpenne SQL-kona. Buenpenue kona. Buenpenne komana. [IpotuBoneiictBue BHeIpeHN0.297

[TporuBonerictBue BHeapennio SQL-kona. PacnosnaBanue BHeapenus SQL-koxa. [loaroroBneHHble
oreparopsl. bonee cneunpuueckne METOABI 3alIMTHI. 3allUTa OT JPYTrUX BHIOB BHEIPEHUS.
[ToreHumanbHble 1eau BHeApeHUs. [IpMHIMIT MUHUMAaJIbHBIX TPUBUJIETUH. benblil cnucok KoMaHz.

Tema 5. Otka3s B o6cay:kusanuu (DoS)

ReDoS araka. JIornueckue DoS-ys3sumoctu. Pactipenenennast DoS-ataka. [IpotuBoneiicteue
DoS-arakawm. [IpotuBoneiicrBue arakam ReDoS. 3ammra ot norndeckux DoS-arak. 3ammra ot
DDoS. Cmsaruenne DDoS-atak.

TeMa 6. DxkcniryaTanus CTOPOHHUX 3aBHCHMOCTEH

Metonasl unterpanuu. BerBu u Buiiku. [Ipunoxenus: ¢ coOCTBEHHBIM cepBepoM. MHTerparius Ha
ypoBHe Kkojna. Jlucmeruepsl maketoB. JavaScript. Java. J[lpyrue s3piku. baza gaHHBIX
OOIIEeN3BECTHRIX  YSI3BUMOCTEH. 3ammra CTOPOHHHX 3aBHUcuMocTedl. OreHka JepeBa
3aBUCUMOCTEH. MojienupoBaHue JepeBa 3aBUCHMOCTH. JlepeBbs 3aBUCHMOCTEH Ha IMPAKTHKE.
ABTOMaTH3UMpOBaHHAs OICHKA. TexHukH Oe30macHON uHTerpanuu. Pa3geneHue HHTEPECOB.
be3omnacHoe yrpaBiieHHE TAaKETAMU.

4.4 Tembl U IIAHBI JIA00PATOPHBIX 3AHATHI
JlaGopaTopHnoe 3ansaTue Nel (2 4.)

Tema ApxuTeKTypa BeO-IPUIIOKEeHHU I
Bomnpocs! 11 o0cyxaeHus:
1. O0630p coBpemennbix knueHTckux (Frontend) m cepsepubie (Backend) ¢pelimBopkoB mmst
CO3/1aHUsI BEO-TIPUIIOKECHUH.
CpaBHEHHE COBPEMEHHBIX M 00J1€€ PAHHUX BEPCUM MPUI0KEHUH.
CucteMsl ayTeHTH()UKALIUN U aBTOPU3ALIUH.
Be6-cepepsl.
XpaHeHHe JaHHBIX Ha CTOPOHE CepBepa U Ha CTOPOHE KIIMEHTA.
OOHapykeHHe CTOPOHHHUX 3aBUCUMOCTEH.

ok win



7. Tlouck cnabbIX MECT B apXUTEKTYpe MPUIIOKEHUS.

JlabopaTopHoe 3ansiTHe Ne2 (4 4.)

Tema Iouck ys3zBumocreii k atakam CSRF
Bonpocs! i o0cyxxaeHus:

=

[Tonsitue CSRF araku.
Bnusaue ys3sumoctu CSRF Ha nonb3oBares.
Crnoco6s1 3amuTsl oT CSRF.
Hcnonps3zoBanue csurf-OubImoTeKH.
Nunnnanuzauust CSRF-TokeHa.
Bamunauns CSRF-tokeHa.
Peanuszanus CSRF-Tokena.
Henocratku CSRF.
3amuta ot CSRF.
. [Iposepka 3aronoBkoB. CSRF-TokeH.
. CSRF-TokeHnbI 6€3 COXpaHEHUS! COCTOSIHUS.
. [IporuBogerictue CRSF Ha ypoBHE KoJa.
. 3anpocsl GET 6e3 coxpaHeHHs COCTOSIHUS.
. Camxenne pucka CSRF Ha ypoBHE NpuiIoKeHusI.

BoOooNoORWN

o e
AWM RO

JlaGopaTopnoe 3ansaTue Ne3 (6 u.)
Tema 3. Ilouck ysi3BumMocTeii k atakam XSS.

Bomnpocs! st o6cyxaeHus:

=

Oo6napyxenue XSS-ys3BUMOCTH.

Xpanumsbiii XSS.

Otpaxennsiit XSS.

XSS-araka Ha 6a3e DOM.

XSS ¢ myrauusimu.

[TpuemMbl HanMcaHUA KoJAa AJIs NIPOTUBOAEHCTBHS XSS.
OuncTKa MOJIB30BATEIHCKOTO BBOJIA.

[Mpuemunk DOMParser. [Ipuemuuk SVG. Ilpuemnuk Blob.
Cananus runepccbutok. CumosnbHble cymiHocTd B HTML

LoNOOTkWN

JlaGopaTopnoe 3ansatue Ned (8 u.)
Tewma Ilounck ysizBumocreii k atakam SQL

Bomnpocsr st o6cyxaeHus:

=

Buenpenne SQL-kona.

Baenpenne xona.

Baenpenne xomanz.

ITpoTuBOIEHCTBUE BHEAPEHHUIO.
[IpotuBoaeiicteue BHeApeHuto SQL-kona.
PacnoznaBanue BHenpenus SQL-kona.
[TonroToBneHHbIe ONEPATOPBHI.

Bonee cnenuduueckre METOIbI 3aIUTHI.
3amuTa OT APYruX BUAOB BHEJPEHUS.

lO [ToTeHUMaNbHbIE LIETU BHEIPEHMUS.

11. TIpyHIMT MUHUMAIBHBIX TPUBUIICTHHA.
12. Benplii CIUCOK KOMaH]I.

CoNOOOIkWN

JlaGopaTopnoe 3ansaTue Ne5 (8 u.)
Tema Otka3 B o6cayxuBanuu (DoS)



Bonpocsr it o6cykaeHus:

NoakowhE

ReDoS araxa.

Jlornueckue DoS-ys3BUMOCTH.
Pacnpenenennas DoS-ataka.
[IporuBoxeiictBue DoS-arakam.
[IpoTuBoneiicTBue arakam ReDoS.
3amuTa oT Jorudeckux DoS-arak.

3ammta o DDoS. Cmsaruenue DDoS-atak.

JlaGopaTopHnoe 3ansTue Ne6 (8 u.)

Tema IkcmayaTanusi CTOPOHHUX 3aBHCUMOCTeT
Bormpocsr mist o6cyxaeHust:

CoNoORA~WNE

N
= O

e N N
a9 wWwN

MeTtoasl HHTErpaLyi.

BetrBu u BUJIKM.

[TpunoxeHns ¢ cOOCTBEHHBIM CEPBEPOM.
WHTrerpanus Ha ypoBHE KOJa.
JlucnieTuepsl IakeToB.

JavaScript. Java. [Ipyrue s3biku.

baza nanHbIxX O6H.I€I/13BCCTHBIX YHSBI/IMOCTeﬁ.

3amura CTOPOHHHUX 3aBUCUMOCTEH.
O1ieHka JiepeBa 3aBUCHMOCTEH.

. MonenupoBanue aepeBa 3aBUCUMOCTH.
. JlepeBbs 3aBUCUMOCTEN HA PAKTHUKE.

. ABTOMaTu3UpOBaHHAS OLICHKA.

. TexHuku 6€30maCHON MHTETPAIIHH.

. Pa3nenenue nnrepecos.

. be3ornacHoe yrpaBiieHHE TaKETAMU.

5. Tembl ANCIHUIIJINHBI (MOIlyJISI) AJIA CAMOCTOATECIBHOTO U3YICHUA

He npenycmoTpenst

6. O6pa3oBarejibHbIE TEXHOJIOTHHI

Ne
n/n

HaumenoBaHue pasaeiia

Buapl yueOHbIX 3aHATHH

Oo0pa3oBaTeJibHBIC
TeXHOJOTHH

1 cemecTp

Tema 1. Apxurextypa Beb-

Jlekmus

TpaguuuoHHas JeKIus B ayll. C
MYJIbTUMEINA IPOCKTOPOM

JlaGoparopHoe 3aHATHE B

1. - JlaboparopHoe 3aHATHE
MPUIOKEHUI. KOMITBIOTEPHOM KJIaccCe.
N3yuenne matepuana mo Teme
CaMmocTosiTenbHas paboTa  |JIEKIUH, TOATOTOBKA IOMAIITHETO
3aJlaHusl.
TpaguuuoHHas JEeKIus B aya. ¢
Jlekmus paznn 1t YA
MYyJIBTUMENNA IPOCKTOPOM
. JlaboparopHoe 3aHATHE B
Tema 2. [Touck ysi3BuMocTeit K JlaboparopHoe 3aHATHE patop
2. KOMITBIOTEPHOM KJIACCE.
atakam CSRF.
N3yyeHnune marepuasa Mo Teme
CaMocTosiTenbHas paboTa  |JIEKIUU, TOATOTOBKA JIOMAIITHETO
3a/1aHus.
TpaguuuoHHas JeKIus B ayl. C
% Jlexuus )
3 Tewma 3. ITouck ysa3BEMOCTEH K 10 MYJTBTHME/IHA TPOCKTOPOM

atakaM XSS.

JlaGopaTopHsbie 3aHsATHE

JlaGopaTopHoe 3aHATHE B




KOMITBIOTCPHOM KJTaCCeC.

Wzydenne wmatepuasia mo Teme
CamocrosTenbHas paboTa  |JIEKIUH, TOATOTOBKA JTOMAIITHETO
3aJaHUA.

TpaaunroHHas JEKIUs B ayl. C

Jlexius
MYyJBTHMENA IPOCKTOPOM

JlaGopaTopHoe 3aHsATHE B

Tewma 4. [Touck ys3BUMOCTeN K JlaGoparopHbie 3aHsTHE
KOMITBIOTEPHOM KJIACCE.

arakam SQL.
N3yyeHue maTtepuana o teme

CaMocTosTenbHas paboTa |JIEKIUH, TIOATOTOBKA JIOMAIITHETO
3aaHus.

TpamurionHas TeKIus B aya. ¢

Jlexius
MYyJBTHMEINA IPOCKTOPOM

JlaGoparopHoe 3aHsATHE B

Tema 5. OTka3 B 00CITy>KUBaHUU JlaGoparopHbie 3aHsTHE
KOMITBIOTEPHOM KJ1acce.

(DoS)
N3yuyenue matepuana no TeMe

CaMocTosTenbHas paboTa |JIEKIUH, TIOATOTOBKA JIOMAIITHETO
3aaHus.

TpamurionHas TeKIus B aya. ¢

Jlexmus
MYJIBTUMEINA IPOCKTOPOM

JlaGoparopHoe 3aHsATHE B

Tema 6. DkcIuTyaTauus CTOPOHHUX JlaboparopHsbie 3aHsATHE
KOMIIBIOTEPHOM KJIacce.

3aBUCUMOCTEN
N3yuenue matepuana no TeMe

CaMocTosTeNbHas padoTa |JIEKIUH, TOATOTOBKA JIOMAIITHETO
3aJ]aHus.

7. OueHouHnble cpeacrBa (Marepuaabl) s TeKYHIEro  KOHTPOJIA
yCIIEBAE€MOCTH, TPOMEXKYTOYHOM  aTrecTallMd  O0y4alOUIUXCHA 10
AUCHUILINHE (MOIYJIIO)

IIpumepHbIe BONPOCHI K 3a4eTy

1. CpaBHeHHE COBpPEMEHHBIX H 0OojJiee paHHUX Bepcuid  mpuiiokeHHid. CUCTEMBI
ayTeHTU(UKAIMH U aBTOPU3AIHH.

2. Be0O-cepBepbl. XpaHeHHE JaHHBIX HAa CTOPOHE CepBepa M HAa CTOPOHE KIIMEHTA.

3. OOHapyxeHHe CTOPOHHMX 3aBUcUMOCTel. [Tonuck ciabbIx MECT B apXUTEKTYpe MPUIT0XKEHUS.

15. TTonsitue CSRF araku. Bnusuue yszsumocti CSRF Ha nosib3oBarens.

16. Croco6s1 3amutel ot CSRF. Hcnons3oBanue csurf-oubmmorexn. Muanmmanuzanus CSRF-
TOKEHa.

17. Bamunanus CSRF-tokena. Peanmuzanus CSRF-TokeHa.

18. Hemocrtarku CSRF. 3amura or CSRF.

19. TIposepka 3aronoBkoB. CSRF-tokeHn. CSRF-TokeHbI 6€3 COXpaHEeHUs! COCTOSHHS.

20. IporuBoneiictBue CRSF Ha ypoBHe kona.

21. 3anpocsl GET 6e3 coxpanenus cocrosiaus. CHikenune pucka CSRF Ha ypoBHE mpuiIoKeHusI.

22. O6napyxxenune XSS-ys3Bumoctu. Xpanumbiii XSS. OtpakeHHsiit XSS.

23. XSS-araka Ha 6aze DOM. XSS c¢ wmyrammsamu. Ilpuemsl Hamucanus Koma Juis
npotuBoencTBus XSS.

24. OuucTKa MojIb30BaTEIbCKOTO BBOAA.

25. Ilpuemank DOMParser. Ilpuemuuk SVG. Ilpumemuuk Blob. Canamust rumepcchliok.
CumBonsHble cymHoctd B HTML

26. Buenpenne SQL-kona. Bueapenue kona. Buenpenue koman.

27. TlpotuBoneiictBue BHenpenuto SQL-kona. PacnosnaBanue Bueapenus SQL-koxa.

28. TloaroroBneHHple onepaTopbl. bonee cnennpuyeckue METOIbI 3alIUThL. 3alUTa OT APYTHX
BUJIOB BHEJIPEHHUS.

29. IloTeHnManbHbIe 1IeTH BHEAPEHHS. [[pUHIMIT MUHUMATBHBIX IPUBHUIICTHI.

30. ReDoS ataka. Jlornueckue DoS-ys3Bumoctu. Pacnpenenennas DoS-araka.

31. IlpotuBoneiicteue DoS-arakam. [IpotuBosneiicTBue arakam ReDoS.




32. 3ammra ot normyeckux DoS-arak. 3ammura or DDoS. Cmsaruenne DDo0S-arak.
33. Meronbl unterpanuu. Betsu u Buiiku. [IpuiioskeHust ¢ COOCTBEHHBIM CEPBEPOM.
34. Nurterpanys Ha ypoBHE Koja. Jlucneryepsl MakeToB.

35. baza maHHBIX OOLICH3BECTHBIX YSI3BUMOCTEH.

36. 3amura CTOpOHHUX 3aBHCUMOCTEH. OleHKa iepeBa 3aBUCUMOCTEH.

37. MonenupoBaHHe JiepeBa 3aBUCHMOCTH. [lepeBbs 3aBUCHMOCTEH Ha IPaKTHKE.
38. ABTomaTH3upOBaHHas OlleHKa. TeXHUKN O€30MacHON HHTETPAIIHH.

39. Pa3nenenue untepecoB. bezonacHoe ympaBiieHue MakeTaMH.

8. Cucrema olleHUBAHMA IJIAHUPYEMBbIX Pe3yJbTATOB 00y4eHHUsI
Kpurepun onenuBanus
OIIeHKa «3a4YTEHO>» BBICTABJISICTCA:

® CTYACHTY INIyOOKO M NMPOYHO YCBOMBIIEMY HMPOTPAaMMHBIM MaTepHall, HCUEpPIBIBAIOLIE,
[IOCJIEZI0BATENbHO, TPAMOTHO M JIOTMYECKM CTPOMHO €ro H3JIaraillieMy, B OTBETE
KOTOPOr'O YBSA3BIBAETCS TEOpHUs C IIPAKTUKOM, OH IIOKa3blBaeT 3HAKOMCTBO C
JUTEPATypOH, IPAaBUIBHO OOOCHOBBIBAET M MCIIOJb3YET PAllUOHAIbHBIE U COBPEMEHHBIE
CpeZCTBa PEUICHHUs IOCTaBICHHON MPOOIEMBI.

® CTYJEHTYy, TBEPIO 3HAIOIIEMY NPOrpaMMHBIA MaTepuasl, TPaMOTHO U IO CYLIECTBY,
U3JIaraloIEMy €ro, KOTOpBIM HE JOIYCKAeT CYLIECTBEHHBIX HETOYHOCTEM B OTBETE Ha
BOIIPOC, MPAaBWIBHO IPUMEHSET TEOPETUYECKHE IIOJIOKEHUS IpU  PELICHUU
IIOCTaBJIECHHON 3a/1a4H.

® CTYJEHTY, KOTOpPBI 3HAET TOJBKO OCHOBHOM IIPOTrPaMMHBIM MaTepHall, HO HE YCBOWII
0COOEHHOCTEM, TOMYCKaeT B OTBETE HETOYHOCTH, HEKOPPEKTHO (DOPMYIIHPYET OCHOBHBIC
3aKOHBI U ITPaBUJIA, 3aTPYAHSECTCS B BBIIIOJHEHUH PAKTUYECKUX 3a/1a4.

OueHka «He 3a4TEHO» BBICTABJISAETCA CTYJIEHTY, KOTOPBIM HE 3HAeT 3HAYUTEIbHOW YacTH
IPOrpaMMHOI0 MaTepHaia, JONYCKAaeT B OTBETE CYIIECTBEHHbIC OIIMOKH, C 3aTpyJHEHUSMHU
IIPAaKTUYECKUE 3aaHU.

3a oany padory Bcero
Popma KOHTPOIs Musm. Makec. Musm. Makec.
f0asioB | 0aJJ10B 0aJ10B 0aJ10B
Texynuii KOHTPOJIb:
AxTHBHas paboTa Ha 3aHATHU 0,25 0,5 9 18
Brinonsenne noManrgero 3agaHus 0,75 0,75 27 27
BrimorHeHNE 3a/1TaHUI caMOCTOSTENIEHON pabOTHI 1 3 1 3
KOJLIOKGUYM 1 3 3 9
[TpomexyTo4Has aTTecTalus (IK3aMeH) 20 43
Hroro 3a cemectp 60 100
/IK3AMeEH
9. YueOHO-MeTOAMYecKOe U MHPOPMAIHOHHOE O00ecTiedeHne TUCIMIIINHBI
9.1. OcHoBHasi JIuTEpaTypa
1. Kazapun, O. B. HanexHocTs U 0€30MaCHOCTh MPOTPaAaMMHOTO oOOecreueHus : ydeOHoe
nocobue 1ist By30B / O. B. Kazapun, U. b. lllyounckuit. — Mocksa : M3natensctBo FOpaiir,
2024. — 342 c. — (Bwicmiee obOpazoBanme). — ISBN 978-5-534-05142-1. — Tekcr :
neKTpoHHBIH  //  OOpaszoBatenpHast  1uatpopma  FOpaiit  [caiit]. —  URL:
https://urait.ru/bcode/539995
2. Hecrepos, C. A. UndopmarimonHast 6€30MacHOCTh : y4EOHUK U MPAKTHKYM JJSi CPEIHETO
npodeccuoraibHO-TOo obpaszoBanus / C. A. HecrepoB. — Mocksa : MUzna-tensctBo IOpaiit,
2019. — 321 c. — (IIpodeccuonans-Hoe obpazoBanue). — ISBN 978-5-534-07979-1. —
Tekcr : oanekrponnbii // DOBC IOpaiir [caiit]. — URL: https://www.biblio-
online.ru/bcode/442312
3. Kazapun, O. B. [IIporpammHo-ammapaTHbie CpeACTBA 3alIUTHl WHPOpPMANHU. 3amuTa

IporpaMMHOro obOecriedeHus : ydeOHUK M mpakTukyMm uis By3oB O. B. Kazapun, A. C.
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https://www.biblio-online.ru/bcode/442312

11.

12.

13.
14.

15.
16.

17.
18.

1.

2.

3a6a0ypunH. — Mocksa : MU3narensctBo FOpaiit, 2024. — 312 ¢. — (Bricmiee oO6pazoBanue).
— ISBN 978-5-9916-9043-0. — Texkcr : snextpoHHbIid // OOpa3zoBarenbHas miuatdopma
FOpaiir [caiit]. — URL: https://urait.ru/bcode/538066

9.2. lonotHUTEILHAA JTUTEpPATypa

[TocoOue Mo MpakTHYECKUM 3aHATHAM: yueO.-MeTo. mo-cooue / coct.: A.K. bonbmes, N.A.
FOmikepnu. - CII6. — 2016
2. [https://Ik.etu.ru/dashboard/api/download/1182]

Kazapun, O. B. [IIporpamMmMHo-anmapaTHbIe CpeICTBa 3allUThl HHPOpPMAIMH. 3aIiuTa
POrpaMMHOT0 OoOecredyeH s | Y4eOHUK U MPAKTUKYM JUIsl CPEIHEro MpoQeccuOHAIbHOIO
obpazoBanus / O. B. Kazapun, A. C. 3a6a0ypun. — Mocksa : U3narensctBo FOpaiit, 2024.
— 312 ¢. — (Ilpodeccuonansuoe obpazoBanue). — ISBN 978-5-534-13221-2. — Tekcr :
anekTpoHHBIH  //  OOpaszoBatenpHas  minardgopma  FOpaiit  [caiit]. —  URL:
https://urait.ru/bcode/543631

9.3.IIporpammHoe obecnieyeHue

Microsoft Office 2010 Russian Academic OPEN 1 License (Geccpounasi), (murieH3us
49512935);

Microsift Sys Ctr Standard Sngl License/Software Assurance Pack Academic License 2
PROC (6eccpounas), (muuensus 60465661)

Microsoft Win Home Basic 7 Russian Academic OPEN (06eccpounas), (uieH3us
61031351),

Microsoft Office 2010 Russian Academic OPEN, (6eccpounas) (mumensust 61031351),
Microsoft Windows Proffesional 8 Russian Upgrade Academic OPEN (6eccpounas),
(muuensus 61031351),

Microsoft Internet Security&Accel Server Standart Ed 2006 English Academic OPEN,
(6eccpounas), (nmuuensus 41684549),

Microsoft Office Professional Plus 2010 Russian Academic OPEN, (6eccpounast), (umen3us
60939880),

Microsoft Windows Server CAL 2008 Russian Academic OPEN, (6eccpounast), (umeH3us
60939880),

Microsoft Windows 10 Pro, 64 bit, Rus, OEM, OnepaiinonHas cuctema

. Heucxmountensnoe mpaBo Ha wucnoib3oBanue [10 Kaspersky Endpoint Security s

6usneca — Paciupennsiit Russian Edition.

HeuckmrountensHoe npaso Ha ucnoib3zoBanue [10 Kaspersky Security mist BUpTyanbHBIX U
obnaunbIx cpex, Server, VirtSvr, License, Education Renewal

ABBYYFineReader 11 Professional Edition, (6eccpounas), (mumensus AF11-2S1P01-
102/AD),

Microsoft Volume Licensing Service, (6eccpounas), (munen3ust 62824441),

Microsoft Windows Pro 64bit DOEM, (6eccpounas), koHtpakt Ne 6-OAD®D2014 ot
05.08.2014

Visual Studio Professional

«Antunnaruar. BY3». Jlunensuonnsiii oroBop Ne 5044 ot 14.05. 2022 roxa (exeromnoe
MIPOJUICHNUE);

YuebHo-MeToanueckuii komruieke «MHpopmarnnonnas 6e3omacHoCTs» Ha 20 y4eOHBIX MECT;
YueOHO-MeTonYeckuil KoMIUIeKe «be30macHOCTh TeIeKOMMYHHUKAIIMOHHBIX crucTeM» Ha 20
y4eOHBIX MECT.

9.4.1Ipodeccuonanibubie 6a3bl JAHHBIX U WH(OPMAIMOHHbIE CIIPABOYHbIE

CHCTEMBI COBPEMCHHBIX I/IH(l)OpMaIIl/IOHHI)IX TEXHOJIOT UM
HNudopmannonnas cucrema «EqmHOe OKHO JOCTyIa K 00pa3oBaTeIbHBIM pecypcam. Pazmen
WNudopmaruka u uadopmarronusie rexuonorun» (https://habr.com/)

Kpynueiimmii Be6-cepBuc anst xoctuHra IT-mpoekToB M HMX COBMECTHOH pa3pabOTKH-
(https://github.com/)
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18.

baza kuur u mybnukaruit DnextponHon oubmmorexkn "Hayka m Texnumka" (http://www.n-
t.ru)

Enmnoe oxHO goctyma K oOpasoBaTenbHBIM pecypcam. Pazgen Wudopmatmka u
uHpopmarnmonnsie Texnonoruu (http://window.edu.ru/catalog/?p rubr=2.2.75.6)
DnexkTponHas oubnuoreunas cucrema ZNANIUM.COM (http://znanium.com/)

[udpoBast KOJUIEKIMS 3JIEKTPOHHBIX BepCcUU H3AaHuN (Yy4eOHHMKH, y4eOHbBIE MOCOOUs,
y4eOHO-METOIUYECKUE JTOKYMEHTBI, MOHOTpa(uH) IO 3KOHOMHUYECKHM, ECTECTBEHHBIM,
TEXHHYECKUM U TYMaHUTAPHBIM HayKaM, CTPYNIUPOBAHHBIX MO TEMATHYECKUM U IEIEBBIM
MPU3HAKAM.

OnekTpoHHas OubOnuoreynass cucrtema «BOOK.ru» wu3garensctBa «KuHoPyc wmenuna»
(https://www.book.ru/)

WHTepHeT-yHuBEpCUTET HHPOPMAIIMOHHBIX TEXHOIOTHN (WWW.intuit.ru)

Omnnaiin cpena pa3padboTku npuiiokeHui (ideone.com)

Kypnan «Kommnerorepllpece» (www.compress.ru)

N3znarenbcTBO «OTKPBITBIE CUCTEMBD) (WWW.0Sp.Iu)

N3nanne o BBICOKMX TEXHOJOTHAX (WWW.Cnews.ru)

CrpaBouno-npaBoBas cucrema «Kouncynsrant [Tarocy (http://www.consultant.ru)
Polpred.com O630p CMU (http://polpred.com/)

Onekrponnas oudnaunoreunas cucrema eLIBRARY.RU (http://www.elibrary.ru)
Onekrponnas oubaroreunas cucrema IPRbooks (http://www.iprbookshop.ru)

OnekTpoHHass OubnuoreuHas cucrema HanumonanmpHas  2nekTpoHHas — OuOIMOTEKa
(https://H36.pd)

Onekrponnas oudiauoreunas cucrema lOpaiit (http://www.biblio-online.ru)

10.006ecnieuenue o0pa3oBaTeJbLHOr0 Mpouecca AJs JUI ¢ OrPaHUYEeHHBIMHU

BO3MOKHOCTHMH 310POBbA H HHBAJIUI0B

VYuebHple ¥ Y4eOHO-METOAMYECKHE MaTepHalibl Ui  CaMOCTOSTEIbHOH pabOThI

00y4aromuXxcsl U3 YMClla HHBAJIUAOB U JIUI] C OTPAHUYEHHBIMU BO3MOXKHOCTAMU 3710poBbs (OB3)

MPEIOCTABISAIOTCS B (pOopMax, alanTUPOBAHHBIX K OTPAHUYCHHUSM WX 3JI0POBbS U BOCIIPHUSATHS
uHpopMmanuu:

/lna caenvix u cnabosuosawgux:

JeKIuu O(QOPMIISIOTCS B BHUJAE DJIEKTPOHHOTO JIOKYMEHTA, JOCTYIHOTO C TOMOIIBIO
KOMITHIOTEPA CO CHENUATU3UPOBAHHBIM TPOTrPAMMHBIM 00ECIICUCHHEM;

MMCbMEHHBIE 3aJaHUsl BBINOJIHAIOTCA Ha KOMIIBIOTEPE CO CIEUHUATM3UPOBAHHBIM
MPOTrpaMMHBIM 00ECIIeYEeHNEM, UITH MOTYT ObITh 3aMEHEHBI YCTHBIM OTBETOM;
obecrneunBaeTcs MHANBUAYATbHOE paBHOMEpHOE ocBeleHne He MeHee 300 mrokc;

JUIS BBITIOJTHEHUSI 3aJaHUs TPU HEOOXOAMMOCTH TMPEAOCTABIACTCS YBEIUYHBAIOIICE
YCTPOMCTBO; BO3MOXKHO TaKkKe HCIIOJNB30BAHHE COOCTBEHHBIX  YBETMYHUBAIOIINX
YCTPOMCTB;

MUChMEHHBIE 3aaHus ODOPMIISIOTCS YBEIUYEHHBIM HIPU(TOM;

9K3aMeH M 3a4€T MPOBOMASTCS B YCTHOW (pOpME MIIM BBHIMIOJTHSAIOTCS B MTUCBMEHHON popme
Ha KOMITBIOTEPE.

Jna enyxux u chabocaviumamux:

JeKIUUu OQOPMIISIFOTCS B BHJIE JJIEKTPOHHOTO JIOKYMEHTa, JHOO MpPeaoCTaBIsSETCS
3BYKOYCHJIMBAIOIIIASl anmaparypa HHIANBUIYaTLHOTO TTOJIH30BAHNUS,

MUChMEHHBIC 33JJaHUS BBIIOJHAIOTCS Ha KOMIIBIOTEPE B MUCEMEHHOU popme;

9K3aMEH U 3a4€T MPOBOMATCS B MHUCBMEHHOW (hOopMe Ha KOMITBIOTEPE; BO3MOXKHO
npoBeqieHNe B popMe TEeCTUPOBAHUS.

Jlna nuy ¢ napywieHuamMu OnopHo-06UZAmMeIbHO20 annapama:

JeKIuu O(GOPMIISIOTCS B BHUJAE JJIEKTPOHHOTO JIOKYMEHTA, JOCTYITHOTO C TOMOIIBIO
KOMIThIOTEPA CO CHEIUATU3UPOBAHHBIM TPOTPAMMHBIM 00ECTICUCHHEM;

MMCbMEHHBIE 3aJaHUsl BBINOJIHSIOTCA HAa KOMIBIOTEpE CO CHEHUATU3MPOBAHHBIM
MIPOTrpaMMHBIM 00eCIIeUYeHUEM;

9K3aMEH M 3a4€T MPOBOMAATCS B YCTHOH (hOopMe WU BHITIOJTHSIOTCS B MUCHhbMEHHON (hopme


http://www.consultant.ru/
http://polpred.com/
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Ha KOMITBIOTEpE.

[Tpu HEOOXOMMMOCTH MpeyCMaTPUBACTCS YBEITMUYEHUE BPEMEHHU JJISl TIOATOTOBKU OTBETA.

[lpouenypa  mpoBeAeHHS  MPOMEXKYTOYHOH  arrectamuu A oOydarommxcs
YCTaHABIMBACTCSI C Y4€TOM UX HMHIUBHIYaJbHBIX TCUXO(PU3MUECKUX OCOOCHHOCTEH.
[IpomesxyTouHas aTTecTanys MOXET IPOBOIUTHCS B HECKOJIBKO 3TAIOB.

IIpu nmpoBeneHuu npouenypsl OLEHUBAHMS PE3YIBTATOB OOYUYEHHS MPEAyCMaTpUBAETCS
UCTIONIb30BAaHUE TEXHUYECKUX CpPEACTB, HEOOXOAMMBIX B CBSI3M C HWHIUBHIYaJIbHBIMH
0COOCHHOCTAMHU O0YyYaroIUXCcs. T CPEACTBa MOTYT OBbITh HPEAOCTaBICHBI YHHUBEPCHUTETOM,
WJIM MOTYT MCIOJIb30BaThCSI COOCTBEHHbBIE TEXHUYECKHE CPEIICTBA.

[IpoBeneHre mpoUEAYpbl OLIEHUBAHHUA  PE3YIbTaroB  OOy4eHHUS  JOMyCKAaeTcsl ¢
UCTIONIb30BAaHUEM JTUCTAHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOJIOTHH.

O6ecneunBaeTcss AOCTyN K MH(GOPMAIIMOHHBIM M OMOIHMOrpaduIecKuM pecypcam B CETH
WuTepHeT s Kakaoro oOydwaromierocst B ¢gopMmax, aJanTUPOBAHHBIX K OTPAHUYCHUSM HX
3JI0pOBbS U BOCTIPUATHUS HHPOPMAIUH:

/lna cnenvix u chabosuonawux:

- B 1e4aTHO# (hopMe yBEIIMYEHHBIM HIPUPTOM;

- B (hopMe 3JIEKTPOHHOTO JOKYMEHTA;

- B popme ayaunodaiina.

Jna enyxux u cnabocnviuamiux:

- B meyaTHou (opme;

- B (hopMe 3IEKTPOHHOTO TOKYMEHTA.

/Jlna odyuarouwuxca ¢ HapyuieHuAMU ONOPHO-08U2AMENIbHOZ0 ARNAPAMA:

- B Me4aTHOU (hopme;

- B (hopMe 3IeKTPOHHOTO IOKYMEHTA;

- B (hopme ayanodaiina.

Y4eOHble ayAUTOPHUH IS BCEX BUIOB KOHTAKTHOM M CAaMOCTOSTEIbHON paboThl, HAyyHAast
OnOIMoTeKa W WHBIC TTOMEIICHHS JJIi OOy4YeHHS OCHAIICHBI CICIHAIbLHBIM 000pyJIOBaHUEM U
yu4eOHBIMU MECTaMH C TEXHHUYECKUMU CPEICTBAMU O0yUEHUS:

01 CTIenbIX U C1AD0SUOAUUX:

- aBTOMaTH3UPOBAHHBIM pab0OYMM MECTOM JUIs JIFOJIeH C HapyILlIEHUEM 3PEHUS,

- MPU HEOOXOAMMOCTH OOYYAIONTUMCS TIPEOCTABIISACTCS YBEIUYHBAIOIIECE YCTPOUCTBO,
JIOTTYCKAeTCs CIOIb30BaHUE YBEIHMUNBAIOIINX YCTPONUCTB, UMEIOIIUXCS Y O0yUYaIONIXCs,;

014 2YXUX U CLADOCIBIUAUUX:

- aBTOMATH3UPOBAHHBIM pPA0OYMM MECTOM [Jsi IIOJIed C HapylIeHHeM CcliyXxa |
¢J1a00CIIBIIIAIINX;

- aKyCTHYECKHI YCHIIUTENb U KOJIOHKH;

0713 00yUaOUWUXCA ¢ HAPYUWIEHUAMU ONOPHO-08U2AMETbHO20 annapama:
- IEPEIBIKHBIMHE, PETYIUPYEMbIMH dproHoMuueckumMu napramu CHU-1,
- KOMITBIOTEPHOUW TEXHUKOW CO CIIeIHaTbHBIM IPOrPAMMHBIM 00ECIICUCHUEM.

11.MaTepuajJbHO-TEXHUYECKOE O0ecneuyeHue TUCUUIIIMHBI (MOTYJIA)
I[J'ISI npenoaaBaHusa W U3YUYCHHUA IAUCHUIINIMHBI HCIOJB3YCTCAd JICKIHUMOHHAA ayAUTOpUA,

oOecrieyeHHass MyJIbTUMeIMa IPOEKTOPOM U COMYTCTBYIOIIMM 000pPY/I0BaHHEM, HHTEPAKTUBHON
nockoi. Mcnonpiytorcs YMK aucuuninunsl (Ha OyMa)KHOM U AJIEKTPOHHOM HOCHUTENSIX), (GOHJT
HAay4dHOW OMOJMOTEKH YHUBEPCUTETA, METOJMYECKHE W YYEOHO-METOIUYECKHUE MaTepHaIbl
kadenpsl ”HGOPMATHKH.

K paboueit npocpamme npunazaromces:

IIpunoxkenne 1 — DOHI OLEHOYHBIX CPEACTB AJI INPOBENEHUS ATTECTALlMM YPOBHS
c(OpPMHPOBAHHOCTH KOMITETEHIIUN 00yJaromuxcs o AMCUUILUINHE (MOIYJIIO);

Ipuniaoxenne 2 — Meroauyeckue YykazaHusi Ui OOY4YalOHIMXCS IO OCBOEHUIO
JUCLUTUTMHBL (MOIYIIA).



