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1. <I)0panyeM1,1e KOMIICTCHIMM U MHAUKATOPBI UX JOCTHKCHUSA IO THUCHMUIIIMHE

(modynrw)

Koasl Conepxanue Koa 1 HauMeHOBaHMe MHAMKATOPA
KOMIIETEeHLMHU KOMIIeTeHIHI AOCTUKEHUS] KOMIIETEeHNH
OIIK-4.2 OIIK-4.2. Criocoben | OITK-4.2.1 - 3HaeT TUNIOBBIE CPEJICTBA, METOJIBI U

aIMHHUCTPHPOBATH MIPOTOKOJIBI MJICHTU(GHKAIINHY, Ay TeHTH()UKAIINT 1
olepannuoHHbIe CHCTEMBI, | aBTOPU3AIINH, a TAK)Ke KPUTEPUH OLICHKH
cucTeMbl yrnpasieHus 6a3amu | 3p(HEeKTUBHOCTH U HAZAECKHOCTH CPEICTB 3aIUTHI
TAaHHBIX,  BBIYHCIUTEIBHBIC | IPOTPAMMHOIO OOeCTIeUeHHs

ceTn aBTOMAaTH3WPOBAHHBIX CHCTEM;

OI1K-4.2.2 - YMmeer co3aaBath, yIaJIiaTh U
W3MEHSTh YUCTHBIC 3aIHCH TI0JIh30BaTelCH
ABTOMATHU3UPOBAHHOM CUCTEMBbI, YCTAHABIUBATh U
HACTPauBaTh ONEPALIMOHHBIC CUCTEMBI, CHCTEMbI
yIpaBjieHHus Oa3aMu JIaHHBIX, KOMITLIOTEPHBIC
CETH M MTPOTPAMMHBIC CHCTEMBI C YIETOM
TpeOOBaHHMI 110 00ECIICYCHUIO 3aI[IUThI

UHQOPMAIHH;

OIlK-4.2.3 - Brnageer HaBbIKAMH YCTAaHOBKHU
OOHOBIEHUI IIPOrPaMMHOI0 obecreueHus
ABTOMATHU3UPOBAHHOM  CHUCTEMBI, a  TaKkKe
HaBBLIKaMHU oOHapyKeHUs " yCTpaHCHHS

HeHCHpaBHOCTeﬁ B pa60Te CHUCTEMbI 3alllMThI
PIH(bOpMaI_II/II/I aBTOMaTHBHpOBaHHOﬁ CHCTCMBI

2. TacnopTt (oHAa OLIEHOYHBIX CPEICTB MO0 JUCHHUILINHE (MOIYJII0)

Kon
Ne KonTposmpyembie pa3aesisl (TeMbl) KOHTPOJIMpPYEeMOi HanmeHnoBanue
n/n AUCHUILINHBI KOMIIeTeHIIUH OLIEHOYHOI0 CpeACcTBA
(nJIM ee 4acTH)
1 Tema 1 CuctemHOe ynpaBieHue 1 poib OITK-4.2 Bermonenne
" | atMuUHHCTpaATOpa JOKAIBHOM CETH. ' HpaKkTUHECKOro 3a/1aHns
Tema 2. CeteBble BO3MOKHOCTH Beimosnnenne
2. | oneparonHoit cuctembl UNIX. OIIK-4.2 HpaKTHICCKOro salaHus
Hacrpotiika nokanbpHO# cetu B Linux
3. | Tema 3. MapmpyTHu3anus OIIK-4.2 f;ﬂiﬁi:fsm 3aaHus
4. | Tema4 Cnyx6a DNS. Cryx6a DHCP OIIK-4.2 fg;fj;ﬁ‘;gj}‘jgm —_—
5 Tema 5 MexceTeBble SKpaHbl. OIIK-4.2 Brimonnenne
" | BupryanbHble YaCTHBIE CETH ' TPAKTHIECKOTO 3a/1aHms
6 Tema 6 CereBble BO3MOKHOCTH OTTK-4.2 Beimosnxenne
" | oneparmmonHoii cucremMbl Windows. ' TIPAKTHYECKOTO 3a/1aHns
Tema 7. PaGoune rpymnmbl B JIOKaIbHBIX
7 KoMmIbloTepHBIX ceTssx ¢ OC Windows OITK-4.2 Beinosnuenue
" | .JloMeHBI B TOKaIBHBIX KOMITBIOTEPHBIX ' NPAaKTHYECKOTO 3a/[aHus
cerax ¢ OC Windows
8 Tema 8. ABTOMaTH3aINs YCTAHOBKH OLTK-4.2 ECCKT:I‘;LH OHP"];H;‘SHH:‘:I:
MPOrpaMMHOT0 0OecreueHust HPAKTIMECKOro 3a1aHHs

3. OueHouyHbIe cpeaACTBA

dopma KOHTPOJIS ISl 04HOM (HOpMBI 00yUEHUS —3auem




IIpuMepsl 3a1aHM U1 TEKYLIETO KOHTPOJISA U IIPOMEKYTOUHBIX 3aJaHUH 110 Pa3IMYHbIM TEMaM:
IIpuMepHbIii nepedyeHb 3a]aHu

3ananmue 1. Co3nanue BUPTYaJIbHBIX MAIIMH.
HeoOxoaumo co3naTh BUPTYyaabHbIE MAIIMHbBI, HA KOTOPBIX OYAYT BBIMOIHATHCS YIPaKHEHUSI.
3ananue 1.1. Co3gate BUpTYyanbHylo MamuHy First.
3amanue 1.2. YcraHoBUTH KOHUTYpaIUio ceTeBoro ananrtepa B Virtual PC
3ananue 1.3. YCTaHOBHUTH ONEPALMOHHYIO cUCTeMY Ha MamuHy First. Mamuna First Oyner
ucnonb3oBatbes kak DHCP-cepsep, DNS-cepBep u konTposuiep Active Directory nomena
company.com.
3aganue 1.4. Co3narh TpU yYETHBIE 3alIUCH aIMUHUCTPATOPOB JOMEHA
3amanue 1.5. Co3gaTh y4ETHYIO 3alKUCh C MOJHBIM UMEHEM M UMEHEM BXO0/1a MOJIb30BaTENs
AdminSecond ¢ maposnem 301 B Luna u y4eTHYIO 3alHMCh C IMOJTHBIM UMEHEM i HMEHEM BXO0]1a
nosns3oBareist AdminThird ¢ maposem 301 _C_Luna. Jlo6aBUTB 3TH y4eTHBIE 3aITUCH B TPYIITY
AJMUHUCTPATOPHI TOMEHA.
3ananue 1.6. Ha mammne First BrmounTs O6muit noctyn Kk (aitnam 1 CereBoe 0OHapyKEeHHE.
3ananue 1.7. Co3naTh HOBYIO BUPTYasbHYIO MaminHy Second.
3anmanue 1.8. YcTanoBuTh KOH(MUTYpamuo cereBoro ajaanrepa B Virtual PC.
3ananue 1.9. YcTaHOBUTH ONEpPALIMOHHYIO cucTeMy Ha MamuHy Second. Mammza Second Oynet
UCTIOJIB30BaThCS KaK BTOPOi KoHTpoiep Active Directory momena company.com.
3ananue 1.10. Co3naTh HOBYIO BUPTYyalibHYIO Mamuny Third.
3amanue 1.11. YcraHoBUTH KOHPUTYpaIHio ceTeBoro agantepa B Virtual PC.
3ananue 1.12. YcTaHOBUTH onepaliioHHyto cucreMy Ha MaiiuHy Third. Mamumna Third
OyZIeT BBIIOJHATH POJIb CEPBEPA B JOMEHE company.com
3ananue 2. YnpasJjieHHe JMCKAMH, TOMAMHU M pa3jieJIaMi B ONIePAIIMOHHON cUCTeMe
Windows Server
Crenyromue 3a1anus Oy1yT BBIOJIHATHCS Ha KoMiibtotepe Second. Ha cepBepe Second yxe
€CTh OJMH IUCK. /71 BBIMOIHEHMS 3a1aHUi HE0OX0JMMO JOOABUTH €Ilie ABa IYCThIX JHCKA.
3ananue 2.1. HactpouTs BTOPOI! skeCTKHi JUcK Ha cepBepe Second.
3ananue 2.2. HactpouTs TpeTuii )xecTkuil AUCK Ha cepepe Second.
3ananue 2.3. [TopaboTaTk ¢ TUCKaMH U IPOCTHIMUA TOMaMH.
3ananue 2.4. Co3aaTh TOUKM MOHTHPOBAHUSI.
3ananue 2.5. JI06aBUTH U pa3AeIUTh 3€pKaJIbHBIM TOM.
3amanue 2.6. Co3gaTh cocTaBHOM TOM Ha auckax Juck 1 u Jluck 2, KOTOpbie JOJKHBI OBITH
JUHAMUYECKUMHU U HE pa30UTBHIMU Ha pa3JIelibl.
3amanwue 2.7. Co3aaTh 4epeayIOIIMIICS TOM Ha OCTaBIIEMCs MPOCTPAaHCTBE Ha nuckax Juck 1 u
Huck 2.
3amanne 2.8. CkaTh COCTaBHOM TOM, CO3JIaHHBIN B 3agaHuu 2.6.
3aganue 2.9. Y nanuTs 4epeayronmincs ToM, CO31aHHbIN B 3aJJaHUU 2.7, U pacIIUPUTh COCTaBHOM
TOM Ha cBOOO/IHOE MPOCTPAaHCTBO aucka Jluck 1.

3ananue 3. YcraHoBKa cepBepa TePMMHAJIOB

3ananue 3.1. Jlo6aBuTh ¥ HacTpouTh poiu Ciiy:kObl TEPMHUHAIIOB. Y CTAHOBKA POJIM CEpBEpPa
CIIy’KOBI TEpMHUHAJIOB OYJIET BBINOJIHATCS Ha cepBepe Second.

3amanwue 3.2. [IpoTecTrpoBaTh MOJKIIOUEHUE K CITy>KOaM TEPMHUHAJIOB.

3ananue 3.3. [IpoTecTupoBaTh MOJIKIIOYEHUE K CITyK0aM TEPMHHAJIOB.

3ananue 4. YnpasiieHue KJIMEHTCKMMH NOAKJIIOYEHUAMH

3ananue 4.1. [IpocMoTpeTh ceaHchl ciyk0 TepMuHanoB. [loTpeOyroTcs Tpu OTJeNbHBIE YUETHBIE
3ancu anMUHUCTpaTopoB momeHa AdminFirst, AdminSecond u AdminThird, co3nannsie B
nabopaTopHoii padore 1.



3ananue 4.2. OCyIecTBUTh YIPABICHUE CEAHCOM CITY>KO TEPMHUHAIIOB U3 Ipyroro ceanca. [lyis
BBINOJIHEHUS YIIPA)KHEHUS HY>KHBI /]Ba aKTUBHBIX CeaHca CcIy*Obl TepMUHANIOB ¢ cepaepa First
Ha cepBepe Second.

3ananue 4.3. OCyl1ecTBUTh IOBTOPHOE MOAKIIIOYEHHE K OTKIIOYEHHOMY CEaHCYy.

3ananue 5. YcTaHOBKA M HACTPOMKA NIUII032a TEPMHUHAJIOB

03 cmyx0 TepMuHaIOB OyJeT yCTaHOBIIEH Ha cepBepe Second, JUIsl MOAKIIOYEHUS K CEpBEPY
TEPMHUHAJIOB Yepe3 uTo3 Ha cepBepe First Hamo Hactpouts RDC. IIpex e Bcero, Ha cepBepe
First moTpeOyercst ycraHOBUTH cepTuduKar cepepa Second.

Bamganue 5.1. JlobaBuTh Ciy:k0y poiieil mutto3a Ha cepsepe Second

3anmanue 5.2. Co3nats koHconu Ceptugukarsl Ha cepepax First u Second aiist ynpapneHus
cepTuduKaTamu.

3aganue 5.3. DKCIIOPTUPOBATH CaMO3aBEPSIEMbIi cepTU(hUKAT.

3amanue 5.4. UMnopTupoBath cepTudHKaT, IKCIIOPTUPOBAHHBIN.

3ananue 5.5. [TogKIFOYMTHCS K IUTIO3Y TEPMHUHAIOB ¢ TomoIisio RDC: oTkoHpHUTyprpoBaTh
[TonkitoueHue K yJaleHHOMY paboueMy CTOY AJis MOJIKIIOUEHUS K KOMIOHEHTY CiysKObl
TepMuHaNIOB yepe3 komrnoHeHT LInro3 TS Ha cepepe Second 1 mpoTecTHPOBATH 3TO
MOJIKIIFOUEHHE.

3aganue 6. [Iy0aukanus npuiioxkeHuii ¢ noMouibio aucnerdyepa RemoteApp

3aganue 6.1. YcTaHOBHTH CITy>KOBI posi Be6-10cTyn K ciry»06aM TepMUHAJIOB.

3ananue 6.2. Jlo6aButh nporpammy MS Paint B ciricok mpunnoxkenuid Remote App nucnetuepa
yaJEHHBIX MPUIOKEHUH CyXKO TEpMUHAIIOB.

3ananue 6.3. 3amycTuTh npuioxenue Paint yuepe3 Be6-10CTyN K CiIy)0aM TEPMHHAIIOB.
3ananue 6.4. Co3gath 00MMN AUCTPUOYTHBHBIN PECYpPC C TOCTYIIOM YTSHHS ISl BCEX
noJsib3oBaresei nomena. Qo pecype OyIeT UCIonb30BaThes sl pacnpocTpaneHust RDP-
(aiiyioB U aKeTOB YCTAHOBIIUKOB CIIY>KO TEpPMUHAJIOB.

3aganue 7. Hactpoiika qoctyna B MHTepHeT AJ1s IOMeHa company.com
3ananue 7.1. Co3naTe HOBYIO BUPTyaibHYO MamnHy Internet.

3amanue 7.2. YcraHOBUTH KOHPUTYpaIHIo ceTeBoro agantepa B Virtual PC.
3ananue 7.3. YCTaHOBUTH ONEPALMOHHYIO CUCTEMY Ha MalIuHy Internet
3ananue 7.4. Hactpouts NAT na mammne Internet.

3ananue 8. Hacrpoiika cern B Linux

3ananue 8.1. PaccMoTpeTh KOH(UTYpaliMoHHbIE (ailiibl CeTeBbIX HHTEP(EHCOB;

3ananue 8.2. [Ipoussectn Hactpoiiky IP anpeca cereBoro nnTepdetica ethO;

3ananue 8.3. OCTaHOBUTH U 3aIlyCTUTh ceTeBOil nHTepdeiic ethO;

3ananue 8.4. [Ipoussectu cmeny anmapatHoro (MAC) anpeca cereBoro uatepdetica ethO;
3ananue 8.5. [Tokazarh TabaMIly CETEBBIX MApPIIPYTOB. Y CTAHOBUTH MAPIIPYT 110 YMOJTYAHUIO;
3ananue 8.6. PaccMoTpeTh anbTepHATHBHBIE CIIOCOOBI M3MEHEHHUS CETEBBIX XapaKTEPUCTUK
MOCPEACTBOM ip;

3amanwne 8.7. [Tomyunts Hactpoiiku [P or DHCP cepsepa;

3ananue 9. Pasrpannyenue 10ocTyna u ynpasiieHHe ceTeBbIMHU pecypcamu cetn Microsoft
Windows YnpapjieHue y4eTHbIMH 3aIHCSIMH NOJIb30BaTeJIei, PN U CETEBBIX PeCypcoB
3ananue 9.1. [ToaKIIOUUTHCS K KOHTPOJIJIEPY AOMEHA C TIOMOIIBIO KJIMEHTa CIIyXKObI
TEPMHHAJIOB.

3ananue 9.2. B ocnactke «Active Directory. [Tonb3oBarenu U KOMIIBIOTEPBD» CO37aTh HOBOE
noJipa3jielieHue, yKa3arhb MoJIb30BaTessl, KOTOPOMY JEJIETUPYIOTCS IIpaBa yIpaBIeHUs 3TUM
NOJIpa3ieIICHUEM.

3amanwne 9.3. B mompazneneHuu co3aaTh YUYETHYIO 3alMCh HOBOTO MOJk30Barels. Hactpouts
rapamMeTpbl ’TOW Y4ETHOU 3aIUCH.

3aganue 9.4. Co3marh yY4ETHYIO 3alMCh TPYIIIbI TOJb30BaTeneil. Hactpouts napamerpsl.



3ananue 9.5. 3aperucTpupoBaTh B JOMEHE HOBBIH KOMIIBIOTED.

3amanwne 9.6. 3aperucTpupoBaTh OOIIYIO TTANKY B JOMEHE.

3ananue 9.7. 3aperucTpupoBaTh IPUHTEP B TOMEHE.

3aganue 9.8. [IpenocTaBUTh JIOKAIBHBIN U CETEBOM TOCTYII MOJIB30BATENIO U IPYMIE K
nanke C:\TEMP na cepsepe.

3amanwne 9.9. Ha paboueli craHIuM, TOAKIIOYESHHON K JOMEHY, 3aPETHCTPUPOBATHCS B TOMEHE
M0/ UMEHEM HOBOTO MOJb30Barelisa. OCylecTBUTh MOAKIIOYEHHE paHee CO3JaHHbIX 0011ei
ManK{ U IPUHTEPA.

3ananue 9.10. [IpoBepuTh UTOTOBBIC IIPaBa JA0CTyIMa MoJib3oBatess K manke C:\TEMP Ha
cepBepe B cllydae MOJIKIFOUEHUS JIOKaJIbHO WM 110 CETH.

3ananue 10. Hactpoiika SAMBA-cepBepa:

1. VcranoBka u 3amyck samba-cepsepa. [1opTbl, KOTOpPbIE HY>)KHO OTKPBITh Ha
daiipBosuie

3anyck SWAT

@aiin HaCTPOMKHM samba: OCHOBHBIE CEKIINH, IPABHJIA U TAPAMETPHI
HazHnauyeHue y4eTHBIX 3arvcel, aBTOpU3aus U ayTeHTUPHUKAIIS
Hacrpoiika coBmecTHOTO A0ocTymna K (aiinam

HacTtpoiika goctymna kK npuHTepam

CereBble IMEHa B samba

HacTtpoiika koHTpoIepa JoMeHa

. WIndows-KIueHThI

10. Unix-KJImeHThI

CoNoORWN

3ananue 11 YcranoBka u HacTpoiika Jabber-cepBepa

VYcranoBka jabber-cepBepa u3 nakera

Kondwurypamus mpu moMoImu KIFo4Yeii KOMaHTHOW CTPOKH

OcHoBHOM KOH(UTpallMOHHBIN ¢aiin jabber.xml, ero cexuuu u mapaMmeTpol
3amyck jabberd

HacTtpoiika 0cHOBHBIX cepBHCOB jabber

Hactpoiika kiuenTa v mpoBepka paboThl CEpBUCOB

ok wnE

IIpumepHbIe BONPOCHI K 3a4eTy.

agrwdE

OO6nacTu aAIMUHUCTPUPOBAHUS U O0SI3aHHOCTH CETEBOTO a]IMUHUCTPATOpA.

Anmunuctpartop cet. Ciyx6a aIMUHUCTPUPOBAHHUSL.

3anaun aIMUHUCTPUPOBaHUA ceTu. CpelcTBa aIMUHUCTPUPOBAHMSI CETEN.

CueHapuu aIMUHUCTPUPOBAHUS.

Mapmpyruzamnus B cetax TCP/IP, konpurypupoBanue mapupyrusatopa routed, IpOTOKOJIBI
MapIIpyTU3aLHH.

Tabnuibl MapLIpyTU3aLUY, U3MEHEHUE TaOJIUI] MapLIIPyTU3aLHH.

[Tepeaapecyromue maketsl mpotokosia ICMP.

DHCP-npoTokou.

DHCP-cepsep. DHCP-kimeHT.

. Opranuzanus mexcereBbix 3kpaHoB, VPN cereit, NAT u Proxy-cepBepos.
. Konuenuus opraHuszanuym MeXCETEeBbIX AKpaHOB. KoHIENIus opraHu3alid MEKCETEBON

TPAHCIIAAOUU aIPpECOB.

. ActiveDirectory.
. Oomwme ceenenus o Windows Management Instrumentation (WMI).
. Mexanusm pa60T1>1 M OCHOBHBIC THUIIBI CHCHAPUCB.

3a oany padory Bcero

Mumn. Makc. Mumn. Makec.
0aJ17I0B 0aJJI0B | 0aJI7IOB | 0aJ1J10B

®opMa KOHTPOJISA

Texyumii KOHTPONb:




AKTUBHas paboTa Ha 3aHATHH 0,5 1 8 16

[ToaroroBka Kk 3aHATHIO, BEITOJIHEHHE JIOMAITHETO

S 0,5 1 8 16
'BBITIOJIHEHHME NPAKTHYECKMX 3aIaHHii 10 TeMaM 3 5 27 45
 [IpomexxyTouHas aTTecTaums (3a4er) 10 23 10 23

Hroro 3a cemectp 53 100

CucremMa onleHHBaHHUS IVIAHHPYEMBIX pe3yJ/IbTaTOB oﬁyqemm

OueHKa «3a4TeH0» BHICTABISIETCS,

CTYJEHTy TIIybOKO W MNPOYHO YCBOHBIIEMY IIPOTPAMMHBIA MarepHall, HCYepHbIBAIOLIE,
[10CJIEI0BATEHHO, FPAMOTHO M JIOTHYECKH CTPOHHO €ro H3jararomemy, B OTBETE KOTOPOro
yBSI3BIBAETCSA TEOPHs ¢ MPAKTUKOM, OH IOKA3bIBAET 3HAKOMCTBO C JIUTEPATypOH, MPAaBHIIBHO
0GOCHOBBIBAET M HCIOJNB3YeT palMOHATBPHBIE M COBPEMEHHBIE CPEJICTBA PELICHHUS
II0CTaBJICHHOM IPOOIEMBIL.

CTYNEHTY TBEpAO 3HAIOIIEMY IIPOrPaMMHBIA Marepuain, TIPaMOTHO M IO CyIIECTBY
37ararolIeMy €ro, KOTOpHIi He HOMyCKaeT CYIECTBEHHbIX HETOYHOCTEH B OTBETE HA BOIPOC,
[PABUJIBHO IIPHMEHSET TEOPETHYECKHE TONOKEHHS [IPH PELICHHAH IIOCTABICHHOH 3a1atH.
CTYEHTy, KOTODBI 3HAaeT TOJBKO OCHOBHOW IPOrpaMMHBIH MAaTephai, HO HE YCBOHI
0cOBGEHHOCTEH, AOIMYCKAET B OTBETE HETOYHOCTH, HEKOPPEKTHO (HOPMYJTHPYET OCHOBHBIC
3aKOHBI U TIPaBHJIA, 3aTPYAHACTCS B BBIIOJIHCHUH IPAKTHYECKHX 3a1a.

OleHKA «HE 324TEHO» BBHICTABISETCSA CTYICHTY, KOTOPBIH HE 3HAET 3HAYMTEIBHOW YacTH
[POrpaMMHOrO MaTepHaia, IOIYCKaeT B OTBETE CYIICCTBCHHBIC OIIKMOKH, C 3aTpyAHEHUSAMH
BLINOJHSAET MPAKTUYECCKUE 3aJaHUs

Oununmnosa I'.B.,crapmmui
S
CocraBuTenb IIpernoJiaBareiib Kadenpsl
{pagmice) HH(OPMATHKH
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