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1. (I)opanyeMble KOMIICTCHIMM U MHAUKATOPBI UX JOCTHKCHUSA IO THUCHMUIIIMHE

(modynmw)

Konanl Conep:kanue KoMIeTeHIUI Koa v HauMeHOBaHUE MHAMKATOPA
KOMIIeTEHIM U AOCTHKEHHMSI KOMIIeTeHIM U
OIIK-4. Crniocoben mpumensats HeoOxoaumblie | OIIK-4.1 - 3naeT ocHOBHBIE

du3ndeckre 3aKOHbBI M MOJEIH JUIS (hu3ngecKe 3aKOHBL, (PUMICCKYIO
perenus 3a1au  TPOGhECCHOHANBHOM | CYLIMHOCTb ABICHUI U NPOLECCOB;
JEATETHHOCTH, OIIK-4.2 - YMeeT Hcnonb30BaTh
MaTeMaTHYECKUE MOJICTH (PH3UICCKUX
SIBJICHUM U MTPOLIECCOB;
OIIK-4.3 - Brageer mpakTHYECKUMH
HaBBbIKAMH peLeHus TUIIOBBIX
NPUKJIAJTHBIX GU3NIECKUX 3a]1a4.
OIIK-6. Cnocoben npu pemennn | OIIK-6.1 - 3HaeT OCHOBHBIC ONOKCHNUS
npodecCHoHATBHBIX 3aja4 | AEUCTBYIOMIUX B PO HOpMAaTHBHBIX
OpraHM30BbIBATH 3amquTy | TPABOBBIX aKTOB, HOPMATHBHBIX I
MH(OPMAIMU OTPAHUYEHHOTO J0CTyra | METOAMICCKIX
B COOTBETCTBHH C HOPMATHBHbEIMH | ~\ONYMCHTOB IO BONPOCAM OpraHHsalliH
3aIIUTHI HHPOPMALUH OTPAaHUIEHHOTO
MPAaBOBbIMM aKTaMH, HOPMaTHUBHBIMU focTyma:
M MCTOAMHCCKMMH — NOKYMCHTAMM | O[1K.6.2 - Ymeer aHAIM3UPOBATh U
cDeHepfmI’Hf’ﬁ CILy&KObI OE30MACHOCTH | asnaGathiBath MPOCKTHI JOKATBHBIX
Poccurickoit deepalliy, | npapoBbIX AKTOB, HHCTPYKLL,
CDellepaHBHOﬁ CHY7K6BI IO | peryiaMEeHTOB ¥ OPraHU3aLlMOHHO-
TEXHUYECKOMY u OKCIIOPTHOMY | pacropsiIUTe/IbHBIX TOKYMEHTOB,
KOHTPOIJIIO; periIaMeHTUpyoIuX padoTy 1o
obecreueHnto0 HHPOPMAITHOHHON
0e30IacHOCTH;
OIIK-6.3 - Bnaneer HaBeIKAaMU
NPUMEHEHUS TEXHOJIOTHIA, METO/IOB U
CPEeJCTB 3alIUThl HHHOpMAIUU
OrpaHMYEHHOTrO JOCTYIIA.
OIIK-4.3 OIIK-4.3. Croco0en BoimosiHATh padoTsl | OIIK-4.3.1 - 3HaeT 0OCHOBHBIEC MEPBI 110

o YCTaHOBKE, HAaCTPOHKE,
aJMHUHHUCTPUPOBAHNIO, OOCTYKUBAHUIO U
IIPOBEpKE paboTocriocoOHOCTH
OTJENBHBIX MPOrPaMMHBIX, TPOrPAaMMHO-
arapaTHbIX (B TOM yuCIIe
KpUNTorpauieckux) W TEXHUYECKUX
CpeicTB 3aLIUTHI uHpOpMaLIH

ABTOMATU3UPOBAHHBIX CUCTEM

3amuTe HHOpPMAIUH B
aBTOMATH3MPOBAHHBIX CHCTEMAX, a TAKXKE
COZIEpKAHUE SKCIUTYyaTallMOHHON
JOKYMEHTAIIMW aBTOMAaTU3MPOBAHHON
CUCTEMBI;

OI1K-4.3.2 - YMeeT ycTpaHsTh
BBISIBJICHHBIC YS3BUMOCTH
ABTOMAaTH3HPOBAHHON CHCTEMBI,
MPUBOJISIINAE K BOSHUKHOBEHHUIO YTPO3
Oe3onacHoCTH HH(OPMALIUH, TPOBOANTH
aHaJIN3 JOCTYITHBIX HH(POPMAIMOHHBIX
WCTOYHUKOB C TIEITIbIO BBISBIICHHS
W3BECTHBIX YS3BUMOCTEH, UCIIOB3yEeMbIX
B CHCTEME 3alIUThl HHPOPMALH
MPOTPAMMHBIX U IPOTPAMMHO-
anrmaparHbIX CPEJICTB;

OI1K-4.3.3 - Biazneer HaBbIKaMu
OCYILIECTBIICHHSI aBTOHOMHOH HaJIaJ K1
TEXHUYECKUX U MPOTPAMMHBIX CPEJICTB
CHCTEMBI 3aIIUTHl HHOpMALIUU
ABTOMATH3UPOBAHHON CUCTEMBI

2. MacnopTt (poHAA O1LIEHOUHBIX CPEACTB MO AUCHUILIHHE (MOIYJIIO)




Kon

Ne KonTposmpyembie pa3aesibl (TeMbl) KOHTPOJIMPYeMOi HaumenoBanue
n/n AUCHUITJIMHBI KOMIICTCHIIMHN (I/I.]'[I/I OLICHOYHOI'0 CpeacTBa
ee 4acTH)
Tema 1.Teopemuueckue acnekmol npUMeHeHUs. N
P P OIIK-4, OIIK-6, VCTHBI  ompoc MO TeMe
1. NPOSPAMMHO-ANNAPAMHBIX CPEOCME 0becneyeHus
. OIIK-4.3 NIEKIIH
UHGOPMAYUOHHOU be30nacHoCmu
2 Tema 2. Ilpoepammrno-annapamuule cpedcmea OIIK-4, OIIK-6, YcerHBIE  ompoc 1O TeMe
' obecneuenusi UHGOPMAYUOHHOU HE30NACHOCTU. OI1K-4.3 JICKIINH .

Tema 3 HopmamusHvle OoKyMeHmbl,
3. pezyupyiowue npumMeHenue npozpammHo-
annapamuwix cpeocms 3auumsl UHGopmayuu

VYerHBIE  Ompoc IO TEME
JEKIUU

3. OueHo4HbIE cpeCcTBA
dopma KOHTPOIIS Tl O4HOU GOpMBI 00yIeHHS —3auem
IIpuMepsl 3a1aHM U1 TEKYIIETO KOHTPOJISA U IPOMEKYTOUHBIX 3aJaHUH 110 Pa3JIMYHbIM TEMAM:

IIpumepHBbIii NepedyeHb 3a4aHUl

3aganmue 1
HeobxonuMo Hamucarh mporpamMmy, KOTopasi 0y1eT Iporu3BOIUTh HHUITHATU3AINI0 OUOIHOTEKN
PKCS#11 nns eToken, BeIBOAUTH MHGOPMAIUIO O JaHHOW OMOJIMOTEKE, B OTIEILHOM ITOTOKE
nojay4yarb HWHGOpPMAIMI0O O COOBITHAX NoAKmoueHus/oTkroueHuss eToken. B ciyuae
BO3HUKHOBEHHUsI COOBITHS MOKII0UeHHs eToken M0JDKeH MPOM3BOIUTCS BBIBOA MH(POPMAIIMH O
noaxkroueHaom eToken.

3ananue 2

HeobOxonnMo co3nath cepTU@UKAT CTYAEHTA, MOANMCAHHBIN C MOMOIIBIO cepTU(UKaTa IPEIo-
naBatensa. TpeOyeTcs Hamucath IMporpammy, Kotopas ummnoptupyer ceptudukar x.509 8 DER
konu-poBke Ha eToken. B maHHOW mporpamme HEOOXOIMMO: MPOU3BECTH HHHUIIUAIN3AIIUIO
oubmuoreku PKCS#11 mns eToken, 3anpocuts myTh k cepTudukary Ha xectkoM aucke, [TMH
st nonkiroueHust k eToken, mpoussectu onepanuio Login x eToken, cuurats ceptudukar c
KECTOKOTO JIMCKa, CKOMM-poBaTh cepTudukar Ha eToken. [IpoBeputs Hanmune ceptudukata ¢
nomouisio eToken PKI Client.

3ananme 3
Tpebyercs HanucaTh NPOrpaMMy, KOTOpast:
— MO3BOJISIET CUUTHIBATH 3aKPBITHIN KiIt0u B popmare PEM, 3anuceiBath ero Ha eToken;
— MO3BOJISIET 3allMChIBATh MPOU3BOJIbHBIE (ailnibl Ha eToken;
— MO3BOJISIET UCKaTh JaHHbIe Ha eToken u coxpaHATh BEIOpaHHBIE JaHHBIE HA KECTKHUM JHCK;
— [O3BOJISIET yAAJATh 1aHHbIe ¢ eToken.
2. Heo6xoauMo U3BII€Yb 3aKpBITHINA KiIr04Y U3 XpaHunuia Windows, 3anucats ero Ha eToken.
3. Co3naTth HECKOIBKO (DAalIOB ¢ CEKPETHBIMH CBEIIEHUSIMU M 3amucath ux Ha eToken.
4. ITpousBectu nouck AaHHbIX Ha e€Token, COXpaHUTH BEIOpAHHBIE JaHHBIC HA )KECTKUH JTUCK.
5. Ymamuts ogun u3 (daiinos ¢ eToken.

3aganue 4
TpeOyeTcst HanMcaTh MPOrpamMMy, KOTOpasi:
— FeHepUpyeT CECCHOHHBIN KITt0U MU(poBaHUS;
— CUMTBHIBAET JIaHHbIE U3 (aiilyia ¥ MPOU3BOAUT UX MIN(PPOBAaHUE, BBIBOAUT 3allIn(hPOBAHHbBIE
IaHHBIE B KOHCOJIb;
- paCHII/I(l)pOBI)IBaeT JAHHBIC U BBIBOAUT UX HA KOHCOJIb.
2. 151 IpOBEPKU UCTIONB3YHTE TEKCTOBBIN (Daiil ¢ COASPKUMBIM, BKIIOYAIOIIIM HOMED TPYIIIIBI
u O®UO crynenra.
3. HeoGxoaumo, 4TOOBI porpaMma BBIBOJIMIIA UCXOAHBIN TEKCT MOCIE paciin(poBbIBAHUS.




4. YauThIBaliTe, YTO HEOOXOIMMO HCIIOJIb30BaTh Oydep umHoM 128 6aiiT 1 Mpon3BOAUTD M-
pOBaHUE JaHHBIX Kyckamu 1o 128 GaiiT. YOenureck, 4To mporpamma padoTaeT ¢ ¢aitiamu
Oonbie 128 OaiT.

N

5.

3ananue 5

C nomotsio ¢ MHCTpyMeHTa Process Monitor. cozaiite U mpuMeHuTe Tpu GUiIbTpa K
Pa3JINYHBIM [IPOrPAMMAaM.

PazapxuBupyiite AB€ BPEJOHOCHBIE IIPOIPAMMBI COIVIACHO BAPUAHTY.

3arnycTuTe pa3apXHMBHUPOBAHHBIE BPEJOHOCHBIE IIPOrPaMMBbI, CO3AaNUTE U IPUMEHUTE
(GWIBTPHI VTS JAHHBIX TPOTPAMM.

[Tpoananusupyiite neTanbHy0 HH(GOPMALHIO, BEIBEACHHYIO IPU TIOMOLIM (PUIBTPOB, U
c/IeNaiTe BBIBOJIBI O OCOOCHHOCTSIX BPEJOHOCHBIX MPOTPAMM.

[TpoBenuTe €UEHNE CUCTEMBI ITOCIIE €€ 3apPAXKEHHUS.

IIpuMepHBbIii NepedYeHb TECTOBLIX 3aJaHU I
Yo6epure nmumnee. [Ipumenenue annapatHeix Moayneit 6e3onacHoctu (HSM) Bo3zmMoxkHO
B TaKHX 00JIaCTX, KaK:
a) PKI, nentp ceprudukarum
b) bankoBckue onepanuu
¢) DKCnopT KpUnTorpadguyeckux Kitouei
d) Ycranosnenue SSL coenuaeHni
Kakas u3 ¢pyHKIHMIT He OTHOCHUTCS K anmapaTHbIM MoayJsiM 6e3omacnoctu (HSM):
a) bezonacHas renepanus kiouei mudpoBaHus
b) be3omnacHoe xpaHeHue U yIpaBiIeHUE KIIOYaMU
¢) PaboTa ¢ 3imunTH4ecKUMH KpUBBIMU
d) lllndporanue u pacmudpoBbiBaHre KOHPHUACHIMAIBHOW HH(POpMaIIUu
Bribepure BepHbIid BapuaHT oTBeTa. Kitroun mmdposanus kimoueii (KK), ncnons3yemsie
JUTSI TIEPECHUTKHU KITI0YeH MeXay ABYMs y3JaMH CETH, Ha3bIBAIOTCS:
a) Kimowamu s mudposanust MK (Mactep-kiroya)
b) Paboune nnm ceancosbie KK
¢) Kimrouamu oomMena mexay ysnamu cetH (cross-domain keys)
d) Kimrouamu ayreHTHGUKAIIMY COOOLICHUN
K ocobennoctsam nmporpamMmmHo-amnmapaTHoro komriekca MKTrusT He oTHOCHTCS:
a) [To3Bomnser paboTaTh B OAHOM U3 IBYX PEKHUMOB — 3aIIUIICHHOM (HampuMep,
pabora ¢ 16O
WJIA MHBIMHM KPUTHYHBIMU K 3aIIMIIEHHOCTH CEPBUCAMU) U HE3aIUIIIEHHOM, 0e3
OTrpaHUYEHUS
BO3MOYKHOCTEN
b) 3amumiernas OC — Linux cobcTBenHo# coopku, HesamumienHas OC — Android
¢) B crannaprroii komnexranuu MKTrusT npucyrctByet IP-Tenedon,
MMOCTPOEHHBIN Ha
«rapBapJICKOI» apXUTEKType
d) MKTrusT TpeOyeT ans paboThl TOJBKO TEIEBU30P (MOHUTOP HIIU TTPOCKTOP)
yepe3 HDMI
nopt, nutanue ot USB moprta (ue menee 1 Ammep), cetb — WiFi
Bribepure BepHBbIi BapuaHT oTBeTa. Kak ocyiecTBisieTcst BHIOOp OJJHOTO U3 ABYX
PEXKHMMOB Ha BBIOOP — 3aIIMIIEHHOTO WJIM OOBIYHOTO — B TPOrPaMMHO-AIapaTHOM
koMIurekce MKTrusT:
a) Ucrnonb3yercs BbIOOp pekrMa B IIpoLEcce 3arpy3Ku KOMIIbIOTEPa
b) Mcnonb3yeTcst TOMOJHUTENFHOE YCTPOMCTBO, Co/leprKalliee ONepaiioHHYIO
CUCTEMY JJIsi
COOTBETCTBYIOLIEr0 peskuma padbotsl MK TrusT



c¢) Ucnonb3yercst puznueckuii mepeKIrouaTeb
d) Ucnonw3yetcs cnenmansroe 110, peanusyromiee mogodue «BUPTYaIbHON
MaIIuHbDY
6. BcraBbTe npomnyiieHHOE BBIPAXKEHHUE. ... — IEPHO]] padOThI KOMIIbIOTEPA, B paMKax
KOTOpOTro obecrieunBaeTcs JoBepenHas 3arpyska OC, opranusyercs 3aluIEHHOE
CETEeBOE COEIMHEHUE U MOIEP>KUBAIOTCS I0CTaTOUHbIE YcinoBus i padotel CK3U:
a) Mudopmanmonno-nounckosas cucrema (MIIC)
b) beszonachsriit pexxum (bP)
c¢) HoBepennsiii ceanc casizu (JJCC)
d) ABTOMaTU3UpOBaHHBIN padounii pexxum (APP)
7. YTO HE OTHOCHTCS K CIIOKHOCTSIM oOecrieueHus: 0e30MacHOCTH yAanEéHHOro 10CTya K
nH(pOpPMaILMOHHBIM pecypcam?
a) CII0’KHOCTH KOHTPOJIS BBITOJTHEHHS TpeOoBanuii momutuku b Ha ynanéHHbIx
APM
II0JIb30BaTENECH
b) Heo6xonumocTs ucnonb3zoBanus ceprudummpoBannbix OC, C3U HCJ u
CK3U nnsa
mudpoBanueM 1 padbotsl ¢ DI
¢) Heo6xonnMocTh poBeIeHHsI aTTECTAIIMOHHBIX, /1Al TAIIMOHHBIX U
MHCIEKIMOHHBIX
JENUCTBUM JIJIs IOITyCKa Mosib3oBaresneit kK APM
d) Orpanuuenue ¢pynkiumonana ceptudunupoanusix OC u npuknagaoro [10 (B
T.4. CJIOHOCTb IPOLEAYPbl OOHOBIIEHUI)
8. Kaxkue u3 ¢pynkiuit He oTHOCATCS K BO3MOKHOCTsIM KC3U «Ilanumps-K»
a) Unentudukanms u ayrearudukanus: Console, flash, eToken USB, ...
b) Pasrpannyenue u ayaut IeHCTBUI MOJb30BaTeNIel U MPHIIOKEHUH, KOHTPOJIb
[EJIOCTHOCTH
c) Bpemennoe rapanTupoBaHHOE ynaneHHe HH(OPMALMU C BO3MOMXKHOCTBHIO
BOCCTAHOBJICHHS
4yepe3 BCTPOCHHBIE MEXaHU3MbI
d) Hudposanne: 3DES, AES, DES, TOCT 28147-89
9. Uro He OTHOCUTCS K OCHOBHBIM MPUHIUIAM pa3rpaHUyeHHs 10CcTyna K GaitinoBoit
cucreme B KC3U «Ilanmupn-K»?
a) Cy1iecTByeT JBE MOJIUTUKH KOHTPOJIS AOCTYIA K pecypcaM — pa3pelinTenbHas
"
3anpeTuTeNnbHas
b) IlpaBa noctymna HazHA4YalOTCA CYObEKTaM, a HE MPUCBAUBAIOTCS OOBEKTAM B
KauecTBE UX
aTpuOyTOB
¢) AIMUHUCTpPATOp UMEET TaKHe XKe MpaBa Ha Ha3HaUYeHUeE (M3MEHEHHE) ITpaBa
JocTyna
cyObekTa K 00beKTy, Kak 1 “Bnanenern”
d) dyst mo6oro cyObekTa JOCTyIa MOKET ObITh peau30BaHa COOCTBEHHAS
pasrpaHu4YUTeNbHAS
MTOJTUTHKA
10. Beibepute BepHbIil BapuaHT oTBeTa. K Mexanu3smam koHTpods nenoctaoctd KC3U
«[Tanumps-K» oTHOCHTCA:
a) KoHTpOJb 1IeTOCTHOCTH KaTaloroB U (ailyioB JaHHBIX (CHHXPOHHBINH 1
ACHHXPOHHBIH)
b) KoHTposb 11€710CTHOCTH NCHOIHIEMBIX (aiiyioB (porpaMM mepes 3amyckom)
¢) Bce nepeuncnennoe
d) Kontpons nenoctaoctu daiinos KC3U



11. Kakoe yTBep»AeHHE HE OTHOCUTCS K OJJHOMY M3 BApPUAHTOB 00X0J[a CUCTEMBI 3aIUTHI
[0 ¢
MOMOIIBIO KITFOUEH 3aIUThI 3710YMBIILICHHUKOM:
a) [lepexBar, IpOTOKOIUPOBAHUE U aHATIN3 OOpAIllEeHUH K K04y 3alIUThI C
MOCIEAYIOLIEH
AMYJISIUEN OTBETOB
b) Buecenne uaMeHeHni B MPOrpaMMHBIN MOAYJIb (B3JI0M)
c¢) Co3nanue BpeIoHOCHOI MporpamMmbl, BpeMEHHO OJIOKUPYIOIIEH 3ampochl K
KJIIOYY 3aIUThI
d) DMynupoBaHue HalIMuKsA KIl0Ya MMyTeM IepexBaTa BbI30BOB Oubanoreku API
11 OOMEHa C KIII0UOM
12. Kakue yrBepxaeHus He oTHOcATCS K 3amuTe 110 ¢ momonrsto APl GpyHKInii kirodeit
3aIATHI?
a) CamocTosTenbHas pa3padoTka 3amursl [10
b) MHTErprpoBaHmne CaMOCTOSTEILHO pa3pad0TaHHOW CUCTEMBI 3alTUTHI B
MIPUIIOKEHUE Ha
YPOBHE UCXOHOTO KOja
¢) OrcyrcTBHE HEOOXOIUMOCTH U3YYECHUS U MOIU(DUKAIIMY UCIIOTHAEMOT0 KOJa
3alUIIEHHOTO
MIPUIIOKEHUS U1 00X0/1a 3aIIUThI
d) CnoxHOCTh B HEWTpalW3allld 3alIUTHl BCICACTBHE €€ YHHKAIBHOCTH U
«Pa3MBITOCTH» B TEJI€ IPOTrPAMMBI
13. K srany uHUITMAIH3AMHA TPOTPaMMHO-aNnapaTHoro komruiekca «Co0o01b» He OTHOCHTCS:
a) YcTaHOBKa IUIaThl KOMITJIEKCA
b) Hactpoiika o0mux nmapamMeTpoB
c¢) Hacrpoiika mapameTpoB MOAKIIOYESHHS K CETU
d) Hactpoiika KOHTPOJIS IIETOCTHOCTH
14. K nepeBoay mporpaMMHo-anmnapaTHoro komriekca «Co0oIiby B pexUM IKCILTyaTalluy He
OTHOCHUTCS JIEVCTBHUE:
a) Nssnekute wiaty komiuiekca "Cobous" u3 pazbema munabl PCI-E/PCI
b) Ycranoute mnaty xomruiekca "CoOosp" B pazbeM cucremHor muubl PCI-
E/PCI
c) Brerrammre kabens u3 mopra «HacTpoiikay W TEpEeKIIOYUTE €ro B TOPT
«DKCIUTyaTaIHs»
d) [ogkmrounTe K miaTe cuuThiBaTensb iButton
15. BeiOepute BepHBIi BapHaHT OTBETA. BBICTaBbTE B MPaBUIHLHOM MOPSAIKE ACUCTBUS IPU
YCTaHOBKE MPOTPaMMHO-AIMAPaTHOTO KOMIUIEKCa «AKKOPII».
1. [ToncoenvHeHne KOHTAKTHOTO YCTPOMCTBA (ChbeMHUKA HHPOPMAIIHH).
2. YcTaHOBKa IJ1aThl KOHTpoOJIEpa B cBOOOAHBIN cioT [IOBM.
3. Peructpamus anmunuctparopa bU, HacTpoiika KomIiekca B COOTBETCTBUU C KOHPUTyparueit
TexHHueckux cpeacts [IDBM.
4. Ha3naueHue crucka IMCKOB, (ailioB,pa3iesioB peecTpa, KOHTPOIUPYEMBIX Ha IIEIOCTHOCTb.
5. Perucrparus nosnp3oBaTeneii,Ha3HaueHUE TTOJIb30BATENSIM MIEPCOHATBHBIX UEHTU(DUKATOPOB,
napoJieii 1 BpeMEeHHU JoCTyna
a)2,1,3,4,5
b)1,2 3,54
€)2,13,5,4
d)1,2,54,3
16. Kakoe u3 mepedncieHHbIX MPOTPaMMHO-AMNIapaTHBIX CPEJICTB HE UCTIONB3YIOT JUIsl XpPaHEHHS
KpUnTorpagpuueckux Kirouen?
a) eToken
b) CmapT-KapThl
c) iButton



d) Anmaparusiii Mmoxynb 6e3onacHocty (HSM)

17. Kakoe 13 BbICKa3bIBaHW HE OTHOCHUTCS K MPEUMYILIECTBAM alllapaTHOIO reHeparopa
CIIy4alHbIX YUCE:

a) 3amac 4nces He OrpaHuYeH

b) Huzkue BRIMMCIUTEIBHBIE 3aTPAThHI

¢) Ucrnonb3yeTcs creruaibHOe YCTPOHCTBO
d) He 3annumaeTcs MeCTO B MaMsTu

18. Kakoe u3 neiicTBuil He OTHOCUTCS K OPraHU3alMU 3aMKHYTOM nporpammHoi cpeasl B KC3U
«Tanups-K»:

a) 3ajaHue CIHUCKa Pa3pelICHHBIX MPOIECCOB (CHCTEMHBIX M MPUKIIAIHBIX) C
BO3MOYXHOCTBIO

3aITycKa TOJIBKO TEX MPOIECCOB, KOTOPHIE OTHECEHBI K Pa3peIIeHHBIM

b) 3amanue mamok, OTKyJa pa3pemiaeTcsl 3amycKarh MmporpamMmbl (C 3ampeToM
3amucu U Mo (HUKay B HUX (HaijIoB)

¢) 3ajaHne CIeNUaIbHOTO OOIIETO MOIB30BATENs, OT YHETO JIMIA COBEPIIACTCS
YCTaHOBKA H

3aITyCK IIPOrpaMm

d) lonmoaHUTEIBHBIN aHAIN3 COAEPKUMOT0 (aitioB (ITOMCK MPU3HAKOB
WCIIOJTHSEMOTO (aityia)

19. Ilpu B3mOME MpOTpaMM, 3aLIUIIEHHBIX C TTOMOIIBIO alMapaTHBIX KIIIOUEH 3alIUThl He
UCIIOJIb3YETCSI CIAEAYIOUIUN METOA;

a) Otmagka

b) luzaccemOinpoBanus

¢) JAuBepcudukanms

d) lamn onepaTHBHOI maMsTH

20. YTo He BXOJUT B KOMIUIEKTALIMIO TPOrpaMMHO-aNNapaTHOro KoMiuiekca «Akkopa-AM/(3»?

a) Kontpomiep

b) CbeMHUK HHPOPMAINH ¢ KOHTAKTHBIM YCTPOMCTBOM

c¢) CeKpeTHBI JIOTHH U Mapoiib, HEOOXOAUMBIN /IS IEPBOHAYAIBHOTO 3aITyCKa
AM/13

d) [lepconanbHbIi UIEHTU(HUKATOP MTOJIB30BATENS

IIpumepHBIE BONPOCHI K 3a4eTy

1.

2.

B

Mertoast obecnieuenust THGOPMAITMOHHON O€30MaCHOCTH aBTOMATHU3WPOBAHHBIX CUCTEM
(OCHOBHBIE TIOHSATHS, YTPO3bI).

Mertoast obecnieuenust ”HGOPMAITMOHHON O€30MaCHOCTH aBTOMATU3WPOBAHHBIX CUCTEM
(MeTobI B3JIOMA, 3alllUTa OT B3JIOMA).

Mertoast obecnieuenust ”HGOPMAITMOHHON O€30MaCHOCTH aBTOMATU3WPOBAHHBIX CUCTEM
(3amuTa OT MPOrpaMMHBIX 3aKJIaJI0K).

[TonuTuka 6e3omacHocTi. Mojienb aBTOMaTU3UPOBAHHOMN CHCTEMBI.

3aMKHyTas IporpaMMHasi cpesia. Slapo 6e30macHOCTH ¢ y4eTOM KOHTPOJIS HOPOXKAEHUS
CyOBEKTOB

dopmupoBaHue U NOAAEPKKAa U30JIUPOBAHHOM TPOrPaMMHOM cpeabl. Y CII0BUS
HeBo3MokHocTH HCJ

Peamuzanus UIIC ¢ ucnonpzoBanuem Mmexanuszma pacmmupenus BIOS

UEFI. [Ipunmumns! paboTbl

bezonacnoe B3anmoaeiictaue B KC. [Iponenypsl naeHTUGUKAINY U ayTeHTU(UKATIH

. Ayrentudukanus 1o 3arpy3ku OC

. KoHTpo:pb u ynpasieHue 10CTynoM

. IlepconanbHoe cpeactBo ayrenTudukanuu eToken

. €Token API

. Haznauenue, ¢pynkiuu, npuniun padotsl [TAK «Axkkopa».
. Hasznauenwue, pynkuuu, npuauun padbots! [TAK «Co0oinby.
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26.

27
28.

29.

30.

Hasnagenwve, byHKIuH, MpUHIMI paboTHI KiIroYeH 3amuTel. M3BeCTHBIE MOIEIH.

Bunpi 3amutse! [1O ¢ mOMOIIBIO 3JIEKTPOHHEBIX Kiloue. MeTomp! B3oMa.

3amuTHBIe MeXaHH3MBI Astra Linux Special Edition: nuckpensonHoe 1 MaHAaTHOE
pasrpaHUYeHHe JOCTYIIA.

3amuTHeIe MexaHu3MbI Astra Linux Special Edition: 3amMmkHyTast mporpamMmHas cpena i
KOHTPOJIb LIEJIOCTHOCTH

YpasieHHe KpUNTorpapuIeCKUMH KIFOYaMu

Konnenmus nepapxuu Kimodeit, reHepanus KIrodeit

Annapatsele Moxynu 6e3onacaoctu (HSM)

Konuenuus noBepeHHbIX ceancos cBsasu. Kommueke « MAPI!y, «M!&M».
3amumenHble MEKpoKoMnbioTeps! «MK T». Hasnauenue, GyHKIHH.

3amumennsle Hocurenu «CEKPETY. Bunsl, HasHaueHue, GpyHKIUH.

Cpencrsa 3alUTH BUPTYaIbHOM HHPpacTpyKTyphl. vGate.

Ceprudukanus aBTOMaTH3UPOBAHHBIX CHCTEM M CPEICTB BEIYUCITHTENIBHON TEXHUKH:
BHJIbl HOPMAaTHUBHBIX JOKYMEHTOB, ONPEAEIAIOMUX TpeGoBanus 1o ceprhuduxarmu C3H.
Ceprudukanus aBTOMATH3UPOBAHHBIX CHCTEM M CPECTB BEYUCITHTEIBHON TEXHUAKH:
TpeOOBaHHS K CPEACTBAM BBIUHCIIUTENLHON TEXHUKH

Ceprrdukanus aBTOMaTH3HPOBAHHBIX CHCTEM U CPEICTB BHIYHCIUTENLHOM TpeGOBaHHS
10 KOHTPOJIIO OTCYTCTBHUS HEAECKIAPHPOBAaHHBIX BO3MOXKHOCTEMH

. Ceprudukanus aBTOMaTH3UPOBAHHBIX CHCTEM H CPEJICTB BBIYHCIIHTENIBHOM

TEXHUKH:TpeOoBanus 110 ypoBHaM noBepus (IIpukaz ®CTIK Ne 76).

3a oany paGory Bcero

dopma KOHTPOJIA -
P P Mumn. Makc. Mun. Makec.
0aJ1l10B 0aJI0B | 0asiioB | 0anioB

Texkymuii KOHTPOIIB:

AkTuBHas paboTa Ha 3aHATHH 0,5 1 8 16
[TonroroBka K 3aHSATHIO, BHITOJIHEHHE TOMAIIHETO 0.5 / g 16
3aJIaHUs

BBLITOJIHEHHE MPAKTHYECKUX 3aJaHUH 10 TEMaM 3 5 27 45
[IpomexkyTouHas aTrecTaiys (3a4eT) 10 23 10 23
Hroro 3a cemectp 53 100

Cucrema oueHHBaHHS IVIAHHPYEMBIX Pe3yJIbTATOB 00y4eHust
OueHka «3a4TEH0» BHICTABIIAETCS,
¢ CTYOEHTYy IIyOOKO M IPOYHO YCBOMBIIEMY IPOIPaMMHBI MaTepual, HCYEpPIBIBAIONIE,
[10CIeI0BAaTeIbHO, TPAMOTHO M JIOTMYECKH CTPOMHO €r0 H3JararoleMy, B OTBETE KOTOPOTO
yBSI3BIBACTCS TEOPHS C IPAaKTHKOH, OH IOKa3bIBAET 3HAKOMCTBO C JIMTEPATYpOid, IPABUILHO
O0OOCHOBBIBAET M HCIOJIB3yeT pAalMOHAIBHBIE H COBPEMEHHBIE CPEICTBA  PEINCHHS
[I0CTABJICHHOM MPOGJIEMBI.
® CTYACHTY TBEPAO 3HAIOIIEMY IIPOIpaMMHBEIM MaTe€pHall, IPaMOTHO H IO CYIIECTBY
M3JIararolieMy €ro, KOTOPBIH He JOIYCKaeT CyLIECTBEHHBIX HETOUHOCTE!H B OTBETE Ha BOIIPOC,
IIPaBHJIBHO IIPUMEHSAET TEOPETHUECKHE IOJI0KEHHUS IIPU PELICHUH OCTABJICHHOH 3a/1a4H.
¢ CTYJIEHTY, KOTOPBIA 3HA€T TOJBKO OCHOBHOM INpPOTrpaMMHBIA MaTrepual, HO HE YCBOHUJI
0CODECHHOCTEH, JOIyCKaeT B OTBET€ HETOYHOCTH, HEKOPPEKTHO (OPMYIHUPYET OCHOBHEIE
3aKOHBI M IIPABHJIA, 3aTPYAHAETCS B BBIIOJHEHUH IIPAaKTUYECKUX 3a4ay.
OueHka «He 3a4TE€HO» BBICTABIAETCA CTYAEHTY, KOTOPHIA HE 3HAET 3HAYMTEIBHOM YacTH
pOrpaMMHOIO MaTepuaia, AOIYCKaeT B OTBETE CYIIECTBEHHBIE OINHOKH, C 3aTpyAHECHHSAMH
BBIITOJIHAET MPAKTUYECKUE 3aJaHUs

Ouumnmnosa I".B.,cTapmmii
CocraButenb il IpernonaBaTeib Kadeapbl
[4
SaoRms) HUHPOPMATHKH
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