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1. ®opmupyeMble KOMIETEHIUH U HHIAMKATOPbI MX JOCTH:KEHUS] 110

TUCHUILINHE (M00Y10)

Kon Conep:kanue Kox u HauMeHOBaHMe MHAMKATOPA 10CTHKEHUSA
KOMIIETeHIH U KOMIIETeHIIH U KOMIIEeTeHIIHH
OIlK-4.2.1 3HaTh TEOPETHUECKHIE OCHOBBI
aIMUHUCTPUPOBAHUS  HMH(DOPMAIMOHHBIX  CHUCTEM,
Cnocoben GYHKIUM yOpaBlieHUs M MOAJAEPKKH MPOrPaMMHOIO
aJIMUHUCTPUPOBATH obecrnieueHns MHOOPMAIIMOHHBIX CHCTEM
onepanyoHHbIC OIIK-4.2.2 VYmeTh ycTaHaBIWBaTh, HACTpauBaTh M
OITK-4.2 CHUCTEMBI, CUCTEMBI 00CITy>)KMBaTh IMPOTPAaMMHBIE CpPEACTBA B  XOJE
yrpaBieHus 6azamu BHEJpeHUs WH(POPMAIIMOHHBIX CUCTEM U TEXHOJIOTUN
JAHHBIX, B [IPOMBILIJICHHYIO 3KCILTyaTaluIo.
BBEIUHCIIUTENbHBIE OIIK-4.2.3 Brnaners HaBbIKAaMU aJIMHUHUCTPUPOBAHUS
CeTH; WH(OPMAIIMOHHBIX CHUCTEM, a TaKke 00ecrnevnBaTh
a¢pdexTuBHYI0O HX paboOTy, OOCIY)XHBaHHE U
MOCJIEAYIOLTYIO MOJEPHU3ALHMIO.
Crnioco0eH BBIMOITHSTD
pabotsl 1o ycranoBke, | OINK-4.3.1 3HaTh TEOPETUYECKUE OCHOBBI
HACTpOIiKe, (GYHKIIMOHUPOBAHHUS u COIIPOBOXKICHUS
AIMHUHUCTPUPOBAHUIO, | MHPOPMAITMOHHBIX CHCTEM, (PYHKIIMH IO yCTaHOBKE,
00CITyKUBaHUIO U HACTpOIiKe, a/IMUHUCTPUPOBAHUIO, OOCTYKUBAHUIO U
MIPOBEpPKE MpoBepKe  pabOTOCIIOCOOHOCTH  TPOTPAMMHOTO
paboTocrnoco6HOCTH obecrnieueHus;
OTACJIbHBIX OIIK-4.3.2 YMers BBIIIOJIHATD YCTaHOBKY,
OITK-4.3 MPOrPaMMHBIX, HACTPOIKY, aJIMUHUCTPUPOBAHHE, OOCITY>KMBAaHUE U
IPOrpaMMHO- IIPOBEPKY  pabOTOCHOCOOHOCTH  MPOTPaMMHOIO

anmnaparHbIX (B TOM
qucie
KpUNTOrpapUUecKux)
U TEXHHYECKUX
CPEZCTB 3aLUThI
uH(popMalun
aBTOMAaTH3UPOBAHHbIX
CHCTEM;

oOecreueHnss HH(MOPMAIIMOHHBIX CHCTEM.

OIIK-4.3.3 Bnmagerp CHOCOOHOCTBIO BBIIOJIHATE
paboTBl W yHpaBisATH pabOTaMH IO  CO3JAHUIO
(Monudukammm) 151 CONIPOBOXKICHUIO
WH(POPMAIIMOHHBIX  CHCTEM, aBTOMATHU3HPYIOIIHX
OM3HEC-TIPOIIECCH B OPraHU3alUAX pa3IudHON (Hopm
COOCTBEHHOCTH.

2. IlacnopT ¢oH/Ia OLIEHOYHBIX CPECTB MO AUCHUILINHE (MO1YJII0)

Kon
KonTposmpyemblie pazaesibl .
Ne KOHTposaupyemoii | HamMmeHoBaHHMe OLIEHOYHOT O
(TeMbl) AUCHHUILINHBI
n/n KOMIIeTeHIIUH cpeacTBa
(nJIM ee 4acTH)
Tema 1. OcHOBBI JlabopaTopHbIil NpaKTUKYM,
1 (YHKITMOHUPOBAHUS U OIIK-4.2 KOHTPOJIbHBIE BOIIPOCHI,
COIIPOBOXKICHUSA OIlK-4.3 TECTUPOBAHUE, BOIIPOCHI K
MH(OPMAIIMOHHBIX CHCTEM 3a4eTy
JlabopaTopHbIil NPaKTUKYM,
2 Tema 2 CuctemHoOe u ceTeBoe OIIK-4.2 KOHTPOJIbHBIE BOIIPOCHI,
aMUHUCTPUPOBAHHE OIlK-4.3 TECTUPOBAHUE, BOIPOCHI K
3a4eTy




JlaGopaTopHBIi TPAKTUKYM,

3 Tema 3 AnmunuctpupoBanue 6a3 OIIK-4.2 KOHTPOJIbHBIE BOIIPOCHI,
JTAHHBIX OIIK-4.3 TECTUPOBAHHUE, BOMPOCHI K
3a4eTy
Tema 4 AnnapatHo- JlaGopaTopHBIi TPaAKTUKYM,
4 | TPOTPaMMibie 1aThOpMBbI OIIK-4.2 KOHTPOJIbHBIE BOIPOCHI,
aIMUHUCTPUPOBAHUS OIIK-4.3 TECTUPOBAHHUE, BOIPOCHI K
MH()OPMAIIMOHHBIX CUCTEM 3a4eTy
JlabopaTopHbIil MpaKkTUK
Tema 5 Okcnmyaranus u patop P yM,
OIIK-4.2 KOHTPOJIbHBIE BOIIPOCHI,
5 COTIPOBOXICHUE
OIIK-4.3 TECTUPOBAHHUE, BOIPOCHI K
MH()OPMALIMOHHBIX CUCTEM
3a4yeTy
Tema 6 Ynpasienue JlaGopaTopHBIi TPAKTUKYM,
6 JKCIUTyaTaluen u OIIK-4.2 KOHTPOJIbHBIE BOIIPOCHI,
CONPOBOXKICHUEM OIIK-4.3 TECTUPOBAHKE, BOIPOCHI K
MH()OPMAIIMOHHBIX CUCTEM 3a4yeTy

JlabopaTopHbIii NPAKTHKYM

3aganue: Boiitu B SSMS ¢ mpaBamu aamuaucTparopa (3amyctutb MS SQL Serever). Co3nare
HOBOEe mMs s Bxoga B SSMS - student (6e3 maposst). He Beixoms m3 MS SQL Serever (¢
npaBaMd aaMHHHCTparopa) co3maiite HoByio bBbJ[ TEST wu naiite momp3oBaremo Student
paspellIeHre TOJIBKO Ha YTeHue JaHHbIX (poib 0a3bl qanaeix db_datareader).

1. Co3nmats HOBOe MMs as Bxoga B SSMS - student (6e3 mapoinst). bezonacuocts / MMena s
Bxozga / Co3maTh UMs JJId BXO/a.

2. He Beixons u3 MS SQL Serever (¢ mpaBamMu agMuHHCTpaTopa) co3aaiite HoByto b/l TEST
(trabmuna Knuentsr (Kox, ®HO), BBeuTE OIHY 3aIKCh).

3. s Tosbko uto cozgannoii BJI TEST co3gars HoBoro nmois3osarens — student. baser qanHbBIX
|  TEST / Beszomacnocts / IMomp3oBaremn / Co3marh MONB30BATENS. 3AMONHUTH TOJIBKO 2
BKianku: O6mwme u YeHCTBO, KaK TOKa3aHO Ha PUCYHKE HIDKE.




4. Tlepeszarpy3utb SSMS, BoiiTu moj mosb3oBateieM Student u mMpoBepUTh, MOXKHO JI BBOJHMTH

u3menenus B b/l TEST. Cucrema pomkHa BbIIaTh OIIMOKY O HEBO3MOXXHOCTH BHOCHUTH
usmenenus B B/l TEST, Tak kak monb3oBateins Student He MMeeT Ha 3TO Mpas.

HBOoNOoO O RWDN

12.
13.
14.
15.
16.
17.
18.

19.

0.

IlepeueHb KOHTPOJIbHBIX BOIIPOCOB

KomMmmuiekc mnporpaMMHO-TEXHUYECKHMX CPEACTB M aJIMUHUCTPATUBHBIX Mep IO
00€CIeYeHNI0 HAJIe)KHOCTH U MH(POPMALMOHHOM 0€30MacHOCTH KOMIBIOTEPHOH ceTH
MpEeANPUATHSL.

TexHonOrnKM NOCTPOEHNS BUPTYaIbHONW YaCTHOM CETH.

Krnaccudukanus onepanioHHbIX CUCTEM.

CeteBble OnepaliOHHbIE CUCTEMBI: CTPYKTYpa, Ha3HaYeHHE, (PYHKIUH
AJIMUHHCTpHpOBaHUE NIOYTOBBIX U Internet cepsepos

Mapmpytu3zanus B cetsix TCP/IP.

Crek nporokonoB TCP/IP.

IIpoToKoJIBI yAaIEHHOTO JOCTYTIA.

AJMUHUCTPUPOBAHHUE JIOKAJIbHBIX BBIYUCIUTEIbHBIX CETEH.

AJMUHUCTPUPOBAHNE ONIEPALIUOHHBIX CUCTEM.

AnMUHUCTpUpPOBaHKE 0a3 TaHHBIX.

VYnpasnenue koHpurypanueit UC.

AyTteHTuduKalys B pacpeIeIeHHbIX CUCTEMAX.

WNHcTpyMEHTB aAMMHUCTPUPOBAHUS T10JIb30BATENEH.

Tunsl apXuUTEKTyp pactpeieIeHHbIX HH()OPMAIIMOHHBIX CUCTEM.

Pacnpenenennbie nHGOPMALIMOHHbBIE CUCTEMBI.

CpenctBa obecriedeHHst 3aUThl HH)OPMAIINH.

Ilo kakuM TpeM OCHOBHBIM YPOBHSIM DACIpEACAIOTCS CHENUAIbHBIE METOABl U
cpeacTBa o0ecreueHus: HaIeXKHOCTH U MH(POPMaIIMOHHOM Oe3omacHoCTH?

HanexHocTb 1 6€30macHOCTh HH(OPMALIMOHHBIX CHCTEM.



20. AnmapaTHO-TIporpaMMHbIE IIAaT(GOPMbI AIMUHUCTPUPOBAHUS JIOKAJIBHBIX CETEH.
21. AnmapaTHO-iporpaMMHBIE TIAT(GOPMBI IMUHUCTPUPOBAHMS 0a3 TaHHBIX.
22. TlpuHIUIBI TOCTPOCHUS M aJJMUHUCTPUPOBAHUS HH(POPMAIIMOHHBIX CHCTEM.
23. IIporpamMMHBIEe CpeCTBa aBTOMATU3AIMH 8 JMHUHUACTPUPOBAHHS.

24. AnmapaTHble CpeCTBa aBTOMATU3AIIUH a]MHHACTPUPOBAHMUSL.

25. CompoBoskaeHre HH()OPMAITMOHHBIX CHCTEM.

26. DkcryaTanus HHPOPMALMOHHBIX CHCTEM.

27. Mepornpusrtus 1o odecrieueHrs 0€301MacHOCTH HHHOPMAITMOHHBIX CUCTEM.
28. CpenctBa obecrieueHus: 0€30IMacHOCTH.

29. Bunpl yrpo3 6e30macHOCTH HHPOPMAITMOHHBIX CHCTEM.

30. Jlomensl. OcHOBHBIE 3a/1a41 aIMUHUCTPUPOBAHHS JJOMEHHBIX CETEH.

31. IIpaBa u paspemenus. [ pynmnbl 0€30MaCHOCTH U YIIPABICHUE PAa3PEIICHUSMH.
32. Buapl pecypcoB HHGOPMAIMOHHBIX CUCTEM M 33/1a4H YIIPABICHUS UMHU.

33. NnpopmanmoHHbIe CUCTEMBI 1 OCHOBHBIE 32/1a41 UX aJMHUHUCTPUPOBAHHS
34. Cnoco0bl ayTeHTH(UKALUN, MHOTO(AKTOpHAS ayTeHTU(DUKAIIHS

TecToBBIC 3a1aHNA

1. CKOIBKO BBIJIENIEHHBIX CEPBEPOB MOXKET OJTHOBPEMEHHO paboTaTh B CETU?

1)Her cnennaibHBIX OTpaHHYCHUN

2)B 3aBHCHMOCTH OT 3aHATOCTh ONEPATHBHON MaMSTH

3)TosbKo 01MH cepBep

4)o uncay TpeOyeMbIX B CETH CIIYKO: Uil KaXKOH CETeBOM CIIyKObI OTIEIbHbINA BBIICICHHBII
cepsep

2. Kakoro tuna azgpeca MOTr'yT ObITh OJJMUHAKOBBIMU B Pa3HBIX Mpoleccax?
1)Buptyanbabie

2)®uznueckue

3)PeanbHbie

4)CerMeHTHbIE

3. g yipaBieHus 6€30macHOCTRI0 Ha ypoBHE cTpok B CY B/l HCmob3yroT:
1)3ampocsl

2)Tunsl JaHHBIX,

3)IIpeacrasienus,

4)Tpurrepsil,

5)®yHK1MH, BO3BpAlatOIIUe TaOINIbI

4. bezonacHOCTh UHPOPMALIUH 3TO:

1)Korna nunpopmanus 6e3onacHa

2)OtcyTcTBHE yiepba oT nH(popMauu

3)YureHbl BCe acleKThl 00eCIeYeHnsT 0€30aCHOCTH
4)Korna nadopmarus 3amuiieHa

5)CocTosiHIE 3aIIUIIEHHOCTH HHPOPMAITHH.

5. Cocrostnue uHbOpMaIuu, IpU KOTOPOM JOCTYN K HEW OCYIIECTBISIOT TOJIBKO CYOBEKTHI,
UMEIOIIME Ha HETO MPaBO Ha3bIBACTCS:

I)IlemocTHOCTD

2)[locTynHOCTB

3)Heotka3zyemocTh

4)IlonoT4ETHOCTD



5)KoHbuaeHIMaIbHOCTb.

6. CocrossHue wuHPOpPMALMU, IPH KOTOPOM €€ W3MEHEHHE OCYILECTBIISIETCS TOJIBKO
peHaMEPEHHO CYObeKTaMH, UMEIOLIMMH Ha HErO IPaBO Ha3bIBACTCS:

1) JocTynHOCTh

2) HeoTkazyemocThb

3) [MomoTueTHOCTH

4) KonuaeHIHaIbHOCTh
5) LlenocTHOCTH

7. TlpoBepka MNPHHAJICKHOCTH CYOBEKTY JOCTYNa MPEIbSIBICHHOTO MM HWACHTH(HKATOpa

Ha3bIBACTCS:

1) ABropu3zarus

2) nenTrduKamnms
3)aunuanu3anus
4)CyObexTuBH3aIUs
5)Ayrentuduxanms

8. COBOKYITHOCTB TIPABWJI, PETIIAMEHTHUPYIONINX MpaBa CyOBEKTOB TOCTyIA K 00BEKTaM JOCTYIIA.

1)IIpaBuiia moBeAeHUS MTOJIb30BATENSA
2) CaHKIIMOHHUPOBAHHBIHN 1OCTYI
3)HecaHKunoOHUPOBAaHHBINA AOCTYII
AU nentudukarus

5)I[IpaBuia pasrpaHU4eHUS JOCTYyIA

9. O0bexToM nocryna B CYB/] MoXeT BhICTYNATh!

1)Kommbrorep
2)ITanka

3)Daiin
4)ITonp3oBaTelb
5)Tabnuma
6)Ctonoer; TabauIbI
llponenypa

10. Monens pasrpaHHueHUs JOCTYIa, OCHOBAaHHAs Ha OOBEAMHCHHUH ITOJIH30BATENICH B TPYIIIIHI,

Ha3bIBAETCH:

1) aucKkpenoHHOM
2)MaH/IaTHOU
3)rpynmoBoit
4)poneBoit

11. Mopgens pasrpaHuueHHs]  JIOCTYIa
MOVMEHOBAaHHBIMU 00BEKTaMH 3TO:
1)PoneBas mosienb

2)CeteBasi MOJIEITb

3)ManpatHas MOAEIb

4)Uepapxuueckast MOAEIb
5)AuckpenoHHas MOAEIb

MEXKITY

INOMMCHOBAaHHBIMH

12. BBI6CpI/ITC BU/BbI I/IH(I)OpMaI_II/IOHHLIX CHUCTEM I10 CTCIICHU aBTOMAaTHU3alluu:

1)BoruncnurenbHbie
2)CrpaTternyeckue

cyOBbeKTaMu

u



3)Pyunsie
4)ABTOMATU3HPOBAHHBIC
5)ABTOMAaTUYECKHE.

N

©o ok w

32.
33.
34.
35.
36.

37.
38.
39.
40.
41.

IIpumepHBbIi NepeyeHb BOMPOCOB K 3a4eTy (8 cemecTp)

OYHKIMY U TPOLEAYPHl A AMUHUCTPUPOBAHUS NHPOPMAITMOHHBIX CUCTEM.

VYmpasnenue KoHpurypamueii WH(OOPMAIMOHHBIX CHUCTEM, BBISBICHHE W KOHTPOIb
COOMHBIX M OIMIUOOYHBIX CUTYaIUH.

YmpaieHue cucteMoi 6e30macHoCcTd HHPOPMAITMOHHBIX CUCTEM.

YnpasneHue o0IKUM JOCTYIIOM B HH(OPMALMOHHBIX CHUCTEMaX.

OOBEKTHI U METOBI AJIMUHUCTPUPOBAHUS HHPOPMAIIMOHHBIX CUCTEM.
AJMUHUCTPUPOBAHKE OMEPAIIMOHHBIX CHUCTEM, JIOKAIbHO-BBIUMCIUTEIbHBIX CeTel U 0a3
JTAHHBIX

OCHOBBI yIIpaBJI€HUS [10JIb30BATEISIMHU.

[Tonsarue nomeHa u paboyeii rPyIIIILI.

[TpaBa noctyna k ¢aiinaM 1 Kataiaoram.

. ITonmuTuKN y4yeTHBIX 3aIIUCEH.

. IlpuHIMIIBI pe3epBHOTO KOTUPOBAHMSL.

. YCTpONCTBA, HCIIOIB3YEMBIE IS PE3EPBHOIO KOIIMPOBAHHS.

. ApXMBHpOBaHUE U BOCCTAHOBJICHHE IPU MOJUPHUKAILIMUA CUCTEMBI.

. Benenue nokanbHOM JOKYMEHTALIMH.

. Cnexenue 3a 6€301MaCHOCTBIO CUCTEMBI.

. Crparerust 1 METOAMKA aIMUHUCTPUPOBAHMUSL.

. Cuctema NAT.

. TpancisAnus anpecos.

. CeteBble c1yXOBI.

. CoBMecTHOE UCTIONTb30BaHue (aiioB.

. B3aumopeiicTBre onepanuoHHbIX CUCTEM.

. Opranu3zanus 3JIeKTPOHHON MOYTHI.

. CeteBas 6€3011aCHOCTb.

. AyteHnTudukanus.

. IHCTpyMeHTaIbHbIE CPEJICTBA 3aLIUTh MH(POPMAIIMOHHBIX CUCTEM.

. Cuctembl KpUNTOrpaQuIecKoil 3auThl B ”HHOPMAIIMOHHBIX CHCTEMaX.
. IIpuHIMIBI mocTpoeHust UHHOPMAIIHOHHBIX CUCTEM.

. IIporpamMmmupoBanre B CUCTEMAX aJIMUHUCTPUPOBAHUSI.

. CuieHapu# perucTpanyy U CKpUnThl aIMUHUCTPUPOBAHUS.

. IIpumeps! cuctem arMuHUCTpUpOoBaHUs ¢ ucnosb3oBanueM Windows Script Host.
. Cnyx0a karanoroB Active Directory ajisi onepaiioHHbIX cucteM cemeiictBa Windows

Server.

CpenctBa agmunuctpupoBanus JIBC Ha npumepe nomena Windows Server.
3amuTa UHPOPMAIIMOHHBIX CUCTEM OT yrpo3 0€30MacHOCTH.

Bunst yrpo3 6e3onacHoCTH HHPOPMALIMOHHBIX CHCTEM.

CpenctBa, MEpONIPUSITHSI U HOPMBI 0OecTieueHHs1 0€30M1aCHOCTH.

OObIuHBIE Mepbl OpraHM3allMOHHOM 3amMThl A7 OOpbObl C TIpeJHaMEpPEHHBIMU
yrpo3amu.

ArnmapaTHbIE CpeJICTBa 3alUThl HHPOPMALMOHHBIX CUCTEM.

[IporpamMHBIE OrpaHUYEHMS, IPEMATCTBYIOIINAE YIPO3aM.
Opranu3anroHHbIe MEPOIPUATHS 110 00ecreueHNIo 0€30MacHOCTH.
[TonmuTuka 6€30MaCHOCTH MaruCTPajIbHOIO YPOBHSI.

[TonmuTHka 6€30MacHOCTH YPOBHSI paclpeieeHusl.



42. Ilonntuka 6€30MacHOCTH Ha YPOBHE JOCTyIIa

43. PaboTs! o BHeApeHMIO KoMIoHeHTOB VIC B sKkcIuTyaTaluo.

44. ObecnieueHue 3KCILTyaTallMOHHOM JOKYMEHTAIUEH.

45. TlpoBeneHue oOy4eHHs IEPCOHANA.

46. Momuduxarus MC B paMkax yCTaHOBICHHOTO pErjlaMEHTa, TOATOTOBKA MPEIIOKEHUN
10 COBEPIIIEHCTBOBAHUIO, PA3BUTHIO ¥ MOJECPHHU3AIMH CHCTEMBI.

CocraButenb _— xaiH., gouest Kopuesa O.C.
«12» mapta 2024 1.



