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1. ®opmupyeMble KOMIETCHIMH U HHAMKATOPHI UX A0CTHKEHHS 110 JUCHHUILVINHE (MOAYJIIO0)

Kon Conep:xanue Kon u HamMeHOBaHNE HHANKATOPA HOCTHXKEHUS
KOMIETEHIINN KOMIETEHIINI KOMIETEeHIINH
Criocoben npoBoauTh | [IKC-1.1 - 3naeT kxputepnn onieHKH 3 HEKTUBHOCTH U
(dhopmanuzanuio Ha/ISKHOCTHU CPEJICTB 3aLIUThI IPOrPaMMHOT0 00ecIeUeHNUs

IKC-1
B

PO ECCUOHATTEHOM
ACATCIbHOCTU

MPEeAMETHOW  o0JlacTh
IEIIBIO CO3IaHUA
WHPOPMALMOHHON CHUCTEMBI

ABTOMATH3UPOBAHHBIX CHCTEM;
[IKC-1.2 - YMeeT onpenesITh mapaMeTpsl HACTPOUKH
MporpaMMHOI O O6CCH€'~ICHI/IH CHCTEMBI 3alllUThI
MH(POPMaIUK aBTOMaTH3UPOBAHHON CUCTEMBI;

IIK-1.3 — Bimameer HaBBIKAMU OIPEICIICHHUS ITapaMETPOB
HACTPOMKHU MPOrPaMMHOTO OOECIEUYCHHUsT CHCTEMBbI 3all[UThI
MHOPMaIMK ABTOMaTH3UPOBAHHON CUCTEMBI;

2. IMacmopT ¢oHIA OLIEHOYHBIX CPEACTB MO TUCHUILINHE (MOTYJIIO)

Kon
Ne | Kontposmpyemblie pa3aesbl (TeMbl) | KOHTPOJIUPYeMOii HaumeHoBaHue 011eHOYHOTO
n/n AUCUMIIHHBI KOMIIeTeHLM I cpelacTBa
(WJIM ee 4acTH)
1 cemecmp
Tema 1. Beenenue B mpuKiagHbIe 3amanus K 1aOOpaTOpHBIM padoTaM,
1. | acmekTsl KpunTorpapuIecKoit [IKC-1 KOHTPOJIBHBIE BOITPOCHI, BOTIPOCHI K
3alUThl HHPOPMALH KOJIJIOKBUYMY, BOIIPOCHI K 3K3aMEHY
3ananus K 1abOpaTOpPHBIM paboTam
Tema 2. Ma]pacTpyKTypa OTKPBITHIX A paTop P ’
2. B [KC-1 KOHTPOJIbHBIE BOIPOCHI, BOIIPOCHI K
KOJIJIOKBUYMY, BOIIPOCHI K 3K3aMEHY
3ananus K 1a00paTOpPHBIM paboTam
Tema 3. MexaHu3Mbl yIIpaBiICHUS A parop P ’
3. [IKC-1 KOHTPOJIbHBIE BOIPOCHI, BOIIPOCHI K
KITIOYaMHU
KOJUIOKBUYMY, BOITPOCHI K 9K3aMEHY
Tema 4. [IpakTudeckne acieKTsI 3anaHud K 1a00paTOPHBIM paboTam,
4. | xpunrorpapuvecKoi 3aInuThI [IKC-1 KOHTPOJIBHBIE BOITPOCHI, BOIIPOCHI K
nHpOpMaITUH KOJUIOKBUYMY, BOITPOCHI K 9K3aMEHY
KOHTPOJIBHBIE BOIIPOCHI, BOIPOCHI K
5. | kornoxsuymol [KC-1 P POCRL, p
KOJIJIOKBUYMY
KOHTPOJIbHBIE BONIPOCHI, BOIPOCHI K
6. | axzamen [IKC-1 P POCbI, BOTIP
KOJUIOKBUYMY, BOITPOCHI K 9K3aMEHY

Jladoparopnoe 3ansiTue Nel (10 4.)

Tema BBegeHue B NPUKJIAAHbIEC ACIEKTHI KpUNTOrpaguyecKkon 3a1uThl HHpopMannu

Bomnpocs! mist o0cyxieHust:

1. Kpunrorpaduueckue aitioBble CUCTEMBI.
[Mudposannas daitnosas cucrema Windows.
Kpunrorpaduueckue (aiaoBbie CUCTEMBI.
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3.

4. ludposanue aucka BitLocker
5. Iudposanue quckos VeraCrypt

3aganue Ha padory

1. Co3pmaiiTe ydeTHBIC 3aITUCH ABYX MOJIB30BATENCH M (paiiyibl ISl KQXKI0TO U3 HUX ISl BBITIOTHEHUS

nabopaTopHOil paboTHI.

2. 3ammgpyiite o ogHOMY (ailay KaKIOMy U3 TOJIb30BaTENEH.

3. ApxuBupyiTe cepTU(UKATHI C 3aKPHITHIM KIIFOUOM ISl KQXKJI0TO U3 MOJIb30BaTENEH.

4. CnenaiiTe COBMECTHBIN JOCTYIT K OAHOMY 3amn(poBaHHOMY (aiiiny 1jisi 000uX MOIb30BaTEIEH.
5. Co3paiiTe TpeThero moyib30BaTellsi U MPOBEPHTE AOCTYI K (pailily OT HEro.

6. CocTaBUTH 1O MPOICTIAHHON pabOTe OTUET.




KonTpoJsbHbIe BOopoChI

1. B kakux BBITyCKax onepanuoHHbIX cucteM Windows mpucyTcTByeT mmdpoBaHHas danaoBas
cucrema?

2. JIns xakux (aiyioBbIX cUCTeM NMpUMeHHMa mudpoBanHas (aitioBas cucrema?

3. Jst yero B mmdpoBaHHO (hailIoBOI CHCTEME HCIIONB3YETCs CAMMETPUYHOE MU poBaHue?
4. Jlns yero B mudpoBaHHOM (aiIoBON CHCTEME HUCIIONB3YEeTCsl aCHMMeTpruYHoe mudpoBanue?
5. Onummre anroput™ padboTs! mudpoBaHHOU (aitnoBoit cuctemsl Windows.

6. Jln1s 4ero Hy>)KHO apXUBUPOBATH 3aKPBITHIN KJIHOY U CepTU(]UKAT MOIb30BaTENs?

7. Yro takoe PKCS?

8. Ins wero ucnomnp3yercsas PKCS#12?

9. Kakum 00pazoM MOKHO MPEJOCTaBUTh JOCTYII K 3ammdpoBanHoMy (aiiiny npyromy
M0JIB30BATENIO?

10. B kakux ¢opmarax MOKHO SKCIOPTHPOBATH CEPTH(PHKAT U3 JIOKAITBHOTO XpaHUIUIIA 6e3
9KCIIOPTa 3aKPHITOro Kiroya?

3ananue Ha padoTty

1. CoznaiiTe BTOpOM JIOKaJbHBIA JUCK HA BUPTYaJIbHOM MallIMHE U 3alIM(PYHTE €ro ¢ MOMOLIbIO
BitLocker.

2. 3ammdpyiTe CUCTEMHBII TUCK C TPUMEHEHHEM USb-HOCUTENS TSl XpaHSHHS KITI0Ya 3aITycKa.
3. IIpoBepbTe BO3MOKHOCTH 3aITyCKa OMEPAIMOHHOM CUCTEMBI C TOJKIIOYCHHBIM U
OTCYTCTBYIOILIUM HOCHUTEJIEM KJIIOUa 3aIlycKa.

4. CocraBbTe O MPOJIEIAaHHOM paboTe OTYET.

KonTposbHbie BONPOCHI

1. B xakux BBIITYCKaX OMEPaMOHHBIX cucTeM Windows MpHCyTCTBYET TEXHOJIOTHS IIH(PPOBAHNUS
nuckoB BitLocker?

2. Kakue ¢aiisioBpie CHCTEMBI MOTYT UCTIOJIH30BATHCS HA BHEIIHUX YCTPOHCTBAX, YTOOBI UX MOYKHO
ObL10 MpUMEHUTH ¢ TexHonoruei BitLocker?

3. B uem omiinume BitLocker ot mmppoBanHoii daiinoBoit cuctembl?

4. Kaxoii anroputm mudponanus npumensercs B BitLocker?

5. dnst ero ucnonsiyercs Gynkmaus BitLocker To Go?

6. Kakue pexxuMbl paboThl cCTEMBI ITM(PPOBAaHUS BO3MOXKHBI /1715 U (PPOBAHUS CUCTEMHBIX
JIUCKOB?

7. Yto takoe TPM?

8. Kakue HocuTenu MOXKHO MCIOJIb30BaTh JJIs COXpPaHEHHUs KJItoua 3amycka?

9. O0bsCcHUTE OTIMYNE MEX/TY KIIFOUOM 3aIlycKa U KJIIFOUOM BOCCTAHOBJICHUSI.

10. Kakum 00pa3oM MOXHO BOCCTAHOBUTH JIOCTYII K ONEPALlMOHHOM CUCTEME, YCTaHOBJIEHHON Ha
3amm¢poBaHHOM ¢ roMoInbio BitLocker mokansHOM AKCKe, B ClIydae yTepyu HOCUTENS C KIOUYOM
3amycka’?

3aganue Ha J1a00paTOpHYIO padoTy
1. Coznaiite 3ammdpoBaHHbIN (HaliIOBbII KOHTEHHED C AITOPUTMOM UG POBAHUS 10 CBOEMY
BapuaHTy (Tabdm. 1).
2. IIpoBenute mudpoBanue paszzena )KeCTKOro AUCKa B COOTBETCTBUH C BapHaHTOM U3 Tab. 1.
3. IlpoBenuTte mudpoBaHue CHCTEMHOT'O TUCKA.
4. CocTaBbTe 110 IPOJEITAHHON PabOTe OTYET.

Tabmuna 1
BapuaHTBI 1J151 HHAMBUAYAJbHOTO BbITOJHEHHS Pad0ThI

Ne Daiij10Bblil KOHTEHEP IIndpoBanue nucka

1 AES AES(Twofish)




2 Serpent AES(Twofish(Serpent))

3 Twofish Camellia

4 Camellia Kuznyechik

5 Kuznyechik Serpent

6 AES(Twofish) Twofish

7 AES(Twofish(Serpent)) AES

8 Serpent(AES) Kuznyechik(Serpent(Camellia))
9 Twofish(Serpent) Camellia(Serpent)

10 Camellia(Kuznyechik) Kuznyechik(AES)

KonTpoJibHbIe BOopochl

. Kakue anroputmsl mudpoBanus npumensitores B VeraCrypt?

. Uro Takoe (aitnoBblii KOHTEIHEP?

. UeM oTnu4aeTcs CKpPBITHI TOM OT OOBIYHOTO?

. UTo BAMSIET HA CKOPOCTH TECTUPYEMBIX AITOPUTMOB UG POBAHUS?

. Anig 9yero HeoO6X0AMMa OUMCTKA JUCKA MpU MU(PPOBAHUU CUCTEMHOTO JucKa?

. Yro takoe PIM?

. Kakue nocronHcTBa M HEAOCTATKU Y UCIIOJIB30BAHUS KIIFOUEBbIX (hailiioB?

. UTo Takoe CKphITas OnepauoHHas cuctema?

. Kak orpasutcs Ha CKpbITOM TOME, €CIIU B OOBIYHBIN TOM OyeT 3anucaH 0oJblIoi 00beM
uHpopmanun?

10. Kak oTpa3zurcs Ha OTKPBITOM TOME, €CJIU B CKPBITBIM TOM OyieT 3anucaH 00bIoil 00beM
uHpopmanuu?
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Jlaboparopnoe 3ansiTue Ne2 (10 4.)
Tema UHdpacTpyKTypa OTKPBITHIX KJIIOYei
Bomnpocs! qiis o0cyxkaeHus:
1. VYcraHoBka u HACTpOWKa CIIYKO YIOCTOBEPSIOINIETO IIEHTPA.
2. OYHKUUU YAOCTOBEPSIOIIETO IEHTPA.
3. Kpocc-cepTudukanms y1ocToBepsIONIMX IIEHTPOB.
4. TlocTpoeHue nepapXudeckoi apXuTeKTypbl HHPPACTPYKTYphl OTKPBITHIX KIOUEH
3aganue Ha padoTy
1. O3HaKOMHUTKCS ¢ TeopHel (BKIJItOYast IEKIMOHHBIE MaTEPUaIIbl).
2. HactpouTh yaocToBepsIOMNA HEHTP HAa BUPTYyaJIbHON MallliHE B COOTBETCTBUH C
METOJUYECKUMH YKa3aHUSIMH.
3. CocTaBuTb 1O NpOAECTaHHON pabOTe OTUET.

KoHTpoJibHbIE BONIPOCHI

6. OnumuTe TPOTOKOJ B3aUMOJICHCTBHS B CHMMETPUYHBIX KPUIITOCHCTEMAX.

7. IlpuBenuTe MpUMEpP CHMMETPHUYHBIX KPUITOCHCTEM.

8. B uem 3axirouaercs mpobiemMa pacrpeieleHust Kioueid B CHMMETPUYHBIX KPUIITOCHCTEMAaXx ?
9. Kakue kpunrorpadguieckue alropuTMbl OTHOCSTCS K OECKITFOUEBHIM?

10. OnumuTe TpOTOKOA B3aUMOJEHCTBHS B KPUITOCUCTEMAX C OTKPBITHIM KIIFOUOM.

11. ITpuBeauTe npuMep KPUNTOCHCTEM C OTKPBITHIM KIIFOUOM.

12. B ueM 3axirouaeTcs araka Tuna «HenoBek nocepeanHe»?

13. Kakum 06pa3zomM MOXKHO 00€CIIEUHTh 3aIIUTY KII0UeH OT MOIMEHBI?

14. Ilepeuncaure TeXHOIOTHH, BXozsmue B Active Directory?

15. Kakas texnonorust Active Directory mo3BosisieT opraHu3oBaTh padoTy HH(PACTPYKTYphI
OTKPBITBIX KJIFOUEH?



3aganue Ha padoty

1. O3HAaKOMHUTBCS C TEOpHEH (BKITIOUAs JICKIIMOHHBIE MaTEPHUAIIBI).

2. HacTpouTh ya0CTOBEPSIOMINNA HEHTP HA BUPTYaJIbHON MalllMHE B COOTBETCTBUHU C
METOJNYECKUMU YKA3aHUSIMU.

3. CocTaBuTH MO MPOACTAHHON PabOTE OTUET.

KoHTpoJibHbIE BOMPOCHI

6. OnuiuTe TPOTOKOJ B3aUMOJICHCTBHS B CHMMETPUYHBIX KPUIITOCUCTEMAX.

7. [lpuBenuTe MpUMEpP CAMMETPUYHBIX KPUIITOCUCTEM.

8. B uem 3akmrovaeTcs npobiema pacrpeesieHus KIoueld B CHMMETPUYHBIX KPUIITOCUCTEMAX ?
9. Kakue kpunrorpadguieckue alropuTMbl OTHOCITCS K OECKITIOUEBBHIM?

10. OnuumuTe TPOTOKOJ B3aUMOJCHCTBUS B KPUIITOCHCTEMAX C OTKPBITHIM KITFOUOM.

11. ITpuBeauTe MpUMEpP KPUMTOCUCTEM C OTKPBHITHIM KITFOUOM.

12. B 4yem 3akmmrouaercs aTtaka Tumna «HemoBek nocepeaune»?

13. Kakum 006pa3zomM MOXKHO 00€CIIEUHUTh 3aIIUTY KIIOUeH OT MOIMEHBI?

14. Tlepeuncnure TeXHOJOTHH, BXoasmue B Active Directory?

15. Kakast rexnonorust Active Directory mo3BossieT OpraHu30Bath padoTy HHPPACTPYKTYPHI
OTKPBITHIX KJIIOUEH?

3aganue Ha padory

1. O3HaKOMHUTBCS € TeopUel (BKIIIOYas JIEKIIMOHHBIE MaTepUabl).

2. Co3aatk 1mabyIoH cepTUdUKaTa 1JIs1 KpOocC-cepTUDUKALIUY.

3. IIpoBecT B3aMHYIO Kpocc-CepTUDUKAIINIO MEKYy HACTPOEHHBIM Bamu B npenpiaymmx
71a00paTOPHBIX paboTax yAOCTOBEPSIOIINUM LIEHTPOM U rOoTOBbIM Y11,

4. CocTaBuTh 10 MPOJCIAHHON paboTe OTUET.

KonTposbHbie BONPOCHI

1. Yro Takoe uHGPACTPYKTYpa OTKPBITHIX KIHOUYEH?

2. Kakue moznenu nosepust Bam u3BectHbl?

3. Yro Takoe Kkpocc-cepTuduranus?

4. Ha xakue Ba BHJa ofpasfensercs Kpocc-cepTudukanus? B uem otnuune Mmexy HUMu?
5. Kakue mabnons! ceptudukaroB Bam n3zBecTHbI?

6. Ilepeunciute OCHOBHBIE CBOWCTBA cepTU(UKATA.

7. Kak ©uMIopTupoBaTh U 3KCIIOPTUPOBATh cepTU(UKAT?

8. Kakue mapameTpsl MOKHO YCTaHOBMTD IIPH 3ampoce cepThduKara?

9. J171s1 yero UCHoOB3yIOTCS CIIMCKH OTO3BAHHBIX cepTU(UKATOB?

10. OnuuuTe aaropuT™ MOJTY4YEHHs HOBOTO CIIMCKA OTO3BAaHHBIX CEPTHU(PHUKATOB.

3aganue Ha padoTy
1. Co3paiiTe caMONOANMCAHHBIN cepTU(DUKAT.
2. Co3pnaiiTe 2JIEKTPOHHYIO TTOAMKICH Ha daiie.
3. IlpoBephTe cTATyC IEKTPOHHOM MOJMUCH U 100aBBTE JTOTIOJIHUTENBHYIO MOJITUCH K
noAnucaHHOMY (aitiy.
4. 3ammudpyiite daiin ¢ momoIipio ceprudukara.
5. CocTaBUTH MO MPOICTIAHHOMN pabOTe OTUET.

KoHTpoJbHbIE BOIIPOCHI

11. Kakue kpunrorpaduuecke onepanuyu MOXHO BBITOTHUTH B KpuntoAPM?
12. Yto Takoe camoIoNMCcaHHbIi cepTudUKaT?

13. Kakne BapraHThI HCIIONIb30BaHMs Kitoua A0cTynHbl B KpuntoAPM?

14. Yem oTnnuaeTcst KBaIU(pUIIMPOBAHHBINA cepTU(PUKAT OT OOBIYHOTO?

15. B uem otnmune CRL ot CTL?



16. J1ns uero npocrasisieTcs Ha JOKYMEHTE IUITaMII BpeMEHU?

17. Jlyis uero ucnonb3yeTcst J00aBIeHNE MTOAMUCH K TTOAMMCaHHOMY (haiiy?
18. Yro Takoe "3aBepstoiias noanuce'"?

19. Kakue pexxumsl mudpoBanus 1octynHbl B KpuntoAPM?

20. Kakoii cepTuduKat CTaHOBUTCS cepTU(UKATOM pacindpoBaHus?

JlabopaTopHnoe 3ansitue Ne3 (8 4.)

Tema MexaHu3Mbl yIIpaBJIeHUA KJIKYAMU

Bompocs! 1u1st 06cyxnenuns:

Nzyuenue crangapra ISO/IEC 11770.

MexaHu3MBbl, UCTIOJIb3YIOIINE CHMMETPUYHBIC METO/IBI.

MexaHu3MBbl, UCIIOJIB3YIOIINE ACUMMETPUYHBIE METOBI.

MexaHu3Mbl, OCHOBaHHBIE Ha CIIa0BIX CEKpPeTax.

VYnpasieHue rpynnoBeiMy Kirodamu. GopMupoBaHue KIHOUEH.

3aganue Ha padoty

1. O3HaKOMHUTBCS ¢ TeopHel (BKIJItOYast ICKIIMOHHBIE MATEPUAIIbI).

2. YcTaHOBHTH M HACTPOUTH Kpurtonposaiaep Signal-COM CSP.

3. Co3path mabJaoH cepTU(UKaTa, UCIIOJIb3YIOIIUN YCTAHOBIEHHBIA KPUIITONIPOBAep, U
BBIJIaTh HA €T0 OCHOBE CepTH(]HKAT.

4. YcraHoBUTh U HACTpouTh Kpunronposaiinep Kpunrollpo CSP.

5. Co3patp mabiaoH cepTH(HKATa, UCTIOIB3YIOMNUN YCTAHOBICHHBIA KPUIITOIPOBAKIED, U
BbIJIaTh HA €r0 OCHOBE CepTH(HUKAT.

6. IloamucaTs (aiii ¢ UCTIONIB30BaHNEM CO3/IaHHOTO CepTH(HKATA.

7. Oto3BaTh cepTU(UKAT U IPOBEPUTH MOJMUCAHHBIN C €r0 MOMOLIbIO (paii.

8. CocTaBUTb 110 MIPOETAHHOM padoTe OTYeT.

s E

KonTpoJsbHbBIE BONPOCHI

1. Yto Takoe kpurnronpoBaiiiep?

2. Yro takoe CryptoAPI?

3. Kakue 3anaun Boinosnsser CryptoAPI?

4. Kakue ¢pyHKIMN 00ecrieqrBaOT KpUNTONPOBaiiepbl?

5. B kakoM (hopmare KpunTONpOBaiiepbl XpaHATCS HA KOMITbIOTEpE?

6. Uto Takoe KIr04eBOl KOHTEMHEP?

7. Ilouemy He pEKOMEHIyeTCsl YCTaHABIMBATh HECKOJIBKO KPUIITOIIPOBAIEPOB HA OJJTHOM
ycTpoiicTtee?

8. Kakue BupI HOCUTENEH MOTYT OBITh CIIOIB30BaHbI JJI XpaHEHUS KJII0YEBOI0 KOHTEHHEpa B
CK3H4 Signal-COM CSP?

9. Kakue BUIbI HOCUTENEH MOTYT OBITh UCIOJIb30BaHbI I XpaHEHUs KJIH0YEBOr0 KOHTEHHEpa B
CK3H Kpunrollpo CSP?

10. 3aueM HE0OX0UM COOP PHTPOIUHU TTPU UHUITHATH3AIIUN PAOOTHI TaTYHKa CITydaHBIX
qucen?

JlabGopatopHoe 3ansaTue Ne4 (4 u.)
Tema IIpakTHYeckHe acneKThbl KpUNTOrpadguyeckon 3aluThl HHPOPMALHH.
Bormpocs! 1u1st 00y ieHust:
1. TIpoGnemsl peanu3anui KpUOTOrpaprUUECKUX alrOpUTMOB.
2. 3amuTa OT yTeYKH WHPOPMAIUH.
3. Tloctpoenue 6e30MacHOr0 KOMMYHHKAIIMOHHOT'O KaHajda Ha OCHOBE KPUNTOrpaduuecKux
AJITOPUTMOB.

3ananue Ha JjabopaTopHYI0 padoTy



1. O3HakOMHUTBCS € TeOpHEN (BKJIIOUAs JIEKIIMOHHBIE MaTEPUabl).

2. HacTpouThb yA0CTOBEPSIOMINI EHTP Ha BUPTYAJIbHON MAlllMHE B COOTBETCTBHUU C
METOAMYECKIMH YKa3aHUSIMU.

3. Co3naTth cOOCTBEHHBIH 111a0JI0H cepTU(UKaTa C HHIAUBUIYaIbHbIH 00BEKTHBIM
UICHTU(PHUKATOPOM U BbIIATh CEPTU(DUKAT 1O JaHHOMY HIa0JIOHY.

4. CocTaBuTb 10 MPOJCITAHHON paboTe OTUeT.

KoHTpo/bHbIE BONIPOCHI

1. Kakue pyHKIIMHU BBITOIHSACT yIOCTOBEPSIONINN IIEHTP?

2. Yto Takoe cepTU(HKAT U KaKylO (PyHKIIUIO OH BBITOJIHSET?

3. Kakue dpopmatsr ceptudukaTroB Bam n3BectHbI?

4. IlepedncianTe OCHOBHEIE OIS, cojieprkamuecs B ceptudukare popmara X.509?

5. O0bsacHUTE PA3HUILY MEX]Y LIEHTPATU30BaHHBIM U JCIIEHTPAIN30BAHHBIM U3/1aHUEM
cepruduxaroB. Kakoii Buj paccmaTpuBaercs B 1abopaTopHOit padote?

6. Uto Takoe 00bekTHBIN naeHTudukarop (OID)?

7. Anst wero HykeH o0bekTHBIN uneHTH(ukarop (OID)?

8. JIns1 Kakux 11a0JI0HOB PEKOMEHAYETCS HCTIONb30BAHKUE O « APXUBHUPOBATH 3aKPBITHINA KIIOY
cyObekTan?

9. Onumure KU3HEHHBIN ITUKI cepTUUKaTa.

10. [IpuBenuTe MPUMEPHI CUTYaIUH, IPH KOTOPBIX JOBEpUE K CEPTHPHUKATY MOXKET ObITH
MOJIOPBAHO /10 UCTEUEHUS CPOKA €ro JIEHCTBUS

3ananue Ha JadopaTopHyIo padory

1. O3HakOMHUTBCS € TeopHel (BKIIIOUAs JIEKIIMOHHBIE MaTepUabl).

2. Peann3oBaTh HEpapXUUECKYIO apXUTEKTYPY, COCTOSILYIO U3 ABYX YAOCTOBEPSIOIIUX LICHTPOB U
KJIMEHTCKOW MalllWHBI.

3. IlognucaTh Ha KJIMEHTCKOW MalllMHE JOKYMEHT € IIOMOLIbI0, CepTU(UKaATa, TOJYYEHHOTO OT
MOJIYMHEHHOTO yJOCTOBEPSIIOLIETO LIEHTPA.

4. IIpoBepuTh COCTOSIHUE 3JEKTPOHHOM MOJAINKCH MOCJE OT3bIBA CEPTHU(UKATa KOPHEBBIM
YZIOCTOBEPSIOLIUM LIEHTPOM.

5. CocTaBuTb 1O NpPOAETaHHON pabOTe OTUET.

KoHnTpoJsbHbBIE BOIPOCHI

1. OObsicHUTE Pa3HUILY MEX]ly CTPOTON U HECTPOTOIl HepapXUsIMHU yJOCTOBEPSIIOIINX [IEHTPOB.
2. Kakue omnuuns Mex1y KOPHEBBIM U IOJUYMHEHHBIM YJJOCTOBEPSIIOIIMMH LIEHTPAMU?

3. [losicHuTe MOHATHE «ITYTh CEPTUDUKAITANY.

4. Kakue »Tarisl BKIIIOYEHbI B 00paboTKy myTH?

5. Onumure anropuT™ OT3bIBa cepTudUKaTa.

6. Kakue npuumHbl MOXKHO yKa3aTh IPU OT3bIBE cepTU(dUKaTa?

7. OnumuTe alnropuT™M BOCCTAaHOBIIEHUSI OTO3BAHHOT'O cepTU(UKATa.

8. [leiicTBHe 1000T0 OTO3BAHHOIO CEPTH(PHKATa MOXKET OBITH BO3OOHOBIEHO?

9. lnst yero He0OXOIMMO IMyOJIMKOBATh CIIMCKU OTO3BAHHBIX CEPTU(UKATOB MOCIIE BOCCTAHOBJICHUS
OTO3BAaHHOI'O cepTH(HKaTa’?

10. Kakue cyniecTBytOT BapuaHThl IPOBEPKHU ACHCTBUS cepTUUKaTa?

3a oaHy padoTy Bcero

Mun. Makec. Mun. Makec.
0aJJIOB | 0aJLTIOB 0aJ17I0B 0aJ1I10B

®opMa KOHTPOJISA

Tekynuii KOHTPOJIb:

AkTHBHas paboTa Ha 3aHATHH 0,25 0,5 9 18

BrinmonHenne qoMarnHero 3aaaHus 0,75 0,75 27 27

BrInonHeHue 3a1aHnii caMoCTOSTENbHON paboThI 1 3 1 3




KOJLIOK8UYM 1 3 3 9

ITpomexxyTouHas arrectauus (3K3aMeH) 20 43

Hroro 3a cemecTp 60 100

IIpaMepHbIe BOIPOCHI K IK3aMeHY

1. [TonsTHE KpUNTOrpadUIecKOro MpPOTOKOJIA.

2. Ponb kpunTorpaguueckux MpOTOKOJIOB B CHCTEMAX 3alIUTHI HH(pOpMaIiH.

3. OCHOBHBIE aTaKd Ha KPHUNTOrpaduuecKue MPOTOKOJIBL.

4. ITonsTHe 3EKTPOHHOM IIOIKCH.

5. YnpasneHue OTKPBITBIMU KIIFOYaMH.

6. OCHOBHBIE KOMIIOHEHTHI HHPPACTPYKTYPhI OTKPBITBIX KIIOYEH.

7. IlonsTre cepTudHUKaTa OTKPHITOrO KIK04a.

8. Y mocroBepsiromuii LEHTP.

9. ApxuTekTypa HHQPaCTPyKTypbl OTKPBITOTO KJIIOYa.

10. TIpoTOKOJIBI HAEHTH(HUKAMA Ha OCHOBE NAapOJICH, MPOTOKOJIBI «PYKOIIOXKATH) U THIIA
«3armpoc-

OTBETY.

11. IToHATHE IPOTOKOJIOB HHTEPAKTHBHOTO JI0Ka3aTebCTBA M J0KA3aTeIbCTBA 3HAHU.

12. IIpoToKoiB! HAEHTH(HUKAMA Ha OCHOBE IIPOTOKOJIOB [I0KA3aTE/IbCTBA 3HAHUS C HYJIEBBIM
pasrialeHueM.

13. TocTpoenue 6e30MacHOro KOMMYHHKAIIHOHHOTO KaHala Ha OCHOBE KPHIITOrpadHIecKux
QJITOPUTMOB.

14. TIpo6ieMbl peau3anuy KpUNTorpaduuecKux alropuTMOB.

15. 3ammTa OT yTeuku HHGOpPMAIKH.

Kpurepun oueHku:

OEHKA «OTJIHYHO» BBICTABISETCS CTYJAEHTY, €CIH CTYJEHT CBOOOJHO OpHEHTHPYETCS B
TEOPETHYECKOM Marepuaie; yMeeT H3JI0XKHTb W KOPPEKTHO OIEHHTH PasiU4YHbIC NOAXOIBI K
M3JIaraeMoMy MaTepHaiy, ciocoGeH chOopMyIHpoBaTh M JOKa3aTh COOCTBEHHYIO TOUKY 3PEHHS,
oOHapyXuBaeT CBOOOJHOE BIAJiCHHE MOHATANHBIM aNNapaToM; JEMOHCTPHPYET TIOTOBHOCTH
NPHUMEHATh TEOPETHYECKHe 3HAHMA B MpPAKTHYECKOH MEATENBHOCTH H IOJNHOC OCBOCHHE
rokasarejiei popMHPYEMbIX KOMIIETEHIIHIA;

OLEHKA «XOpOMIO» BHICTABISIETCS CTYIEHTY, €CIH CTYJCHT XOpOLIO OPHUEHTHPYCTCA B
TEOPETHUECKOM MaTepHalle; HMEET IpE/CTaBleHHe 00 OCHOBHBIX MOJXOJaX K H3/aracMoMy
MaTepuany; 3HAET ONpEJENeHHS OCHOBHBIX TEOPETHYECKHX MOHATHH u3jaraeMoil TeMBl, B
OCHOBHOM JIEMOHCTPHUpPYET TOTOBHOCTb NPHMEHATh TEOPETHYECKHE 3HAHUA B NPaKTUYECKOM
JeSTeTBHOCTH M OCBOSHHE GOJBIMMHCTBA NOKa3aTeNnell GOPMUPYEMBIX KOMIISTCHIMH;

OLIEHKA «yJA0BJIETBOPUTEILHO» BHICTABJISETCS CTYJACHTY, €CIIH CTYACHT MOXKET OPHCHTHPOBATHCS
B TEOPETHYECKOM MaTepHae; B IeJIOM HMEET NPEJICTaBICHAS 00 OCHOBHBIX MOHSATHAX H3JIaraeMoi
TEMBI, YaCTHYHO JEMOHCTPUPYET FOTOBHOCT IPUMEHATh TEOPETUYECKUE 3HAHHA B MPaKTHYECKOM
JESTETHHOCTH M OCBOCHHE HEKOTODBIX MOKasaTeleil OpMUpyeMbIX KOMICTEHIIUH;

OLIEHKA «HEY/IOBJIETBOPHTEIbHO» BBICTABISETCS CTYACHTY, €CIIH CTYJCHT HE OPHCHTHPYETCS B
TEOPETHYECKOM MaTepHane; He CHOpPMHPOBAHO MPECTABICHHE 00 OCHOBHBIX IIOHATHSIX
W37IaraeMoii  TeMbI, HE JEMOHCTPUPYET TIOTOBHOCTh MPHMEHATh TEOPETHYCCKHE 3HAHHA B
TPAKTHYECKOH JESTENLHOCTH H OCBOCHHE IOKa3aTeNeH (GopMHPYEMBIX KOMIETEHIIHH.

CocTaBuTelb “7 %M Bamaxunze H.C

(noanKcs)

«7» mapta 2024 r.



