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1. ®opmupyeMble KOMIETCHIIMH W HHAMKATOPHI X JOCTHKEHHUS 110 TUCHHUILIHHE (MOAYJIIO)

Kon Conep:xanue
KOMIICTCHUINH KOMIICTCHUNH

Koa n HaumeHoBaHHe HHANKATOPpA TOCTUKCHUSA
KOMIICTCHIMHU

CrocobeH  OCyIIeCTBIAThH
YyIpaBICHUE  CpEICTBaAMU
3amUTH  WHQOpPMAITHH, B
TOM qucie
[IKC-3 OCYIIECTBIISIFOIIIUMU
HEIPEPBIBHBIT MOHUTOPUHT
3alUICHHOCTH
ABTOMATU3UPOBAHHBIX
CUCTEM

[IKC-3.1 - 3HaeT pyKOBOASIINE U METOIUICCKIEC
JIOKYMEHTBI YITOTHOMOYEHHBIX (pefiepaibHbIX OPraHOB
WCTIOTHUTEIHFHON BIACTH TI0 3aIIUTE HHPOPMAIIHH;
[IKC-3.2 - YMeeT onpeaessaTh MO ICKAITHE 3aITUTe
WHPOPMaMOHHBIE PECYPCHl aBTOMATU3UPOBAHHBIX CUCTEM;
[1KC-3.3 - BnazeeT HaBbIKaMU aHAIN3a YTPO3bI
ABTOMATU3UPOBAHHOM CUCTEME U LIUPKYJIUPYIOLIEH B HEM
MHPOpMaLUH, BBIOOpa HEOOXOAMMBIX CPENICTBA IS
oOecrieueHns: THPOPMAIIMOHHON 0€30ITaCHOCTH.

2. IMacmopT ¢oHIA OLIEHOYHBIX CPEACTB MO TUCHUILINHE (MOTYJIIO)

Kon
Ne | Kontposmpyemblie pa3aeibl (TeMbl) | KOHTPOJIUPYeMOii HaumeHoBaHue 011eHOYHOTO
n/n AMCHMILTHHBI KOMIIeTeHIINT cpeacTsa
(WJIM ee 4acTH)
1 cemecmp
3ananus K 1abOpaTOPHEIM paboTam
Tema 1. Apxurektypa BeO- A paTop P ’
1. ORI CHI [IKC-3 KOHTPOJIBHBIE BOITPOCHI, BOIIPOCHI K
P ) KOJUIOKBHYMY, BOIIPOCHI K 3a4eTy
o 3ananus K 1abOpaTOpPHBIM paboTam
Tema 2. [Touck ys3BUMOCTEN K aTakam A paTop P ’
2. CSRF [IKC-3 KOHTPOJIbHBIE BOIPOCHI, BOIIPOCHI K
' KOJUIOKBHYMY, BOIIPOCHI K 3a4eTy
. 3ananus K 1ab0paTOPHBIM paboTam
Tema 3. ITouck ys3BUMOCTEN K aTakam A paTop P ’
3. XSS [IKC-3 KOHTPOJIEHBIE BOIIPOCHI, BOIIPOCHI K
' KOJIJIOKBUYMY, BOIIPOCHI K 3a4€TYy
. 3amaHus K 1abopaTOpPHBIM paboTam
Tema 4. ITouck ya3BUMOCTEN K A patop P ’
4, ataxam SQL [IKC-3 KOHTPOJIBHBIE BOITPOCHI, BOIIPOCHI K
) KOJIJIOKBUYMY, BOIIPOCHI K 3a4€Ty
3ananus K 1a0OpaTOPHBIM paboTam
Tema 5. Otka3 B 00CITy>KUBaHHU A paTop P ’
5. (DoS) IKC-3 KOHTPOJIbHBIE BOIPOCHI, BOIIPOCHI K
KOJIJIOKBUYMY, BOIIPOCHI K 3a4€TY
3ananus K 1ab0OpaTOpPHBIM paboTam
Tema 6. Dkcrutyaranus CTOPOHHUX A paTop P ’
6. o IKC-3 KOHTPOJIbHBIE BOIPOCHI, BOITPOCHI K
3aBUCUMOCTEMN
KOJUIOKBHYMY, BOIIPOCHI K 3a4€Ty
KOHTPOJBHBIC BOIIPOCHI, BOIIPOCHI K
7. | KoanoK8UyMbl [IKC-3 p POCHL, BOTIp
KOJIJIOKBUYMY
KOHTPOJIbHBIE BOIPOCHI, BOITPOCHI K
8. | akzamen [IKC-3 P POCHI, BOTIP
KOJIJIOKBUYMY, BOTIPOCHI K 324ETy

JladopaTtopHoe 3ansitue Nel (2 4.)

Tema ApxuTeKTypa BeO-IPUJIOKEeHHI
Bomnpocsr miist o6cyxaeHus:
1. OOG30p COBpPEMEHHBIX KIMEHTCKHUX
CO3/1aHUsI BEO-TIPUIIOKEHUH.

Be6-cepBepsl.

Noobhown

(Frontend) u cepepnbie (Backend) d¢peiiMBopkoB amst

CpaBHEeHHE COBPEMEHHBIX U 00Jiee paHHUX BEPCUI MPUIIOKEHUH.
CucreMsbl ayTeHTU(UKALUK U aBTOPU3ALUH.

XpaHeHHe JaHHBIX Ha CTOPOHE CepBepa U Ha CTOPOHE KIIMEHTA.
OOHapyxeHHe CTOPOHHHUX 3aBUCUMOCTEH.
[Tonck cnabbIX MECT B apXUTEKTYpe MPUI0KECHUS.




JladopaTtopHoe 3ansitue Ne2 (4 4.)
Tema Iouck ys3zBumocrei k atakam CSRF
Bomnpocsr st o0cyxaeHus:
1. Tlonstue CSRF araku.
Bnusaue ys3sumoctu CSRF Ha nonb3oBarens.
Crnoco6s1 3amuTsl oT CSRF.
Hcnonbs3zoBanue csurf-OubIMoTeKH.
Nunnpnanuzauust CSRF-TokeHa.
Banupauus CSRF-TokeHa.
Peanuzanus CSRF-TokeHa.
Henocratku CSRF.
3amuta ot CSRF.
0. Iposepka 3aronoBkoB. CSRF-TokeH.
11. CSRF-TokeHbI O€3 COXpaHEHHUS COCTOSHHSL.
12. TIpotuBoneiicteue CRSF Ha ypoBHE Koza.
13. 3anpocst GET 6e3 coxpaHeHHs COCTOSIHUS.
14. Cawmxenue pucka CSRF Ha ypoBHE IpHIIOKEHUS.

BOoNoORWN

JlabopaTopHoe 3ansitue Ne3 (6 u.)

Tema 3. Ilouck ysssBumocTeii k atakam XSS.

Bomnpocs! st o6cyxaeHus:

Oo6napyxenue XSS-ys3BUMOCTH.

Xpanumsbrit XSS.

OtpaxkeHnsiii XSS.

XSS-araka Ha 6aze DOM.

XSS ¢ myranusimu.

[TpuemMbl HanMcaHUA KoJAa AJIs IPOTUBOAEHCTBHS XSS.
OuncTKa 10JIb30BaTEIbCKOI0 BBOJA.

[Tpuemuuxk DOMParser. [Ipuemunk SVG. Ilpuemunk Blob.
Cananus runepccbuiok. CumBosibHbIe cymHocTd B HTML

LoNOoOGRRwWNE

JladopaTtopHoe 3ansitue Ne4 (8 4.)
Tewma Ilonck ysisBumocreii k atakam SQL
Bomnpocs! 11 06cyxkaeHus:

1. Buenpenue SQL-koxa.

Buenpenue kona.

Buenpenue komanz.

IIpoTuBOIEHICTBHE BHEAPEHUIO.
[IpotuBoneiicteue BHeApeHuto SQL-koxa.
PacnoznaBanue BHenpenus SQL-kona.
[ToaroroBneHHbIE ONEPATOPHI.

bonee cnenuduaeckne METO BT 3aIUTHI.
3amuTa OT IPYTuX BUAOB BHEJPCHUS.
10. IToTeHMaNbHbIE IETTN BHEIPSHHUS.

11. TIpyHIMT MUHUMATBHBIX IPUBUIIETHHA.
12. Benblii CIUCOK KOMaH]I.

LoOoNORWN

JlabopaTtopHoe 3ansitue NoS (8 4.)
Tema OTka3 B oocayxxkuBanun (DoS)
Bomnpocsr st o6cyxaeHus:

1. ReDoS araxa.



Nookwd

Jlornueckue DoS-ys3BUMOCTH.
Pacnpenenennas DoS-araka.
IIpotusoneiicteue DoS-atakam.
IIpotuBoneiicteue atakam ReDoS.
3amuTa oT morudecknx DoS-arak.

3ammuta o DDoS. Cmsraenne DDoS-arax.

JlabopaTopHoe 3ansitue Ne6 (8 4.)
Tema IxemnyaTanusi CTOPOHHUX 3aBUCUMOCTel

Bomnpocsr miist o0cyxaeHus:

1.

©CoOoNORA~WN

e
[N

e
g~ wiN

MeTo1bl UHTErpaIuu.

BeTBu u BunKu.

[TpunosxkeHust ¢ COOCTBEHHBIM CEPBEPOM.
MuTerpaius Ha ypoBHE KOJa.

JlucnieTyepsl MakeTos.

JavaScript. Java. [Ipyrue s3bIKH.

baza naHHBIX OOIIEM3BECTHBIX YS3BUMOCTEH.
3amuTa CTOpPOHHUX 3aBUCUMOCTEM.

OreHka epeBa 3aBUCUMOCTEH.

. MopenupoBaHnue nepeBa 3aBUCUMOCTH.
. JlepeBbsl 3aBUCHMOCTEH Ha MPAKTHUKE.

. ABTOMaTH3UpOBaHHAsI OLICHKA.

. Texuuku Oe30nacHON MHTErPAIUH.

. Paznenenue unrepecos.

. bezonacHoe ynpaBieHue makeTamMH.

3a oany padoTy Bcero
©opma koHTpoIR Mumn. Makec. Mumn. Makc.
0aJI0B | 0aJ10B 0a/1J10B 0aJ1J10B

Texynuii KOHTPOJIb:
AkTHBHas paboTa Ha 3aHATHH 0,25 0,5 9 18
BrinonHenne noMantero 3agaHus 0,75 0,75 27 27
BeinosiHeHHe 3a/1aHUi CaMOCTOSITETIbHOM padoThI 1 3 1 3
KOJLLOKGUYM 1 3 3 9
[TpomexyTo4Has arTecTalus (3K3aMeH) 20 43
HToro 3a cemecTp 60 100

IIpumepHBIE BONIPOCHI K 3a4eTy

1.

n

15.
16.

17.
18.
19.
20.
21.
22.

CpaBHeHHE COBPEMEHHBIX M 0oJiee paHHHUX Bepcuil npuinokeHui. CucTeMbl ayTeHTU()UKALUH 1
aBTOPHU3AIINN.

Be6-cepBeprl. XpaHeHue TaHHBIX HA CTOPOHE CEpBEpa M Ha CTOPOHE KITUESHTA.

OO0HapykeHue CTOPOHHHX 3aBUCUMOCTEN. [Tonck c1abbIX MECT B apXUTEKTypE TPUIIOKCHHS.
[onsitue CSRF ataku. Bnusuue ya3sumoctu CSRF Ha nonb3oBaresns.

Cnoco6sr 3amutel o CSRF. Hcnonwn3oBauue csurf-oubmuorexkn. Muunmanmszamus CSREF-
TOKEHa.

Bamumanus CSRF-tokena. Peanuzanua CSRF-TokeHa.

Henocratku CSRF. 3amura or CSRF.

[TpoBepka 3aronoBkoB. CSRF-token. CSRF-TokeHbI 6€3 COXpaHEHUST COCTOSHHS.
[IporuBonericteue CRSF Ha ypoBHe koaa.

3ampocsl GET 6e3 coxpanenus coctosinus. CHmwkenne pucka CSRF Ha ypoBHE mpuioxeHus.
Oo6napyxenue XSS-ys3pumoctu. Xpanumbiii XSS. OtpakeHHbIi XSS.



23.

24.
25.

26.
27
28.

29,
30.
31.
32
33.
34.
3s.
36.
37.
38.
39,

XSS-araka Ha 6a3e DOM. XSS ¢ myrauusamu. [IpueMsl HanycaHus Kojaa AJsl IPOTUBOAEHCTBUS
XSS.

OuucTKa NoJIb30BaTENECKOrO BBOAA.

[lpuemnuk DOMParser. Ilpuemnuk SVG. IIpuemuHuk Blob. Canauus runepccbuioK.
CumBonbHble cyuiHoctd B HTML

Buenpenue SQL-kona. Bueapenue kona. BHenpenue komann.

[IpotuBoaeiicTue BHeapenuto SQL-kona. Pacno3naBanue BHeapenus SQL-kona.
ITonroroBneHHsle onepaTopsl. bonee crneuuduyeckre METOAB! 3alIMTHL. 3alIUTa OT APYTrUX
BHJIOB BHEJPEHMSI.

[ToTreHuuanbHele neau BHeApeHus. [I[pUHIMI MUHUMAaNIBHBIX IPUBUIIETHIA.

ReDoS araka. Jlornueckue DoS-ys3Bumoctu. Pacnpenenennas DoS-araka.

IIporuBoneiictBue DoS-arakam. [IpotuBoaeiicTBue atakam ReDoS.

3amuTa ot noruyeckux DoS-arak. 3amura ot DDoS. Cmsaruenne DDoS-atak.

Mertoas! unrerpauuu. Betsu u Buiiku. [IpuioxeHusi ¢ COGCTBEHHBIM CEPBEPOM.

Hurerpauys Ha ypoBHE Koaa. JlucneTyepsl NakeToB.

baza naHHBIX 00LIIEN3BECTHBIX YSA3BUMOCTEH.

3aimura CTOpOHHHX 3aBUcUMOcTel. OLieHKa iepeBa 3aBUCUMOCTEH.

MopenupoBanue nepeBa 3aBUCUMOCTH. JlepeBbs 3aBUCUMOCTE Ha MPAKTHKE.
ABTOMaTU3UpoBaHHas oLeHKa. TexHuku 6e30nacHoi HHTErpaLum.

Paznenenue unrepecos. bezonacHoe ynpaBieHre nakeTaMu.

Kpurepun oueHkm:
OuneHka «3a4TeH0» BBICTABJISIETCS:

CTyZIeHTy TIJyOOKO W INPOYHO YCBOHMBIIEMY INPOrPAaMMHBIN MaTepHall, HCYEPIBIBAIOIIE,
II0CJIEIOBATENIBHO, IPAaMOTHO M JIOTHYECKH CTPOMHO €ro M3JiaraioieMy, B OTBETE€ KOTOPOTO
YBSI3BIBAE€TCS TEOPHS C MPAKTUKOM, OH MMOKA3bIBAET 3HAKOMCTBO C JIATEPATYPOii, IPaBHILHO
00OCHOBBIBAET M HCIOJB3YEeT pALUOHAIBHBIE W COBPEMEHHBIE CpEICTBA pPELICHHS
NOCTaBJICHHOM MPOOJIEMBL.

CTYACHTY, TBEpPAO 3HAIOUIEMy IPOrpaMMHBIH MaTepHaj, IpaMOTHO W IO CYIIECTBY,
H3JIaraiolieMy €ro, KOTOpPBHIi He JOIyCKAaeT CYIIECTBEHHBIX HETOYHOCTEH B OTBETE Ha
BOIIPOC, MPABHJILHO IPUMEHSAET TEOPETHYECKUE IMOJIOKEHHUS MPH PELICHUH IOCTaBICHHOM
3aa4i.

CTYZEHTY, KOTOpBIA 3HAeT TOJILKO OCHOBHOH NpOrpaMMHBIH MaTepHal, HO HE YCBOMII
0COOEHHOCTEH, IOIMyCKaeT B OTBETE HETOUYHOCTH, HEKOPPEKTHO (OpPMYIHpPYET OCHOBHBIE
3aKOHBI M IIPaBHJIa, 3aTPYJHACTCS B BBINOJHEHUH IPAKTHYECKUX 3a/a4.

OneHka «He 3a4YTEHO0» BBICTABJIAETCS CTYOCHTY, KOTOpI:IfI HE 3HAeT 3HAYUTEIbHOH 4YacTH
IIporpaMMHOIro Mare€puaja, IOOIIyCKa€T B OTBETEC CYHICCTBCHHBIC OI.[II/I6KI/I, C 3aTpyAHCHHUSIMH
IMPaKTHYCCKUE 3aJaHH.

CocTaBHuTEb 7 %/&&_W Bamakumze H.C

(moamHcs)

«15» mapra 2024 .



