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1. eap u 3aa0a9u AU CHUILIHHBI

Heab AMCUUNIMHBI
LlenssMu OocBOEHHSI AUCHMIUIMHBI «be3onacHocms KOMRbIOMEPHBIX cemeily SBISIOTCS
dbopmupoBanue 00MENPOPECCHOHATHHBIX KOMIETCHIIMNA OyIylUX CIENUATNCTOB B 0O0JIACTH
UHPOPMAIIMOHHOW 0e30MacHOCTH, (OPMHPOBAHUE Y CTYICHTOB Oa30BBIX 3HAHWUH, YMEHUH U
HABBIKOB 10 TPUHIIMINIAM aJIMUHUACTPHPOBAHHS CHUCTEM 3alIMTHl HHPOPMAIMH KOMITBIOTEPHBIX
CeTel JIOCTaTOYHBIX JUISI OCBOSHHSI OCHOBHOW MPO(ECCHOHATBLHON 00pa30BaTeIbHON MPOrpaMMbl
Hanpasienus 10.03.01 MudopmarmonHas 6€30macHOCTb.

3agaun IUMCHUIIIHHBI
OCHOBHBIMU 33/1a4aMU U3YYCHUS AUCIUIUIMHBI SBIISIOTCS:
®  OCHOBHBIC MEpHI 10 3alIUTe HH(POPMALIUU B KOMIIBIOTEPHBIX CETSX, & TAK)KE COACPIKaHHe
SKCILTyaTallMOHHOM JTOKYMEHTAlUU KOMIIBIOTEPHBIX CETEH;
®  KpUTEPHUH OLIEHKH 3alllMIIEHHOCTH KOMIIBIOTEPHBIX CeTEl, CpeacTBa KOHTPOJISA
3G HEKTHBHOCTH MEp 3alIUThl HHPOPMAIUH;
e  BbIPabOTKA MIPAKTUYECKUX HABBIKOB 10 PELICHHUIO 33/1a4 3alUThl KOMIIBIOTEPHBIX CETEH,
HCXOMs U3 3a/1a4, CTOSAIIUX NEPe]] BBIMUCIUTEIHOW CUCTEMOIA.

2. MecTO TUCHUILIHHBI B CTPYKTYpe 00pa30BaTeIbHOM MPOrpaMMbl

JucuuiuinHa «be30nacHoCTh KOMIBIOTEPHBIX CETEeH» OTHOCUTCSA K 00s3aTeNIbHOM YacTu
bnoka 1 Jucuunnuubl (MOAYJIM) MOATOTOBKM CTYJEHTOB [0 HAIPaBJIEHUIO IOJATOTOBKHU
6akanaBpoB 10.03.01 Mudopmanronnas 6€301MacHOCTb
IIpepexkBU3UTHI AMCUUILIMHDI!

N3yueHune NaHHOM IUCLMIUIMHBI OazupyeTcs Ha 3HAHMAX, MOJTYYEHHBIX B pe3ysbTare
W3yUYEHHs TAKUX JUCHUILTNH KaKk «OCHOBBI HMHPOPMALMOHHON Oe30macHOCTH Y, «OnepannoHHbIe
CUCTEMBI», «AIMHHHMCTPUPOBAHUE OINEPALMOHHBIX CHCTEM», be30macHOCTh OmnepanroHHbIX
cucteM, CeTu U cUCTEMBI Tepeaadu HHPOopMaun

N3yueHne faHHON AUCHUILTUHBI TPOXOUT MApAJUIETbHO C U3yYSCHUEM TaKOW TUCIUITIINHBI,
kak «[IporpamMmmHoO-anmapaTHbele CpeAcTBa 3alMThl MH(pOpMauuny», «3amura UHGOpMaluu OT
YT€UKH MO TEXHUYECKUM KaHalaM» MU 0a3upyeTrcs Ha 3HAHMSX, MOJIYYEHHBIX B pe3yJbTaTe
W3YYEHHUS ITUX TUCIUILIUH.

IHocTpeKBU3UTHI AMCIMIIJIMHBI:

3HaHMS U YMEHHUS, IOJy4YE€HHbIE CTYJEHTaMH [IPU U3yYEHUH TUCHUIUINHBI «be3onacHocTb
KOMITBIOTEPHBIX CeTeil», MPUMEHSIOTCS UMM BO BpeMs yueOHOM M MpeIuIUIOMHON MPAKTUK U B
UX NMpo(eccHOHAIbHOMN 1eATENbHOCTH.
3. ®opMupyeMble KOMIIETEHUMH MW HMHAMKATOPbI HX JOCTH:KEHUSI 10

AUCIHUILINHE

[Ipouiecc u3yyeHUs: TUCHUILIMHBI HANIpaBlieH Ha (OPMUPOBAHUE DIIEMEHTOB CIEIYIOIINUX
komrieteHnuit B cootBeTcTBrM ¢ GI'OC BO 1o nanHOMY HampaBJIeHHIO:

Koanl Conep:xxaHue KoMIeTeHUH Koa v HauMeHOBaHUE MHAMKATOPA
KOMIIeTEeHIIUH JOCTHKEHHUSI KOMIIeTeHIUH
OIlK-4.3 OIlK-4.3.  Cnocoben  BoinosiHATh | OITK-4.3.1 - 3HaeT OCHOBHBIC MEPHI 110

paboThl MO0 yCTaHOBKE, HACTpOWKe, | 3aIIuTe HHPOPMAIUH B
aJIMHHUCTPUPOBAHUIO, OOCITY)KHBAHHIO | ABTOMAaTU3UPOBAHHBIX CUCTEMAX, a TAKIKE
U TIpoBepke  pabOTOCHOCOOHOCTH | COAEPXkAHUE IKCILTyaTallMOHHOM
OTJEIBHBIX MPOTPaMMHBIX, | JIOKyMEHTAIUK aBTOMATH3UPOBAHHON
NpOrpaMMHO-aNapaTHeIX (B TOM | CHCTEMBI;

qucIe KpUnTorpadnyecKux) u




TEXHUYECKUX CpENCTB samuthl | OIIK-4.3.2 - YMeeT ycTpaHaTh
nHpOpPMALMM  aBTOMATU3UPOBAHHBIX | BBIBICHHbIC YSI3BUMOCTH

cucTeM ABTOMATH3UPOBAHHOM CUCTEMBI,
MIPUBOISIINE K BOSHUKHOBEHHIO YTPO3
Oe3omacHOCTH HH(DOPMAITHH, TIPOBOIUTE
aHAJIM3 IOCTYIIHBIX HHPOPMALIMOHHbBIX
HCTOYHUKOB C TICIIbIO BBISBICHUSI
W3BECTHBIX YS3BUMOCTEH, UCTIOJIb3YEMbIX
B CHCTEME 3aLIUThl HHPOpMALUN
MIPOTPaMMHBIX U TIPOTPAMMHO-
anmapaTHbIX CPEICTB;

OIlIK-4.3.3 - Brameer HaBBIKAMH
OCYILLECTBIICHNUSI aBTOHOMHOM HaJlalKU
TEXHUYECKUX U TMPOrPaMMHBIX CPEICTB
CHCTEMBI 3aIINUTHI uH(pOpMaLUH
aBTOMAaTH3UPOBAaHHOM CUCTEMBI

OIIK-4.4 OIIK-4.4. Cnocoben ocymectBusaTh | OIIK-4.4.1 - 3HaeT KpUTEPUU OLICHKH
JUAarHOCTHKY W MOHHMTOPHHI CHCTEM | 3alUIEHHOCTH aBTOMaTH3UPOBaHHON
3alIUThl aBTOMaTU3UPOBAHHBIX CUCTEM | CUCTEMBbl, TEXHUYECKUE CPEIICTBA
KOHTpOJIs 3 (HEKTUBHOCTH Mep 3aIlUThI
UHQOPMAIHIH;

OI1K-4.4.2 - YMeeT oCyIIeCTBISATh
KOHTPOJIb 00ECIICUCHUS YPOBHS
3alUIEHHOCTH B aBTOMATU3UPOBAHHBIX
crcTeMax, KOHTPOIUPOBATH COOBITHSI
0e30MacHOCTH U ACHCTBUS
N0JIb30BaTeNCH aBTOMATH3UPOBAHHBIX
CHCTEM, a TaKXKe JOKYMEHTHPOBATh
MIPOLIETYPBI U PE3YIIbTAThl KOHTPOJIS
(YHKLMOHUPOBAHUS CUCTEMBbI 3alLLUThI
UHQOPMaIK aBTOMATH3UPOBAHHOM
CHCTEMBI;

OI1K-4.4.3 - Bnajeer HaBbIKaMH OLIEHKU
3alUIEHHOCTH aBTOMaTH3HUPOBaHHBIX
CHCTEM C MTOMOIIBIO THTIOBBIX
IIPOTPaMMHBIX CPEJCTB.

4. CTpyKTypa u coJep:KaHue TUCHUTTIHHBI
4.1. CTpyKTypa AMCUMILIMHBI
OOmast TpyT0€MKOCTh MTUCIUILIMHBI COCTaBIIACT 2 3a4€THBIX eauHuI (72
aKaJCMHUCCKHX Yaca).

TpynoemMKocCTs,
Bun pabotet aKaJl. 4acoB
8 cemectp BCETO
O01as Tpy10eMKOCTh 72 72
KonTakTHas padora: 50 50
Jlexumm 22 22
Jlabopartopubie padboTs! (J1ad) 24 24
KonTakTHas pabora B meproja TEOPEeTUYECKOro 4 4

obyuenust (KoutTO) (TIposedenue mexyuux
KOHCYIbmMayul U UHOUBUOYANIbHAsL paboma co
cmyoenmamu)
IIpome:kyTouHasi aTTecTanus (3a4eT)
CamocrosiTesibHas padora: 22 22




- camonodeomogka (npopabomxa u
nosmopemnue Mamepuaid 3aHAmul, Y4eOHUKo8 u
Yuebnvix nocobuii); 10 10

- 10020MOBKA K 1aOOPAMOPHBLIM 3AHAMUIM, 12 12

4.2. PacnipenejieHue BHI0OB PadoThl MU HX TPYJA0EMKOCTH IO pa3jaeiam

AUCHUILIHHDBI
Buns yue6Holt paboTsl (B
Jacax)
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Tema 1. Ocnoswl bezonachocmu
Komnviomephwix cemeti. OCHOGHbBLE NOHAMUSL .
1. 2 1 | VcrHBIH ompoc 1o TeMe JIEKITHH
U MEPMUHONIO2US, YePO3bl, YA3EUMOCTU,
amaxu
Tema 2. Ocnosw bezonacrocmu
Komnvromepuulx cemeil. Hopmamusno- .
2. P P 2 1 | VcrHBIHR ompoc 10 TeMe JIEKIHH .

npasosoe obecneuenue UHpOPMayUoHHOU
beszonacrnocmu KC

Tema 3 Ocnosul 6e30nacnocmu
KomnviomepHuix cemeti. Knaccugurayus
3. | y2pos u yaseumocmeii, 6anxu yepos u 2 1 | VcrHBIR OMpoc 1O TEME JIEKINH
yaseumocmell, bBanx oannvix yepoz ®CTIK,
MITRE ATT&CK

Tema 4 Ocnoswr bezonachocmu
4, Komnviomepuwix cemeti. Cemegvle amaxi, 2 1 YCTHBIH OMPOC 10 TEME JIEKIHU
mooenw Cyber-Kill Chain

Tema 5 Cpeocmea obecneuenus .
VYCTHBIN ONPOC IO TeMe JIEKIHU

6e30nacHocmu KOMRbLIOMEPHBIX Cemell.
5. 2 2 1 | BeimonHeHHe IPaKTUYECKOTO

Qurempayus cemeso2o mpaguxa,

3aJaHusl

medrccemesvie Ikpanvl, NGFW

Tema 6 Cpeocmea obecneuenus

6e30nacHocmu KOMIbLIOMEPHBIX cemell. YCTHBIH OMPOC 10 TeMe JIEKIIUU
6. | Texnonozuu obnapysicenus cemesbix amax, 2 2 2 | BolnonHeHne MPakTHYECKOTO

cucmembl OOHAPYICEHUSL U 3aJlaHust

npedomepaueHusi MOPICEeHUL

Tema 7. Cpeocmea obecneuenus

6e30nacHocmu KOMIbLIOMEPHBIX Cemell. YCTHBIH OMPOC 10 TeMe JISKIIHU
7. TexHono2uu NOCMpOeHUs: 3aUUUeHHBIX 2 4 2 | BelmonHeHHE PAKTHYECKOTO

KAHAN08 C513U, CPedCmea NOCMPOeHUs. 3aJ1aHusl

BUPMYATbHBLIX 3AUWUUWEHHBIX cemell

Tema 8. Cpeocmea obecneuenus
0e30nacHocmu KOMNbIOMepPHbIX cemell.
8 Hrempymenmot 05 uccredosanus cemu, 2 4 3
' cHupgepvl u ckanepvl bezonachocmu,
UHCMPYMEHMbl MOHUMOPUHEA COCMOSIHUSL
cemu

YcTHBIH onpoc 10 TeMe JEKIUU
BrinosnHeHue npakTu4ecKkoro
3aJIaHus




Tema 9 Cpeocmea obecneuerus

v YcrHbIN OIIPpOC IO TEME JICKIIUN
beszonacnocmu KOMNbIOMeEpPHbIX cemeu. 2 4 2

9. BhINOIHEHHE TPAKTHYECKOTO
Ipeoomepawenue ymeuek ungopmayuu,
3aIaHus
DLP-cucmemw
Tema 10 Cpedocmesa obecneyenus
6e30nacHocmu KOMIbLIOMEPHBIX Cemell. .
< YCTHBIH OMPOC 10 TeMe JISKIHU
3awuma xoneunvix ycmpotiicme KC,
10. . . 2 4 4 | BhINOJHEHHE IPAKTHIECKOTO
mexnonozuu Endpoint Security, cucmemvl N
s3auumsl KoneyHvlx mouex (Endpoint
Protection Platform)
Tema 11. Coepementvie menoeHyuu 6
obecneuenuu 6e30nacHOCmu
KkomnviomepHuvlx cemeii OCHO8bI YCTHBIH OMPOC M0 TEME JIEKITUU
11. | mecmuposanus na nponuxnosenue, smanvl 2 4 4 | BoImoJHEHHE TPAKTHYECKOTO
npoGedeHUss meCmupo8aHusi Ha 3aaHus

npoHukHosenue, uncmpymernmol. XDR-
cucmembl

HTOrO:; 22 24 22

4.3.Conep:kanue pa3aejoB AUCHUIIIHHBI
Pa3znen 1 OcHOBBI 0€301aCHOCTH KOMIIBIOTEPHBIX ceTeil
Tema 1. OcHOBHBIE OHATHS U TEPMUHOJIOTUS, YTPO3bl, YI3BUMOCTH, aTaKU
Tema 2. HopmatuBHO-TIpaBoBOE oOecriedenne nadpopmarmonHoii 6e3onacaoctu KC
Tema 3. Knaccugukanus yrpo3 1 ysi3BUMocTel, 0aHKH YIpo3 U ysI3BUMOCTel. baHk TaHHBIX yrpo3
OCTIK, MITRE ATT&CK
Tema 4 Ceresie ataku, mozeiab Cyber-Kill Chain
Paznen 2 CpencrBa odecnieyeHusi 6€30MaCHOCTH KOMIBIOTEPHBIX ceTeil
Tema 5. GunbTpanus ceteBoro Tpaduka, MmexxcereBbie skpanbl, NGFW
Tema 6 CpenctBa obecrieueHust 6€30MaCHOCTH KOMIIBIOTEPHBIX ceTel. TeXHOIOrnr OOHApYyKEHHUS
CEeTEBbIX aTaK, CUCTEMbl OOHAPY)KEHUS U MIPEJOTBPALLICHHS BTOPKEHUN
Tema 7. CpencrBa obecrieueHus: 0€3011aCHOCTH KOMIIBIOTEPHBIX ceTell. TeXHOIIOTUH NOCTPOEHUs
3alUIIEHHBIX KAHAIOB CBSI3HU, CPEJCTBA MOCTPOSHHS BUPTYaAJIbHBIX 3aIMIIEHHBIX CeTeH
Tema 8. CpencrtBa obecrieueHusi 0€30MAaCHOCTU KOMIBIOTEpHBIX ceTeil. WHcTpyMeHTsl ams
UCCIIEIOBaHUsI CeTH, CHU(Qepbl M CKaHepbl 0€30MacCHOCTH, HHCTPYMEHTHI MOHHUTOPHHIA
COCTOSIHUSI CETU
Tema 9 CpenctBa obecriedeHns: 6€30MacCHOCTH KOMITbIOTEPHBIX ceTeil. [IpenoTBpaienue yreuek
uHpopmanuu, DLP-cuctemsl
Tema 10 CpeactBa obecrieueHusi 0€30MACHOCTH KOMIIBIOTEPHBIX CeTei. 3amuTa KOHEYHBIX
ycrpoiicte KC, texnonoruu Endpoint Security, cucremsl 3amuThl KoHeuHbIx Todek (Endpoint
Protection Platform)
Tema 11. CoBpeMeHHbIE TEHICHIMH B OOECHeueHUU OE30MACHOCTH KOMITBIOTEPHBIX CeTei
OCHOBBI TECTUpOBaHMsS Ha TPOHMKHOBEHHE, JTalbl MPOBEAECHUS TECTHUPOBAHUS Ha
IIPOHMKHOBEHNE, UHCTPYMEHTHI. XDR-crucremsl

Tembl ¥ IUIaHBI JTA00PATOPHBIX 3AHATHH
JlabopatopHoe 3ansaTue Nel (2 u.)
Tema. MexceTeBble SKpaHbI
Bormpocs! 1u1st 00cyxieHust:

OunbTpalys cereBoro Tpaduka, Mexcerenble 3kpanbl, NGFW

BO3MOKHOCTH MEXKCETEBOT0 IKpaHa, BCTPOEHHOI'O B ONEPAL[UOHHYIO CHCTEMY
Brutouenne MexxceTeBoi KkpaH Ha paboueil cTaHIun

bioxupoBaHue CETEBBIX PECYPCOB

OTKIII0YEHNE MEXKCETEBOTO IKpaHa.

abrwwdE




JlaboparopHnoe 3ansTue Ne2 ( 2 4.)
Tema. Cuctembl 0OHApY>KEHUS BTOP)KEHUM
Bonpocs! 11t 06cyxaenus:

1. TexHonoruu oOHApPYKEHHS CETEBBIX aTak,

2. Bunpl cucreM 0OHapyKEeHUS BTOP)KEHUH.

3. Hcnonp3oBaHHe CHCTEM IS IPEIOTBPAIICHUS BTOPKCHHIA.
JlaboparopHnoe 3ausTue Ne3-4 (4 u)
Tema. BupryasbHble 3alUIIEHHBIC CETH
Bompocs! qist 06cyxnenns:

1. TexHOJOTHM NOCTPOCHHUS 3allIUIICHHBIX KaHAIOB CBSI3H,

2. CpeacTBa MOCTPOCHHS BUPTYaJIbHBIX 3AIIUIIEHHBIX CETEH
JlaGopaTopHoe 3ansitue Ne5-6 (4 u)
Tema. CpenctBa oOecrneueHHs 0€30MaCHOCTH KOMIIBIOTEPHBIX ceTeil. MHCTpyMeHTHI ams
UCCIIC/IOBAHHUS CETH, CHU(QEpbl H CKaHephl 0E30MacCHOCTH, WHCTPYMEHTBHI MOHHUTOPHHTA
COCTOSIHUS CETH
Bompock! mist o0cykaeHus:

1. WHCTpYMEHTHI JUIsl HCCIIEIOBAHUS CETH

2. cauddepsr

3. ckaHepbl 6€30MacHOCTH

4. WHCTPYMEHTBHI MOHUTOPHHTA COCTOSTHHSI CETH
JlaGopaTopnoe 3ansaTue Ne7-8 (4 )
Tema. DLP-cuctembl. Cuctemsl 3anuThl KOHEUHBIX To4YeK (EPP-pemenms)
Bompocs! 1uist 06cyxnenus:

1. TlpenoTBpamicHue yreuek HHPOpPMaIIUH,

2. DLP-cucremsr

JlaGoparTopHoe 3ansitue Ne9-10 (4 1)
Tema. CpencrBa obecrieueHust 0€30MaCHOCTH KOMITBIOTEPHBIX CeTeH. 3aluTa KOHEUHBIX
ycrpoiicte KC, texnosnoruu Endpoint Security, cucremsr 3ammuThl koHeuHbIX TOuek (Endpoint
Protection Platform)
Bomnpocs! 11 o0cyxkaeHus:

1. cpenctBa obecnieueHusi 6€30MaCHOCTH KOMIBIOTEPHBIX CETEH.

2. 3ammTa KoHeuHbIX ycrpoicTt KC,

3. Ttexuonoruu Endpoint Security,

4. cucteMsbl 3amUThl KoHeUHBIX Touek (Endpoint Protection Platform)
JlaboparopHoe 3ausiTue Nell-12 (4 4)
Tema. CoBpeMeHHbIE TEH/IEHIIMH B 00ecTiedeHnH 0€30aCHOCTH KOMIBIOTEPHBIX CETeH. DTarnbl
IIPOBE/ICHUS TECTUPOBAHMS HA IPOHUKHOBEHME, HHCTpYMEHTBI. X DR -cuctembr THCTpyMEHTBI
TECTUPOBAHUS Ha IPOHUKHOBEHUE
Bompocs! 11t 06cyxnenus:

1. ocHOBBI TECTUPOBaHMS Ha IPOHUKHOBEHHE,

2. DTarbl MPOBEJCHUS TECTUPOBAHMS HA TIPOHUKHOBEHHE,

3. HMHCTPYMEHTHI.

4. XDR-cuctemsl

5. HHCTpyMeHTHI TECTUPOBaHMS HA IPOHUKHOBEHHE

5. Tembl AUCHUIIUHBI (MOAYJIs1) AJIsl CAMOCTOSITEILHOTO U3y4eHUsI
He npexycmoTrpeHnst
6. OOpa3oBare/ibHbIE TEXHOJIOTHHI

u/n HanmeHnoBanue pasaeia Buabl yueOnbIx 3ansaTuii | O0pasoBaTenbHbIE TEXHOJIOTHHI




Tema 1. Ocnoswl bezonachocmu

TpaguuuoHHas JEKUHMS B aynd. ¢

KomnwvlomepHuix cemeti. OcHogHbvle Jlexuust
MYJIbTEMEIHA IIPOEKTOPOM
1. |nowamusa u mepmunonocus, yepo3sul,
yA36UMOCIU, AMAKU [ToBTOpeHue MaTtepuana,
CamocTrosTenpHas padora
IOArOTOBKAa AOMAIIHETO 3aJaHus.
Tema 2. Ocnogvl 6e3onachocmu Jexums TpanuuuonHas Jekuus B aya. ¢
2 KomnvlomepHolx cemeii. Hopmamueno- MYJIbTUMCANA IIPOCKTOPOM
) npaesoeoe obecneyenue 6 HOBTOpeHI/Ie MaTepHaHa’
unopmayuonnoii bezonactocmu KC CamocrosiTenbHast padoTa TOATOTOBKA TOMAIIHETO 3a1aHHs
Tema 3 Ocnoswi bezonacHocmu T TpaguunoHHas JEKUHUS B ayld. ¢
" CKIIUA
KOMNbIOMEPHbIX cemell. ) I MYJIBTHMEHA IPOCKTOPOM
3 Knaccugpuxayus yepos u ysizeumocmetl,
. 6aHKu yepos u y}136uMocmeIZ, bank C 6 HOBTOpeHI/Ie MaTepI/Iaﬂa,
aMOCTOATCIIbHAA paooTa
oannuix yepos CTIK, MITRE p [IOArOTOBKA JOMAIIHETO 3a1aHHUS.
ATT&CK
TpanuuvoHHast JeKIuUs B ayid. ¢
Jlekuus
Tema 4 Ocnoswt bezonacrocmu MYJIbTUMEHA TIPOEKTOPOM
4, KomnvlomepHuvix cemeti. Cemegvie I
i i OBTOPCHUC Marepuajia
amaxu, modens Cyber-Kill Chain CamocTosTenbHas paboTa P Y >
IIOArOTOBKa AOMAIIIHET'O 3aJaHus.
TpagunuoHHas JIEeKIUSI B ayld. C
HCKHI/UI MpHﬂLTII/I_IMe na 11 OGI?I‘O OM 7
Tema 5 Cpeocmea obecneuernus Y 5 A P P
5 6e30nacHocmu KOMRbLIOMEPHBIX Cemell. Jla6opaTopHoe 3aHsTHE JlabopatopHoe 3aHATHE B
) Qurempayus cemeso2o mpaguxa, KOMITBIOTCPHOM KJIACCEC
meoccemesvie Ikpanvi, NGFW ToBTOpEHHUE Marepuana,
CamocrositenbHas pabora
IIOArOTOBKa AOMAIIIHETO 3aJaHus.
HCKHI/I?I Tpa,Z[I/II_[I/IOHHaH JICKIIuA B aynd. €
Tema 6 Cpeocmea obecneuenus MYJIbTUMEIHA IPOCKTOPOM
bezonacrnocmu KOMNnblOmMepPHblX cemeil. H 6 Ha60paTopHoe 3aHsITUE B
a00opPaTOPHOEC 3aHATHUC
6. Texnonozuu 0GHAPYICEHUsL CEMEBIX paTop KOMIIBIOTEPHOM KIIACCe
amaxk, cucmemvl 0OHAPYIHCEHUs U
npeoomepauyenus 8MopHceHull [ToBTOpEHME Mmarepuaia
P pay P CamocTrosrenbHas padora p p ’
IIOArOTOBKAa AOMAIITHET'O 3aJlaHU .
HGKIII/IE Tpa,Z[I/II_[I/IOHHaH JICKOIUA B ayHd. €
Tema 7. Cpeocmea obecneuenus MYJIbTHUMEINA IPOCKTOPOM
besonacnocmu komnvlomepnbix cemeii. | JJabopatopHoe 3ausitue 1 JlaGopatopHoe 3aHATHE B
1. |Texnonozuu nocmpoenus sauguujenivix JIaGopartopHoe 3aHsTHE 2 KOMITHFOTEPHOM KJIacce
KAHAN08 CB513U, CPeOCMBA NOCMPOECHUs
BUPMYATLHBIX 3AUUUIEHHBIX cemell [ToBTOpEHME MaTrcpHaia.
Py i CamocTtosarenbHas padora p p ’
IIOArOTOBKAa AOMAIITHET'O 3aJlaHU .
Tpa,Z[I/II_[I/IOHHaH JICKIIUA B ayHd. €
Jlekuus
Tema 8. Cpeocmea obecneuenus ) 0 MYJTBTHME/IHA IPOSKTOPOM
6e30nacHoCmu KOMRLIOMEPHBIX Cemell. a6 1 i
8 Hncmpymenmot OISl UCCACO0BANUSL a00PATOPHOC 3aHATUC a00paTOPHOC 3aHATHUC B
) cemu, chughgepwvi u ckanepol Ha60paTopHoe 3aHATHE 2 KOMIIBIOTCPHOM KJIaCCC
bezonacrHocmu, UHCMpymMeHnibl TToBTOpeHH e MaTepuara,
MOHUMOPUH2A COCMOAHUSA Cemu CamocTosiTenbHast pa60Ta
IOATrOTOBKA AOMAIITHET' O 3aJlaHU .
TpaguunoHHas JEKUMS B aynd. ¢
.HCKI_[I/UI MpJI);TIfIIMC,Z[I/Ia I OCI?T OpOM &
Tema 9 Cpeocmea obecneuenus 5 1 Y 6 P P
9 6e30nacHoCmu KOMNBIOMEPHLIX Cemeil. Jla OpaTOPHOC 3aHATHUC Jla OpaToOpHOC 3aHATHUC B
" |lIpedomspawenue ymeuex JlabopaTopHoe 3aHsATHE 2 KOMITBIOTEPHOM KJIacce
ungpopmayuu, DLP-cucmemul ToBTopeHHe Marepuana,
CamocrositenpHas pabora
IOArOTOBKA AOMAIITHET O 3aJlaHU .
Tema 10 Cpedcmea obecneyerus TpagumuoHHass JSKIMS B ayid. C
10. P Jlexmmst paji H ya

beszonacnocmu KOMNblomepHovlx cemeil.

MYJIbTUMEANA ITPOCKTOPOM




3awuma xoneunvix ycmpoticme KC,
mexnonozuu Endpoint Security,
cucmembl 3auunibl KOHEUHbIX MOYeK
(Endpoint Protection Platform)

JlaGopaTtopnoe 3ansiTue 1
JlaGopatopHoe 3aHsaTue 2

JlabopaTtopnoe 3aHATHE B
KOMITBIOTEPHOM KJIacce

CamocrosrenbHas padoTta

[ToBTOpeHue MaTepuaa,
MOATOTOBKA JIOMAIIHETO 3a/JaHuUs.

11.

Tema 11. Cospementvie menOeHyUl 8
obecneueHuu be30nacHocmu
KomnwvromepHuix cemeti OCHOBbI
mecmuposanus Ha NPOHUKHOBEHUe,
amansvl NPoGedeHUs MeCMUpOBaAnUs HA
npoHuKHogenue, uncmpymernmol. XDR-
cucmembl

Jlexuusa

TpaguunoHHas JEKUHUS B ayld. ¢
MYJIbTUMEINA IPOEKTOPOM

JlaGopaTtopHoe 3ansTue 1
JlaboparopHoe 3aHsiTHE 2

JlaboparopHoe 3aHATHE B
KOMIIBIOTEPHOM KJlacce

CamocrosrenbHas paboTta

[ToBTOpeHue MaTepuana,
MOATOTOBKA JIOMAIIIHETO 3a/JaHuUs.

7. OueHo4yHble cpeacTBa (MaTepHaJIbl)

yCIIeBAEMOCTH, NPOMEKYTOYHOM

AUCIMILINHE.

dopma KOHTPOJIS AJis OUHOM Gopmbl 00yUeHus — 3auem,

NS TEeKylero  KOHTPOJIs
arrecTalui  o0y4yamomuxcsi 1O

HpI/IMepH SaHaHI/Iﬁ AJI1 TCKYHICT'O KOHTPOJISL U TPOMEKYTOYHBIX 3aJaHuM 110 Pa3JIMIHBIM TEMAM:

IIpuMepHBbI NepeYeHb TeCTOBBIX 3a1aHM I

1. B xypHaine ayreHTH(QHUKAINNA OOHAPYKEHO HECKOIBKO 3aMMCEH HEYCHEIIHBIX MTOMBITOK
BOWTHU B cHCTEMY MO/ YUE€THBIMH 3alMCAMU MOJb30BaTeNell. Bo3aMoXxHO Oblia momnbITKa
noadopa naponeii. Kakoe cranmapTHoe CpeacTBO ClIEAYET UCIOIB30BATh IS
YMEHBILIEHUS PUCKA TAKOTO POJa aTak?

a) HCIOJb30BaTh CUCTEMY OOHAPYKEHUS BTOPKEHUM

0) mepeuMeHOBaTh YUETHYIO 3allUCh aJIMUHUCTPATOPA

B) BKJIIOYUTH OJIOKUPOBKY YUETHBIX 3aMUCEll PH ONpeIeIeHHOM KOJINYEeCTBE
HEYCIEUIHBIX MOMBITOK PETUCTPALIUN

I') MCIOJB30BaTh MYJIbTH(PAKTOPHYIO ayTEHTU(DHUKALHIO

2. Tlonmutuka Ge3omacHOCTH TpeOyeT COKpBITHS cxeMbl |IP-aapecannu, ucnoab3yeMoil Bo
BHYTpeHHEH ceTu. Kakas u3 nepednciIeHHbIX TEXHOJIOTMHI TO3BOJIUT PELINTh

IIOCTaBJIEHHYIO 3a/1a4y?

a) cucreMa oOHapyKEHUsI BTOPKEHUN

0) mnepcoHaTbHBIA MEKCETEBOM 3KpaH

B) TPAHCIISILIMS CETEBBIX aJPECOB

I) aHTHBUPYCHOE MPOrpaMMHOE O0eCIeueHNe

Kakoe u3 CpCACTB 3alllUThI UCITOJIB3YCTCA IJIA MOHUTOPUHI'A CETU B pCAJIbHOM BPEMCHHU C
LEJIBIO BBIABJICHUSA, IPEAOTBPALICHUA U 6J'IOKI/IpOBKI/I BpeI(OHOCHOfI aKTHUBHOCTH?

a) MEKCeTeBO aKpaH

0) cucTeMa aHaJIM3a 3allMIIeHHOCTH

B) cHCTeMa PeJOTBPAICHIs BTOPKEHUN
T') CpEICTBO aHTUBHUPYCHOM 3aIUATHI

Kak Ha3weIBaeTcs IMponeCC 3alMThI pECYPCOB CETU OT HCCAHKITHUOHUPOBAHHOI'O
HCIOJIb30BaHUA?



a) oxpaHa 00OpyJIOBaHUS CETU

0) 3ammura siapa 6€30MacHOCTH

B) KOHTPOJIb JOCTYIA

I) 3aluTa nepuMerpa 6€30nacHOCTH

5. Yro nyxHo caenatb Ha DHCP cepBepe 4ToObI HCKITFOUUTH BhIAady omnpesaeneHHoro [P
ajZipeca U3 CyLIECTBYIOIEro Juana3zoHa?

a) coszath auanasoH IP agpecos
06) co3math napamerp DHCP
B) co3nath uckimodenue s [P aapeca r) coznats o6macts DHCP

6. Kak naspiBaercs oobekt Active Directory, KoTopblii XpaHuT HH()OPMAIMIO 00 YYETHBIX
3aMuUCsX, OOIINX pecypcax, Moapa3aeIeHHsIX?

a) CEeTeBOM JOCTYI
0) mamka
B) KaTaJor
r) JIOMEH

7. Kaxo#i mpoTOKOJI HCIIOIBb3YyETCs st JOCTYyIa K ciyx0e karanoros Active Directory?

a) ShareDiscovery 6) ADSL
6) LDAP
B) ICMP

8. Kaxk Ha3bIBaeTCsI KOMITBIOTEP, 3aHUMATOIIHIICS 00CITY>)KUBAHUEM CETH, YIIPABICHUEM
nepegavell COoOIIeHN, U MPEAOCTABISAIONINI YAaTIeHHBIH JOCTYI K CBOUM pecypcam?

a) xab

0) pabouas craHIuUs
B) cepBep

r) XOCT

9. B kakom MeToe nepeiayu JaHHbIe ePEChUTAOTCS B IBYX HAIMPABICHUSIX
OJTHOBPEMEHHO?

a) CHUMIUIEKCHBIN
0) CHUHXPOHHBIN
B) JYIUIEKCHBIN
r) MOXYIYTUICKCHBIH

10. B xakom pexxume pyHkumonupoBanus |Psec mugpyercsa Bech ucxoausiii IP-naker, a
3aTeM OH BCTaBJISIETCS B TI0JI€ JAHHBIX HOBOTO TMakeTa?

a) CHHXPOHHOM
0) acMHXPOHHOM
B) TYHHEJIbHOM
I) TPaHCIOPTHOM

I[IpumepHBbIe BONPOCHI K 3a4eTy

1. Ilepexsar unpopmanuu B cetu. UHCcTpyMeHTH. CrIOCOOBI MPOTUBOAECHCTBUS ITEPEXBATY.



N

DOS-araku. Ocobennoctu peanmzanuu. Criocoos! npotuBoaeiicTeust DOS-arakam.

3. Ckanepnl 6e3omacHOCTH. CrTOCOOBI BBISBICHUS YSI3BUMOCTEH B MH()OPMAITHOHHBIX
CUCTEMAX.

4. Cuctembl oOHapyxeHHs BTOpKeHU. CHCTeMBbI IPEIOTBPAILIEHUS] BTOPKEHHUIA.
MeTouKH BBISIBIEHUS CETEBBIX aTak.

5. CereBble U XOCTOBBIE CHCTEMbI OOHAPYKEHUS U PEIOTBPAIICHUS BTOP>KEHU .
JlocToMHCTBA U HEJIOCTATKH.

6. Mexceresbie 3kpanbl. Kimaccuduxanus. BapuanTtsl pasmelieHrs MexXceTeBOro sKpaHa.

JlocToMHCTBA U HEJIOCTATKH.

JemunurapuzoBanHas 30Hbl. Haznauenue. CriocoObl BbIICTICHHUS.

8. Krnaccugukanus MeKCeTeBbIX IKPaHOB COTIACHO HOPMATHBHBIX JOKyMeHTOB PCTIOK
Poccuu. [IprmeHeHne MeKceTeBbIX SKPAaHOB Pa3IMYHbIX KJIACCOB.

9. Texnonorust VPN (Bupryanshbie yactable cetn). Haznauenue. JloctonHncTsa u

HepoctaTku. [lonarue cetu. TpeGoBaHusl, MpeabsBIsIEMbIC K CETH.

~

8. Cucrema olleHMBAHUA MJIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHusi
OI[EHKa «3a4YTEHO0>» BBICTABJISICTCA,

CTYJIEHTY TJyOOKO M MPOYHO YCBOMBIIEMY IIPOIPaMMHBIM MaTepual, HCUYEpIIbIBAIOLIE,
MOCJIEA0BATENBHO, TPAMOTHO M JIOTMYECKH CTPOMHO €T0 M3JIararlieMy, B OTBETE KOTOPOTO
YBSI3BIBAETCSl TEOPUS C MPAKTUKOM, OH ITOKa3bIBA€T 3HAKOMCTBO C JIMTEPATYpOM, MPaBUIILHO
00OCHOBBIBa€T M MCHOJb3YET pALUOHAIBHBIE U COBPEMEHHBIE CpEICTBA PELICHUS
HOCTaBJIEHHOW IIPOOJIEMBI.

CTYyIIEHTY, TBEPAO 3HAIOIIEMY MPOrpaMMHBIA MaTepual, I'PaMOTHO M II0 CYLIECTBY
M3JIararoleMy €ro, KOTOpbIi He JOIYCKAeT CYLIECTBEHHBIX HETOYHOCTEW B OTBETE HA BOIPOC,
IIPABWJIBHO IPUMEHSET TEOPETUYECKUE MOJIO0KEHUS IPU PELLIEHUH ITIOCTaBICHHOM 3a1a4u.
CTYJIEHTY, KOTOPBIM 3HAET TOJBKO OCHOBHOW HPOrpPAMMHBIM MaTepuall, HO HE YCBOMII
O0COOEHHOCTEH, J0NMycKaeT B OTBET€ HETOYHOCTH, HEKOPPEKTHO (OPMYJIMPYET OCHOBHBIE

3aKOHBI U [IPABUIIA, 3aTPYAHSAETCS B BBIIIOJHEHUN ITPAKTUYECKUX 3a]1a4.
OueHka «He 324TEHO» BBICTABJISAETCA CTYJIEHTY, KOTOPBIM HE 3HAeT 3HAYUTEIBHOW YacTH
IpOrpaMMHOI0 MaTepHasa, JONMYyCKaeT B OTBETE CYIIECTBEHHbIE OIIMOKH, C 3aTPyIHEHHSIMHU

BBITTIOJIHACT MPAKTUYCCKUEC 3aJaHUA

3a oxqny padoty Bcero
Dopma KoHTPO.IH MuH. Makec. MuH. Makc.
0aJL10B 0aJL10B 0aJL10B 0aJL10B

Tekyumii KOHTPOJIb:
AKTHBHas paboTa Ha 3aHITUN 0,5 1 8 16
IloaroToBka K 3aHITHIO, BEIIIOJHEHHE JOMAIITHETO 05 1 8 16
3aJaHU
BBINOJHEHUE NPAKTUYECKUX 3aJaHUM 110 TEMaM 3 5 27 45
[TpomexxyToyHas arTecTanys (3a4er) 10 23 10 23
HToro 3a cemectp 53 100

9. YuebOHo-MeTOAMYECKOE U HH(POPMAIIMOHHOE O0ecTeYeHUue TUCHUUTIIMHBI

9.1. OcHoBHasi IUTEpaATypAa
a) OCHOBHAsI JINTEparypa:

1. Ceru u TeNEeKOMMYHHKAIIUK : Y9€OHUK U mpakTukyM 1 By3oB / K. E. Camyiinos [u np.] ;
non penakuueii K. E. Camyiinosa, U. A. [llanumosa, J1. C. Kyns6oBa. — Mocksa :




N

10.

11.

12.
13.
14.
15.

1.

WznatenbctBo FOpaiit, 2022. — 363 ¢. — (Bricmiee obpazoBanue). — ISBN 978-5-534-
00949-1.[Dnekrponuslii pecypc]: — Pesxkum mocrtyma: https://urait.ru/bcode/489201.
Huorenec, FO. KubepbezonacHocTh. cTparerus arak u o6opons / FO. [luorenec, 3. O3kaiis
nepeBo ¢ anrmiickoro 1. A. benmukoBa. — Mocksa : [IMK Ilpecc, 2020. — 326 ¢. —
ISBN 978-5-97060-709-1. [OnekTponHbIii pecypc]: — Pexxum nocryma:
https://e.lanbook.com/book/131717.

Jloxuukos I1.C. Obecnieuenne 6€30MaCHOCTH CETEBON HHPPACTPYKTYPHI HA OCHOBE
OTepalMoOHHBIX cucteM Microsoft : mpaktukym / Jlosxkaukos I1.C., Muxaitnos E.M.. —
Mocksa : Untepner-Yuusepcuret Mudopmarnmonnsix Texnonoruit (MHTYUT), Aii [Tu Ap
Menua, 2020. — 263 ¢. — ISBN 978-5-4497-0666-9. — Texkcr : anexrponHslii // LudpoBoi
obpazoBarenbhbiii pecypc [IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/97553.html

9.2.JlonoJIHUTEIbHAS JINTEpPaTypa

B.T'. Onudep, H. A. Onudep. CereBbie onepanmoOHHbIE CUCTEMBL. — YU4€OHHK JIJIsI BY30B
2-¢ uza, CII6.: [Tutep, 2012. —672 c: u.

Tanenbaym Duapro C. CoBpeMeHHBIE OTIepaiuoHHbIe CUCTeMBI. 3-¢ u3a. 2012 rox, 1120c¢
MapipyTtu3zaius B KOMIOBIOTEPHBIX CETAX : y4eOHO-METOANYECKOE MOCOOUe / COCTaBUTENN
I'. B. A6pamog [u ap.]. — Boporex : BI'Y, 2017. — 27 ¢.[DneKTpoHHBIH pecypc]: —
Pesxxum noctyna: https://e.lanbook.com/book/154773.

9.3.IlporpammHoe odecneyeHne

Microsoft Office 2010 Russian Academic OPEN 1 License (Geccpounasi), (iurieH3us
49512935);

Microsift Sys Ctr Standard Sngl License/Software Assurance Pack Academic License 2 PROC
(6eccpounas), (muuensus 60465661)

Microsoft Win Home Basic 7 Russian Academic OPEN (6eccpounas), (nmumensus 61031351),
Microsoft Office 2010 Russian Academic OPEN, (6eccpounas) (nurensust 61031351),
Microsoft Windows Proffesional 8 Russian Upgrade Academic OPEN (6eccpounas),
(mumensus 61031351),

Microsoft Internet Security&Accel Server Standart Ed 2006 English Academic OPEN,
(6eccpounas), (murensus 41684549),

Microsoft Office Professional Plus 2010 Russian Academic OPEN, (6eccpounast), (JuieH3us
60939880),

Microsoft Windows Server CAL 2008 Russian Academic OPEN, (6eccpounast), (umeH3us
60939880),

Kaspersky Endpoint Security ans 6usneca - Pacuupennsiii Russian Edition. 1000-1499 Node
2 year Educational Renewal License (mumensust 2022-190513-020932-503-526), cpok
nonb3oBanus ¢ 2019-05-13 o 2021-04-13

ABBYYFineReader 11 Professional Edition, (6eccpounas), (muuensuss AF11-2S1P01-
102/AD),

Microsoft Windows Pro 64bit DOEM, (6eccpounas), koHtpakt Ne 6-OAD®D2014 ot
05.08.2014

Huctpudyrussr Ubuntu GNU/Linux, Debian GNU/Linux

«Antumiaruat. BY3». Jluniensuonnsiii gorosop Nel94 ot 22.03. 2018 rona;
VYyebHOo-MeTonndeckuil komrieke «MHpopmannonnas 6e30macHOCTb» Ha 20 yueOHBIX MECT;
YueOHO-MeTOANYEeCKH KOMITIEKC «be30macHOCTh TEIEeKOMMYHHUKAITMOHHBIX cucTeM» Ha 20
y4eOHBIX MeCT.

9.4.1Ipodeccuonanbubie 6a3bl JAHHBIX U MH(OPMALMOHHbIE CIIPABOYHbIE

CHCTEMBI COBPEMCHHBIX I/IH(l)OpMaIIl/IOHHI)IX TEXHOJIOT UM
WNndpopmannonnas cucrema «EanHoe okHO A0cTyna K 00pa3oBaTesbHBIM pecypcam. Pasaen


https://urait.ru/bcode/489201
http://www.piter.com/publish/authors/20865/0/

HNudopmaruka u nndopmarronssie Texuonorum» (https://habr.com/)
2. Kpynseitmmii BeOG-cepBuc s xoctuHra IT-MpOeKTOB M MX COBMECTHOW pa3pabOTKH-

(https://github.com/)

3. baza xuur u nyonukaiuii DaekTponnoi oubimorekn "Hayka u Texauka" (http://www.n-t.ru)

4. EnmuHoe OKHO JocTynma K oOpasoBarenbHbIM pecypcam. Pasgen Wudopmaruka u
uHpopmarnmonnsie Texnonoruu (http://window.edu.ru/catalog/?p rubr=2.2.75.6)

5. Dnekrponnas 6ubnuoreunas cucreMa ZNANIUM.COM (http://znanium.com/)

6. Iludpomas KoOJUIEKIUS SICKTPOHHBIX BEPCHM WU3NaHWUK (Y4eOHHKH, Yy4eOHBIC MOCOOUS,
yu4e0OHO-METOIUYECKUE JOKYMEHTBhI, MOHOTpauH) MO SKOHOMHYECKHM, €CTECTBEHHBIM,
TEXHUYECKUM U TYMaHUTAPHBIM HayKaM, CTPYHNIUPOBAHHBIX MO TEMAaTHYECKUM U EIEBBIM
MpU3HAKAM.

7. DnextpoHHass Oubmmoreunas cucrema «BOOK.ru»  um3matensctBa «KHOPyc wmemmay
(https://www.book.ru/)

8. HutepHer-yHHBEepCHTET HH(DOPMAIIMOHHBIX TEXHOIOTHHE (Www.intuit.ru)

9. Omunaiin cpena pazpa®oTku npuioxenuit (ideone.com)

10. XKypnan «KommbsroreplIpecce» (www.compress.ru)

11. UznatenscTBO «OTKPBITHIE CUCTEMBDY (WWW.0Sp.I1)

12. I3nanue o BBICOKMX TEXHOJOTHIX (WWW.CNnews.ru)

13. CnpaBouno-npaBosas cucrema «Koncymsrant ITmocx» (http://www.consultant.ru)
14. Dnexrponnas oubmuoreunas cucrema eLIBRARY.RU (http://www.elibrary.ru)

15. DnekTponnas 6ubmuoreunas cucrema IPRbooks (http://www.iprbookshop.ru)
16. DnexktpoHHass OmbOnMoTeyHast cucreMa HamuoHambHas dJEKTpoHHAs  OuOIMOTEeKa

(https://H36.pd)
17. Dnextponnas 6ubnuoreunas cuctema FOpaiir (http://www.biblio-online.ru)
10.006ecnieuenue o0pa3oBaTeJbLHOr0 Mpouecca AJs JUI ¢ OrPAaHUYEeHHBIMHU

BO3MOKHOCTHAMH 310POBbA H HHBAJIUI0B

VYueOHple © y4eOHO-METOAMYECKHE MaTepHalibl Ui  CaMOCTOATEIbHOH paboThI
00y4aromuXxcsl U3 YMClia HHBAJIUAOB U JIUI] C OTPAHUYEHHBIMU BO3MOXKHOCTAMU 3710poBbs (OB3)
IPEOCTABISAIOTCS B (pOpMax, aJanTUPOBAHHBIX K OIPAaHUUYEHHSIM UX 3/I0POBbS M BOCHPUSATHUS
UHpOpMaLUu:

/lna caenvix u cnabosuosawgux:

- JeKIMH O(OPMIISIIOTCA B BHJE BJIEKTPOHHOI'O JIOKYMEHTA, JIOCTYIHOTO C ITOMOIIBIO
KOMIIBIOTEpA CO CTIELUAIN3UPOBAHHBIM NIPOTPAMMHBIM 00ECIIEUEHUEM;

- IHMCHMEHHBIE 3aJaHMs BBIIOJHAIOTCA Ha KOMIIBIOTEPE CO CHENHMATU3UPOBAHHBIM
POrpaMMHBIM 00€CTI€YeHUEM, UITU MOTYT ObITh 3aMEHEHBI YCTHBIM OTBETOM,;

- o0ecrnieunBaeTcs MHIMBUAYAIbHOE paBHOMEpHOE ocBellenue He meree 300 Jrokc;

- JUIs BBIIOJHEHWS 3a/JaHusi NpU HEOOXOIMMOCTH NPENOCTaBISETCS YBEIMYMBAIOIIEe
YCTPOMCTBO; BO3MOXKHO TakXe HCIOJIb30BaHME COOCTBEHHBIX YBEIMUYUBAIOIINX
YCTPOMCTB;

- NIUCbMEHHBIE 3aJ]aHNs O(POPMIIIOTCS YBETUUYEHHBIM IIPHUPTOM;

- 9K3aMeH U 3a4€T MPOBOAATCS B YCTHON (pOpME WIIM BBIMIOJIHAIOTCS B MUCbMEHHON opme
Ha KOMIIBIOTEPE.

Jna enyxux u cnadocavimauiux:

- JeKIMH OQOPMISAIOTCS B BHUAE JJIEKTPOHHOIO JOKYMEHTa, JMOO NpeaoCTaBIseTCs
3BYKOYCUJIMBAIOIIAs anmnapaTypa HHAWBUIYaJIbHOTO MOIb30BaHMUS;

- NUCHMEHHBIE 33JJaHUS BBIIOJIHAIOTCS Ha KOMITBIOTEPE B MUCbMEHHOMN (hopMe;

- 9K3aMeH U 3a4€T MpPOBOJAATCS B MHUCbMEHHOM (opMe Ha KOMIBIOTEPE; BO3MOMKHO
npoBesieHue B (hopMe TeCTUPOBAHMUS.

Jna nuy ¢ napywienuamu OnOPHO-06U2AMENbHOZ0 annapama:

- JeKuuu O(OPMIISIIOTCA B BHJE BIIEKTPOHHOI'O JIOKYMEHTA, JIOCTYIIHOTO C IOMOIIBIO
KOMIIBIOTEpA CO CTIELHUaIN3UPOBAHHBIM IPOTPAMMHBIM O00ECTIeUeHUEM;

- NHMCHbMEHHBIE 3aJaHHs BBINOJHAIOTCA Ha KOMIIBIOTEPE CO CHENUAIN3HPOBAHHBIM


http://www.consultant.ru/
http://www.elibrary.ru)/
http://www.iprbookshop.ru/
https://нэб.рф/
http://www.biblio-online.ru/

MPOrPaMMHBIM 00€CTICYCHUEM;

- DK3aMeH W 3a4€T MPOBOJASATCS B YCTHOH (hopMe MM BBHIIIOIHSAIOTCS B MIUCBMEHHOM (opme

Ha KOMITBIOTEPE.

[Tpu HEOOXOMUMOCTH TIPEyCMaTPUBACTCS YBEITUYCHUE BPEMECHHU ISl TIOATOTOBKH OTBETA.

[Ipouenypa  mpoBeneHHUS  MPOMEKYTOUHOW  arTecTamuud  JUIS  OOydYaromuXxcs
YCTaHABIMBACTCSI C Y4Y6TOM WX HMHIUBHIYaJbHBIX ICUXO(PHU3HUECKUX OCOOCHHOCTEH.
[TpomexxyTodHAs aTTeCTAIMS MOXKET IPOBOIUTHCS B HECKOJIBKO ITAIOB.

[Tpu npoBeneHNH NPOIEAYPHl OICHUBAHUSI PE3YJIBTATOB OOYYCHHUsS MPELyCMaTPUBACTCS
UCIIONB30BAaHUE TEXHUYECKUX CPEACTB, HEOOXOIMMBIX B CBSI3U C WHIUBUAYAIBHBIMHU
0COOCHHOCTSIMHU 00YUAIOIIUXCS. DTH CPEACTBA MOTYT OBITh ITPEIOCTABICHBI YHUBEPCUTETOM, UITH
MOTYT HCIOJIb30BaThCsl COOCTBEHHBIE TEXHUUECKHE CPEIICTRA.

[lpoBeneHre mpoUEAYpPbl OICHWUBAHHUS  PE3yIbTarToB  OOYYEHHs JIOIyCKAaeTcs ¢
WCIIOJBb30BAaHUEM JTUCTAHIIMOHHBIX 00PAa30BaTEIBHBIX TEXHOIOTHH.

ObecneunBaeTcs A0CTYN K MH(GOPMAIMOHHBIM U OMOIMOrpau4eckuM pecypcaMm B CETH
WutepHer Uil Kaxkaoro oOydarouierocs B (opMmax, aJalTHPOBAHHBIX K OIpAaHHMYEHHSM HX
3JI0POBBSI ¥ BOCTIPUATHS HH(POPMALIUH:

/lna cnenvix u crabosuonawux:

- B IeYaTHON (opMe YBEIIMUCHHBIM HIPUPTOM;
- B (hopMe 3JIEKTPOHHOTO JOKYMEHTA;

- B (hopme ayanodaiina.

Hna enyxux u chadocnviumaniux:

- B Me4aTHOU (hopme;

- B (hopMe 3JEKTPOHHOTO JOKYMEHTA.

Jna odyuarowguxca c napywieHuAMU ONOPHO-08UZAMENILHO20 ANNAPAMA:
- B IEYaTHOH opme;

- B (hopMe 3JIEKTPOHHOTO JOKYMEHTA;

- B popme ayaunodaiina.

Y4eOHble ayAUTOPHUH ISl BCEX BUIOB KOHTAKTHOM M CAaMOCTOSATEIbHON pabOThl, HAyyHAas
O0uOIMOTEeKa W MHBIE NMOMEUICHUs NIl O0y4YeHHs! OCHAIIEHbI CIelHaIbHbIM 000pY/JI0BaHUEM U
yu4eOHBIMU MECTaMH C TEXHHUECKUMHU CPEJICTBAMU OOyUEHUS:
0J15 C/IeNBIX U C1AD0BUOAUUX:

- aBTOMaTH3UPOBAHHBIM pab0OYMM MECTOM JUJIs JIFOJIeH C HapyIIEHUEM 3PEHHUS,

- IpU HEOOXOJUMOCTH OOYYAIOIIMMCSI TPEAOCTABIISACTCS YBEIIMUMBAIOIIEE YCTPOMCTRBO,
JIOTTYCKAeTCs UCTOIb30BAaHUE YBEIHMUMBAIOIINX YCTPOUCTB, UMEIOMINXCS Y 00yJaromuXxCs;

01 27IYXUX U C1A0OCbIUauiUX:

- aBTOMATU3UPOBAHHBIM pPAbOYMM MECTOM JJsi JIOJed C HapylIeHHeM cliyXxa |
¢J1a00CIIBIIAIINX;

- AKyCTHMYECKUH YCUIIUTEb U KOJIOHKH;
0J151 00yUaAOWUXCA C HAPYUIEHUAMU ONOPHO-08UZAMEILHO20 Annapama:

- IEPEIBIKHBIMHE, PETYIUPYEMbIMH dproHOMHYeckuMu napramu CU-1,

- KOMIIBIOTEPHON TEXHUKOW CO CIEIUaIbHBIM IPOrPaMMHBIM 00ECTICUCHHEM.

11. MaTrepuajJbHO-TEXHUYECKOE O0ecneyeHue TUCHUIIMHBI (MOTYJIS)

Jns mpernofaBaHusT M W3YYCHUS JAUCHUIUIMHBI HCIIOJB3YeTCS JEKIMOHHAS ayIuTOpHs,
obecrnieueHHass MyJIbTUMEINA MPOSKTOPOM U COMYTCTBYIOIIUM 000pyI0BaHUEM, HHTEPAKTUBHOM
nockoi. Mcnonpiytorcs YMK aucuuninunsl (Ha OyMa)KHOM U AJIEKTPOHHOM HOCHUTENSIX), (GOHIT
HAay4dHOW OMOJMOTEKH YHUBEPCUTETA, METOJMYECKHE M YYEOHO-METOIUYECKHUE MaTepHaIbl
kadenpsl ”HGOPMATHKH.

K paboueit npocpamme npunazaromces:



IMpuaoxenne 1 — PoHA OUECHOYHBIX CPEACTB MJIA MPOBEIACHUS aTTECTAllMU YPOBHS
c(hOpPMUPOBAHHOCTH KOMITETEHITUI 00yJarOMMXCs IO TUCIUILINHE (MOIYITIO);

Ipunoxenne 2 — Meroauueckue ykazaHus Aid OOyYarOUUXCsl IO OCBOCHHUIO
JUCUHUILTUHBI (MOYJIs).





