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1. ean u 3aaa494 JMCIUTLTHHBI

Heab AMCUUNIMHBI
LensmMu ocBoeHus aucuuIuiuHbl AHanu3 ys3Bumoctedd 11O sBnsercs dopmupoBanue

npoeCCHOHATIBHBIX KOMIIETEHIIMHA OyAyIIuX CHEeNHaINCTOB B 001acTH MH(POPMALMOHHON
Oe3omacHOCTH, (OPMUPOBAHHE Yy CTYJCHTOB CHCTEMHOIO M AaHAJIMTUYECKOTO MBIIIICHHUS,
U3y4CHUE OCHOBHBIX BHIOB YS3BHMOCTEH NPOrpaMMHOTO OOECIICUeHHs, OCBOCHHE OCHOBHBIX
METOJIOB U CPEJICTB aHAIN3a M YCTPAHEHUS YS3BUMOCTEH POTPAMMHBIX PeaTH3aluil.

3anaqn JUCHUITIJIMHBI

OCHOBHBIMU 337Ja4aMU U3YYEHUS JUCIHUILTUHBI IBISIOTCA:

e (QopmMupoBaHHE HABBIKOB JKCIEPTHU3bl KayecTBa M HAJACKHOCTU peallu3aiuid
MPOrPaMMHBIX U MPOrPAMMHO-AIIAPATHBIX CPEACTB oOecriedeHrs HH(HOPMATMOHHON
0€30I1aCHOCTH;

e (QopmupoBaHHE HABBIKOB aHAJIM3a MPOTPAMMHBIX peall3aluid HA MPEAMET HaTH4us
ySI3BUMOCTEH;

® PA3BUTUC HABBIKOB OpraHMU3allun aHTI/IBI/IpyCHOﬁ 3alllNUThI.

2. MecTo JTUCHMILUIMHBI B CTPYKTYpe 00pa30BaTeibHO MPOrpaMMbl

Jucuunnuna «Ananu3 ysasBumocteid [10» otHocutes k oOsizarensHOU yactu brmoka 1
Hucturnmunel (Mmonynu) (b1.B.J1B.05.01) noaAroTroBku CTyAEHTOB 10 HAMPABICHUIO MOATOTOBKU
6akanaBpoB 10.03.01 MudpopmanmonHast 6€301acHOCTb.

[IpepekBU3UTHI AUCUUILIAHBL:

W3ydyenne naHHOW JOUCHUIUIMHBI Oa3upyeTcs Ha 3HAHUU CJICAYIOIIMX JUCIHILINH:
OrnepalliOHHBIE CHCTEMBI, be30MmacHOCTh ONEpaIMOHHBIX CHCTEM, be3omacHocTh cucrteM 0Oa3
naHHbIX, beszonmacHocts Web-npunoxkenuit, Pa3paboTka W dKCIUTyaTanusl 3allUIICHHBIX
aBTOMAaTU3UPOBAHHBIX cucTeM, [Ipukiagnas kpunrtorpadus, 3aniura IepCOHAIbHBIX JTaHHBIX B
OpraHu3aIuu.

HOCTpeKBI/BI/ITLI JAUCIUITIIINHBI:

OCHOBHbBIE TIOJIOKEHUS JAaHHOW JUCIMIUIMHBI BBICTYNAIOT ONOPOM ISl AMCUMILINH:
AJIMUHHCTpUpPOBAaHHE U OOCIyXXHMBaHHE KOMIIBIOTEPHBIX ceTeil, MeTtoasl M  cpeacTBa
KpunTorpaduueckoil 3amuTel HHGOpMaMK, AUCUUILUINH 110 BHIOOPY, IPU3BaHbl OATOTOBUTH K
POXOXKJICHUIO YUeOHOM U POM3BOJICTBEHHOM MPAKTHUK, K HAYYHO-HCCIIEeI0BATENbCKON padoTe.

3. ®opMupyeMble KOMIIETEHUMH MW HMHAMKATOPbI HX JOCTH:KEHUSI 10

AUCHUIIJIMHE
Kon Conep:xaHue Koa n HauMeHoOBaHNe HHIUKATOPA JOCTHKEHHS
KOMIIeTeHMH KOMIIeTeHHH KOMIETeHLM I
Criocoben npoBoauth | [IKC-1.1 - 3Haet xpurepun oneHkH 3(P(HEKTUBHOCTH U
dbopmanmzanuio HAJIKHOCTH CPEJICTB 3aIUThI TPOTPAMMHOTO
MpeaMETHOW o0ilacTh ¢ | 0OecTeueHns aBTOMATH3UPOBAHHBIX CUCTEM;
LEJIBIO cozpanus | [IKC-1.2 - YmMeeT onpenensts napaMeTpbl HACTPOHKHU
I[IKC-1 MH(pOPMAITMOHHOM MIPOrPaMMHOTO 00ECTIEYEeHNSI CUCTEMBI 3aIUThI
CHCTEMBI B chepe | nHPOpPMAIINY ABTOMATH3UPOBAHHON CHCTEMBI,
npodeccnoHaIbHON [1IK-1.3 — Biiageer HaBBIKaMH OIpEJENICHHUS apaMeTpoB
JeSITeIIbHOCTH HAaCTPOHKM  MPOrpaMMHOIO  OOECHEYEHHs]  CHCTEMBbI
3alUThl THPOPMAIH aBTOMATH3UPOBAHHOW CUCTEMBI;
Crniocoben pemars 3anaun | [IKC-2.1 - 3HaeT OCHOBHBIE MEPBI IO 3aIIUTE
TKC-2 npodeccnoHaIbHON nHGOPMALIUK B aBTOMATH3UPOBAHHBIX CHUCTEMAX;
nesitenbHoctd ¢ yueroM | IIKC-2.2 - YmeeT perucTpupoBath 1 aHAIU3UPOBATh
TEKYIIEro COCTOSIHUSI M | COOBITHSI, CBSI3aHHBIE C 3alUTOH HHPOPMAIIH B




TEeHJEHIUN pasBUTHS
MH(OPMAITMOHHBIX
TEXHOJIOTHUH, CpencCTB
TEXHUUYECKOU 3aIUTHI
nHpopmaruu, ceTei U
cucTeM nepenayn
HHPOPMALIUH

ABTOMATHU3HPOBAHHBIX CUCTEMaX. Y MEET PETUCTPUPOBATH
Y aHAJIM3UPOBATH COOBITHS, CBSI3aHHBIE C 3AITUTON
rH(pOpPMaITUU B aBTOMATH3UPOBAHHBIX CUCTEMAX;
[IKC-2.3 - BnageeT HaBbIKAMHU HCIIOJIB30BAHUS TUIIOBBIX
MIPOTPaMMHBIX CPEACTBA PE3EPBUPOBAHUS U
BOCCTaHOBJICHUS! HH(OPMALIUY B aBTOMATU3UPOBAaHHbIX
CUCTEMAX.

4. CTpyKTypa M coJep:KaHue JUCHUNIUHBI (MOTYJISA)
4.1. CTpyKkTypa IHCHHUILJIMHBI (MOLYJISA)
OO0mias TpyI0EeMKOCTh TUCIUIUTHHBI (MOYJIsA) cocTaBisieT 3 3aueTHble enunuil (108

aKaJeMUYCCKUX YaCOB).

TpynoemMKocCTs,
Bz paboTt aKaJl. 4acoB
CeMecTp
BCETO
7
Oo0mas TPyA10eMKOCTh 108 108
KonrakTHas padora: 58 58
Jlexrmu (JIek) 24 24
Jlabopatopusie pabotsi (J1a0) 30 30
KonraktHas padorta B nepuoj reoperndeckoro ooyuenus (KoutTO)
(IIposedenue mexkywux KOHCy1bmayuti U UHOUBUOYAIbHAsL paboma co 4 4
cmyoenmamiul)
KonrakTtHas pabota B nepuo npomexxyrounoit arrectanuu (KontllA) 0
[TpomexxyTouHas aTTecTanus — 3a4eT 0
CamocroniTejibHasi padoTa: 50 50
- CaMOCmosmenbHoe u3yyeHue pasoenos (nepeduciums); 0 0
- CAMON0020MosKa (Npopabomka u no8MopeHue 1eKYUOHHO20 14 14
Mamepuana, Mamepuaia y4eOHuKos u yuebnvix nocooutl);
- 10020MOBKA K 1AOOPAMOPHLIM 3AHSMUSM, 30 30
- N0020MOBKA K KOJLIOKBUYMAM, 2 2
- 10020MOBKA K NPOMENHCYMOUHOU ammecmayuy u m.n.) 4 4

4.2.Pacnipenesienne BUAOB PadoThbl M WX TPYAOEMKOCTH 10 pa3zjaesiam

TUCHMILUTHHBI (MOYJIs1)

Buner yaebHoM paboTh (B
gacax)
KOHTaKTHas =
DOpMBI TEKYILETO KOHTPOJIS
No Pasgen nucuuruinael/ ° o i P ym P o
Q 2 = | YCIEBaeMOCTH, IPOMEKYTOUHOM
1/ TEeMBI > 2 g =
= = o x| ax|l & o aTTeCTaIlu
5| E|2E £E s
g S| =5 5558
= 5y = T o Tl &
[ = 2 3 o3 =
[&] < M O [<g] =]
o < @)
= S
1 Tema 1. IIpenmoceuiku BHEAPEHUS 4 0 2 4 VY CTHBIH OIIPOC IO TEME JIEKLIUH.
' IIPOTrPaAaMMHBIX 3aKJIaJI0K [IpoBepka nomaliHero 3agaHusl.
VYCTHBIN ONpoc MO TEME JTEKIUH.
2. Tema 2. DBosIOLUS yIPO3. 4 0 4 10 p !
7 IIpoBepka joOMamHero 3aJjaHusl.
Y CTHBII OIPOC 110 TEME JIEKIMH.
3. Tema 3. OCHOBHBIE YSI3BUMOCTH 4 0 8 10 p !
IIpoBepka nomaliHero 3afaHusl.
4. Tewma 4. [leneBbie aTaku 6 0 8 10
5. Tema 5. Ataku (UHAHCOBBIX O0BEKTOB 6 0 8 10




KOJLLOKGUYMbL 2 | CobecenoBanue
3ayem 4 | Yemuoui 3auem (no ounemam)
UTOTO: 68 24 30 | 50

4.3. Coneprxkanue pa3iesioB AUCHUTLTHHBI

Tema 1. IlpeanocblIKy BHeAPeHUsI IPOrPAMMHBIX 3aKJIA0K

VYTBepkaeHHe O 3aIIMIICHHOCTH B paMKaxX CyOBbEKTHO-OPUEHTHUPOBAHHOW MOJEIH KOMIBIOTEPHOMN
CUCTeMbI. YCJOBUS IJii BHEAPEHUS MPOrpaMMHOMN 3akianku. DakTopbl, MeEIIArome IO0O0UTHCS
a0COJIIOTHOM 3aIUIIEHHOCTH KOMIIBIOTEPHON CUCTEMBI B peanibHOCTU. [loHaTue skcroiita. [Ipumep
JKCIUIOWTa: ysa3uMocTh cepBuca RPC. ['pynnbel THUNWYHBIX ySI3BUMOCTEH IPOrpaMMHOTO
obecrnieuenus. Ilepemonnenue Oydepos. Ilepemonnenne Oydepa B creke. [Ipocteiimmii mpumep
nepernoyiHeHus: Oydepa. CrienmanbHble BCTPOSHHBIC CPEACTBA 3allUTHI OT TiepernoiHeHus 0ydepos B
COBPEMEHHBIX Cpejlax mporpaMmMupoBanus. Security cookie. [Tepenonnenne Oydepa B kyue. [Ipumep
nepenoiHenus Oydepa B kyde. Hanbonee m3BecTHbIC ySA3BHMOCTH, CBSI3aHHBIE C IEPETOIHEHHEM
O0ydepos. DEP. Henocratrku DEP. ASLR. OrtcyrcTBue HEOOXOIMMBIX IPOBEPOK, BBEICHHBIX
JaHHbIX. OkcmmodT GetAdmin. Oxcrodt %00. Dxcruontel Internet Explorer 1 MSOffice XP.
HekoppekTHsblii koHTeKkcT Oe3omacHocTH. JkcmimoT AdminTrap. CuctemHble okHa Ha pabodem
crosie mojb3oBarens. Ycrapesime ¢(yukiun. Jkcmioit NetDDE. WMF Exploit (MS06-001).
Jpyrue ya3BUMOCTH. Y SI3BUMOCTb program.exe.

Tema 2. IBoJIo1Us YTPO3

Bupycel. Uepsu. Khobe (0o0xon antuBupycHoit 3amutsl). DoS-artaku. MAC-flooding. USB-dmaiu
ataka. Phishing. [Tonmena cy6nomena DNS. Cokpamienus HazBanuii cyogomenoB DNS. TposHckwmii
koHb. SPAM. Scam. Instant Messaging.

Tema 3. OcHOBHBIE YA3BUMOCTH

Badware. Ataka uepe3 mpoxcu-cepBepsl. Potentially Unwanted Program (PUP - morenumanbHO
He)XenaTenbHas nporpamMma). Ataku yepe3 WEB-cepBepsl. Path Traversal (slash-ataku). Spyware.
Ataku nyneBoro mus. Adware (Madware) u Grayware. Bsmommmuk maposei. Dialer. Browser
Hijackers. Bot-xkoasr. Ransomware, Scareware u Rouge Security (rogueware). Rootkit. Crimeware.
Cross-Site Scripting (CSS). Bznom WEB-npusioxenwuii ¢ nomorpto "orpaBiaenusix’ Cookie. Email
bombing. Clickjacking u likejecking. Araku Salami. XML-60om6a. Pharming. BHO.

Tema 4. lleaeBble aTaku

Tennenunu ceteBoit 0e30macHOCTM B IocienHHe Toabl. Vishing. BpemonocHble mporpaMmsl,
conpsokernbie ¢ Web. Ciryx0b1 HoBocTeit RSS/ATOM. XSS Scripting. SQL Injection (SQLi). ARP-
spoofing.  ®danbcudpukanms  MexcaiitoBeix  3ampocoB  CSRF.  O0xox  ¢umbrpa  XSS.
OkcroHeHnanbHele ataku XSS. Mcnonb3oBanue (anbcuukanyy 3arojloBKOB 3apocoB. UepHbie
xonbl B Menua-(aitnax. Ataku "Drive-by Download". Yenosek mocepenune (Man-In-The-Middle).
SideJacking. Araka Man-In-The-Browser.

Tema 5. ATaku GUHAHCOBBIX 00bEKTOB

Crapware. Grayware. CKpbITBbIe yTpo3bl 6e3omacHocTu. Danbcnpukanus nmeH ¢ainoB. Ataku APT.
RFl-ataka. BctaBnenue ypanenHoro daiina. HecaHKIMOHMpPOBaHHBIM JOCTYN K MAalllMHAM,
OTKJIFOUEHHBIM OT VHTEpHET.

4.4 Tembl 4 IVIaHBI J12a00PATOPHBIX 3AHATHH

Hukn nabopaTopHbIX pabOT BKIHOYAET B ce0s 3 00bEMHBIX J1a00paTOPHBIX pabOThI. 3ajauaMul UK
SBIISIIOTCSA:

— OCBOCHHE OCHOBHBIX METOJIOB aHAJIM3a YSI3BUMOCTEH MPOrPaMMHBIX pean3aliii Ha TIPaKTHKE;

— OCBOCHHE IPUHITUTIOB paOOTHI C COBPEMEHHBIMH IU3acceMOiepamMy U OTIIaTYUKaAMU;

— IOJIyY€HHUE HABBIKOB YCTPAHCHHS YSI3BUMOCTEH MPOTPaMMHBIX peaTn3aliii Ha KOMIIBIOTEPHBIX
CUCTEMax




JlaGopaTopHnoe 3ansitue Nel (10 u.)

Tema IHouck ya3BHUMOCTEH B NIPOrpaMMHOM peajiu3anuu

IJeny: ocBOGHHE OCHOBHBIX NPUEMOB M METOAOB IIOMCKA YSA3BUMOCTEH B MPOTrPaMMHBIX
pean3anusx.

Cooepircanue padbomer: ananu3 nporpamMmHbIX peanm3anuii w11 OC cemeiictBa Windows Ha
npeaMeT Haluuusl HauOosiee W3BECTHBIX YSA3BHUMOCTEH METOJOM OKCIEPHUMEHTOB C ‘‘UepHBIM
SIIIIUKOM”, CTATHYECKUM M IMHAMUYECKUM METOJIJaMU aHAJIN3a MPOTPaMMHBIX peau3aluu.
Pe3ynvmam: noapoOHast JEeMOHCTpALUs pe3yIbTaToB paboThl, OTYET O MPOETaHHON padoTe.
Memoouueckue yxkazanua: BBIIOJIHEHUE 3aJaHUA  JODKHO BECTHCh C  HCIOJIb30BaHUEM
I[I/ISaCCCM6J'IepOB, OTJIaAYUKOB, M BCIIOMOI'aTCJIbHBIX IIPOIrpaMMHBIX CPEACTB, OTYCT OOJDKCH
coJleprkaTh MOIPOOHBIN aHATN3 TPOAeTIaHHONW PabOTHI.

Jladoparopnoe 3ansTue Ne2 (10 4.)

Tema IIporpaMMHBbIe 3aKJIATKH
Ilenv: OCBOCHHWE OCHOBHBIX IIPHEMOB ¥ METOJIOB CO3JaHHS NPOTPAMMHBIX 3aKJIaOK H

MPOTUBOJICHCTBUS MPOTPAMMHBIM 3aKJIaKaM.

Cooepircanue padompr: METOIbl CO3JAAHHUSA IMPOIPAMMHOM 3aKiaJKH, BHEAPEHUS MPOrpPaMMHON
3aKJI1aJIKH, BBISIBICHUS IPOTPAaMMHOMN 3aKJIaKH, YAaJE€HUs IPOrPaAMMHOM 3aKJIaIKH.

Pezynomam: nporpaMmHasl 3akjiajka M IporpaMma Ui yJaJlleHHs IpOrpaMMHOM 3akiajky,
NnoJpoOHas IEMOHCTpaLMs PE3yIbTaTOB PabOThI, OTYET O MPOJEIIAHHON padoTe.

Memoouueckue yKka3anua: BbIIOJIHEHUE 3aJaHUs JIOJDKHO BECTUCh C  HCIIOJIb30BaHHEM
Iu3acceMOIepoB, OTIAAYMKOB, M BCIIOMOTATENbHBIX MPOTPAMMHBIX CpEACTB, OTYET JOJDKEH
coJepKaTh MOAPOOHBIN aHAIN3 MPOIETAHHON PaOOTHI.

JlaGopartopnoe 3ansitue Ne3 (10 u.)
Tema ATaKH HA KOMIBIOTEPHYIO CHCTEMY

IJenw: ocBOGHHE OCHOBHBIX IPHEMOB W METOJOB HCIOJB30BAHMS YS3BUMOCTEH B KOMITBIOTEPHOIA
CUCTCMC UIA aTaKW U OpraHUu3alus HpOTHBOHCﬁCTBHH aTaKC Ha KOMIIBIOTECPHYHO CUCTCMY.
Cooepiwcanue pabompl: OCHOBHBIC YSI3BUMOCTH KOMITBIOTEPHOH CHCTEMBI, HCIOJIB30BAaHHE
yA3BUMOCTEH KOMIBIOTEPHOW CHCTEMBI JUIA aTakd, METOAbl IPOTHBOJCHCTBHS arake Ha
KOMIIBIOTEPHYIO CUCTEMY.

Pesynvmam: monpoOHas NEMOHCTpAIMs pe3yJbTaTOB pabOThI, OTYET O IPOJCIIAHHON paboTe.
Memoouueckue yKkazanusa: BBINOJIHEHUE 3aJaHUs JOJDKHO BECTUCh C  HCIIOJIb30BAHHEM
JM3acceMOJIepoB, OTJIQJYUKOB, W BCIIOMOTATENbHBIX IPOrPAMMHBIX CPEACTB, OTYET JOJDKEH
coJepkKaTh MOAPOOHBIN aHAIN3 MPOIETAHHON PabOTHI.

5. Tembl AUCHUIIUHBI (MOAYJIs1) AJIsl CAMOCTOSITEILHOTO U3y4eHUsI
He npenycMmoTtpenst

6. O0Opa3oBaTe/ibHbIE TEXHOJOTHH

Ne . Oo0pa3oBaTenbHbIe
HaumenoBanue pa3agesa Bunbl yueOHBIX 3aHATHI
n/n TEXHOJIOTHH
1 cemecTp
TpamunuonHast JeKIus B ayJ. C
Jlexums pajui H yA
MYJIBTUMEINA TIPOSKTOPOM
Tewma 1. IIpeanoceuiku BH HUS
eMa PCAIIOCHLT CApe JlaboparopHoe 3aHATHE B
1. |mporpaMMHBIX 3aK/Ia/I0K Jlaboparoproe 3aHsiTre

KOMIIBIOTCPHOM KJIaCCe.

HBy‘-ICHI/Ie Marepuajia 1o TEME
CaMocTosTebHas pa60Ta JICKIIMH, ITIOJATOTOBKA JOMAIIHETO
3aJaHHs.




Tema 2. DBomronus yrpos.

Jleximusa

TpamuiuonHast JeKIUs B ayJ. C
MYJIBTEMEIAA IPOCKTOPOM

JlabopaTopHoe 3aHATHE

JlaGopaTopHoe 3aHATHE B
KOMITBIOTEPHOM KJIacCe.

CamocrosTenbHas padorta

N3yuyenne matepuana mo Teme
JIEKLIMH, ITOATOTOBKA JOMAIIHETO
3aaHus.

Tema 3. OCHOBHBIC YA3BHUMOCTH
Tema 4. LleneBrle aTaku

Jlexiusa

TpamumonHas JeKus B aynd. C
MYyJIBTHMEINA IPOCKTOPOM

JlaGopaTopHbie 3aHATHE

JlaboparopHoe 3aHATHE B
KOMITBIOTEPHOM KJ1acce.

CamocTosTenbHas pa60Ta

N3yyenune marepuana mo Teme
JIEKLUH, IOATOTOBKA JOMAIIIHET O
3aJaHus.

Tema 4. LleneBrle aTaku

Jlexus

TpamurionHas TeKIus B aya. ¢
MYJBTUMEINA TPOEKTOPOM

JlaGopaTopHkbIe 3aHsATHE

JlaGoparopHoe 3aHsATHE B
KOMITBIOTEPHOM KJIacce.

CamocTosiTenbHas pabora

N3yuyeHue matepuana no TeMe
JIEKLMH, IOATOTOBKA JOMAIIHETO
3aJaHus.

Tema 5. Ataku puHAHCOBBIX
00BEKTOB

Jlexmus

TpaguuuoHHas JIeKUus B ayl. C
MYJIbTHMEINA IPOCKTOPOM

JlaboparopHsbie 3aHsATHE

JlaboparopHoe 3aHATHE B
KOMITBIOTEPHOM KJIacce.

CamocrosiTenbHas pabora

N3yuyenue matepuana o reMe
JIEKIUY, IOATOTOBKA JOMAIITHETO
3aJaHusl.

7.

OneHoYHbBIE
yCIeBaeMoCTH,
TUCHUILINHE (MOTYJIIO)

cpeacTBa

IIpumepHBIE BONIPOCHI K 3a4eTy

A .

©ooNO kA~

11.
12.
13.
14.

15.
16.
17.

MPOMEKYTOYHOM

(matepuagabl) s

Oosntonus BupycoB. Hanbomnee onacHble BUPYCHI
Kak peammsytorcs ataku nepenonnenus Oydepa? Kak storo nzbexars? [IpuBenurte mpumep

pcain3anumn aTaku.

Kak ycrpoens! u kakue ObiBatoT DoS-aTaku?
Kak oprannzoBana ataka MAC-flooding?

Uro Takoe PhishingoBslii caiitr?

arrecranmmu

TEKYIero  KOHTPOJs
od0yyawiumuxcsi 10

Kak npoucxoaut nogmena cyogomena DNS? Cokpaienust Ha3BaHuii cyogomeHoB DNS.
UYro takoe Potentially Unwanted Program (PUP - norenimansHo HexenareapbHas mporpamMmma)?

Kak atakyror WEB-cepBeps1? Kakue cyiecTByroT criocoObl BCTpauBaHHs BPEJOHOCHOTO KO/ Ha

cTpaHuily?

y3HaTh, YTO OOHApYXKEHA YA3BUMOCTh U KaK €€ 3aKPbITh?
Yro takoe Adware (Madware) u Grayware?

Kak peanusyrorcsa Hijackers —aTaku?

. Uto Takoe «ATaku HYJICBOI'O OHS. Yro JACJIar0T paBpa6OT‘II/IKI/I, Y3HaB O TaKHUX arakax? Kak

Yro takoe Ransomware, Scareware u Rouge Security (rogueware)?
Kaxue Buabr Cross-Site Scripting (XSS) Bam uzBectHbl? Kak oHupeann3yroTcs U Kak OT HUX

3al[UTUTHCA?

Kax npoucxonut B3nom WEB-npunosxenuit ¢ momousio "orpasieHusix" Cookie?

Email bombing

Kmukeps Clickjacking u likejecking, uro sTo?




18.
19.
20.
21.
22.
23.
24,

8.

VYrpossl Ha cropore cepsepa. SQL Injection (SQLI).

Yro takoe ARP-spoofing u dhanscudukarus mexcainToBbix 3ampocoB CSRF.

Kak ucronp30Bath 4epHbIe X061 B Meana-(hanax?

PasnoBunHocTH ataku «Yenosek nocepeaune (Man-In-The-Middle).»

Kakue Ha qJaHHBIA MOMEHT aKTyalbHbI aTaKd (PUHAHCOBBIX OOBEKTOB?

Kakue umeroTcst CKpbIThIE YTpo3bl 0€301MacHOCTH?

YTo MOHUMAIOT I0]T HECAHKIIMOHUPOBAHHBIM JIOCTYIIOM B MallIMHBI, OTKJIFOUEHHBIE OT HTepHET?

CucreMa ouleHUBAHNS IUVIAHUPYEMbIX Pe3yJIbTATOB 00y4YeHHs

Kpurepun oueHuBanust
OueHka «3a4TeHO0» BBHICTABIIACTCS:

® CTYICHTY INIyOOKO M NPOYHO YCBOMBILEMY IPOTpaMMHBIM MaTepHuall, MUCUEpIbIBAIOLIE,
[IOCIIEZI0BATENBHO, TPAMOTHO M JIOTMYECKM CTPOMHO €ro H3JIaraillieMy, B OTBETE
KOTOPOr'O YBA3BIBAETCS TEOpHUs C IPAKTUKOM, OH IIOKa3bIBa€T 3HAKOMCTBO C
JUTEPATypOH, NPaBUIBHO OOOCHOBBIBAET U MCIIOJIb3YET PALIMOHAIbHBIE U COBPEMEHHBIE
CpEeCTBa PEUICHHUs IOCTaBICHHON MPOOIEMBI.

® CTyJEHTYy, TBEPIO 3HAIOIIEMY NPOrpaMMHBIA MaTepuall, TPaMOTHO MU IO CYLIECTBY,
U3JIAaraloIIEMy €ro, KOTOPBIM HE JOIYCKaeT CYLIECTBEHHBIX HETOYHOCTEM B OTBETE Ha
BOIIPOC, MPAaBWIBHO INPHUMEHSIET TEOPETHYECKHE IIOJIOKEHUS IpU  PELICHUU
IIOCTaBJICHHON 3aJ1a4H.

® CTYJEHTY, KOTOpPBI 3HAET TOJBKO OCHOBHOM IIPOTrPaMMHBIM MaTepHall, HO HE YCBOWII
0COOEHHOCTEH, T0MyCKaeT B OTBETE HETOYHOCTH, HEKOPPEKTHO (DOPMYIIHPYET OCHOBHBIE
3aKOHBI U ITPABUJIA, 3aTPYIHSACTCS B BBIIIOJHEHUH ITPAKTHYECKUX 3a/1a4.

Onenka «He 3a4YTEHO» BBLICTABIIICTCSA CTYACHTY, KOTOpLIﬁ HE 3HaeT 3HAUYUTEIIbHON YacTu
[porpaMMHOro marcpuajia, AOIMYCKACT B OTBCTC CYIICCTBCHHBLIC OHII/I6KI/I, C 3aTpyAHCHUSAMU
MMPAKTUYCCKUC 3aJaHUs.

3a oany padory Bcero
Popma KOHTPOIs MuH. Makc. Mun. Makc.
0asioB | 0aJ1J10B 0aJI10B 0aJI10B
Tekynuii KOHTPOJIb:
AxTHBHas pab0Ta Ha 3aHITHU 0,25 0,5 9 18
BrInonaeHne JOMaIIHero 3a1aHus 0,75 0,75 27 27
BrinosHeHne 3a1aHuii CaMOCTOSITEILHONW Pa0OThI 1 3 1 3
KOJLLOKSUYM 1 3 3 9
ITpomexxyTouHas arrectanus (3K3aMeH) 20 43
Hroro 3a cemectp 60 100
/IK3aMeH
9. YuebOHo-MeTOAMYEeCKOE U HH(OPMAIIMOHHOE 00ecTieYeHHue TUCIUTIIMHBI
9.1. OcHoBHas JIuTEpaTypa
1. Kazapun, O. B. HanexHocTs U 0€30MacHOCTh MPOTPAMMHOTO oOecredeHus : ydeOHoe

nocobue st By30B / O. B. Kazapun, U. b. lllyounckuii. — Mocksa : U3narensctBo KOpaiit,
2024. — 342 c. — (Bwicmee obpazoBanue). — ISBN 978-5-534-05142-1. — Tekcr :

anekTpoHHbd  //  OOpa3oBaTenbHas
https://urait.ru/bcode/539995

mwiardopma

Opaiit

[caiiT]. —

URL:

2. benos, I1. I'. CucteMHBIi aHAIN3 U TIPOTPAMMHO-IIEIEBOI MEHEDKMEHT PHCKOB : y4eOHUK U

npaktukyMm Juist By3oB / I1. I'. benoB. — Mockga : U3narensctBo FOpaiit, 2024. — 289 ¢. —
(Beiciiee o6pasoBanme). — ISBN 978-5-534-04690-8. — Tekct : 31eKTpOHHBIA //
OopazoBarenbHas miarpopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/539784

Kazapun, O. B. IlporpammHo-amnmapaTHble CpeiCcTBa 3amuThl WH(pOpManuu. 3amura
nporpaMMHOro oOecrieueHHs : y4eOHUK M mpakTukym s By3oB / O. B. Kazapun, A. C.
3a6a0ypuH. — Mocksa : U3narensctBo HOpaiit, 2024. — 312 ¢. — (Bricmiee oO6pazoBanue).
— ISBN 978-5-9916-9043-0. — Tekcr : snexTpoHHbIi // OOpa3zoBarenbHas miaaTdopma


https://urait.ru/bcode/539995

11.

12.

13.
14.

15.
16.

17.
18.

FOpaiir [caiit]. — URL.: https://urait.ru/bcode/538066

9.2. lonotHMTEILHAA JTUTEpPATypa

benog, I1. I'. CucteMHBIIl aHAWM3 U MPOrPAaMMHO-1IEJIEBOH MEHEIKMEHT PUCKOB : YICOHHK
u npaktukym st By3oB / I1. I'. benoB. — Mocksa : UznatensctBo HOpaiir, 2024. — 289 c.
— (Bricmiee o6pazoBanue). — ISBN 978-5-534-04690-8. — TekcT : »ieKTpoHHBIA //
O6pa3zoBarenpHast miatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/539784
Kazapun, O. B. [IlporpamMHo-anmapaTHbie CpelcTBa 3allliThl HHPOpPMAIMH. 3aIiura
MPOrPaMMHOTO OOecredeH sl | YIeOHUK U MPAKTUKYM JUIS CPETHETO MPOodecCHOHATHHOTO
obpazosanus / O. B. Kazapun, A. C. 3a6a0ypun. — Mocksa : 3narensctBo IOpaiit, 2024.
— 312 ¢. — (IIpodeccuonanbuoe odopazoBanue). — ISBN 978-5-534-13221-2. — Teker :
anekTpoHHsld  //  OOpasoBarenbHas  1uatrdopma  FOpait  [caitit]. —  URL:
https://urait.ru/bcode/543631

9.3.IIporpaMmmHoOe oGecrnieueHne

Microsoft Office 2010 Russian Academic OPEN 1 License (6eccpounas), (IurieH3us
49512935);

Microsift Sys Ctr Standard Sngl License/Software Assurance Pack Academic License 2
PROC (6eccpounas), (nmumensus 60465661)

Microsoft Win Home Basic 7 Russian Academic OPEN (6eccpounas), (aumeH3us
61031351),

Microsoft Office 2010 Russian Academic OPEN, (6eccpounas) (mumensust 61031351),
Microsoft Windows Proffesional 8 Russian Upgrade Academic OPEN (6eccpounas),
(mumensus 61031351),

Microsoft Internet Security&Accel Server Standart Ed 2006 English Academic OPEN,
(6eccpounas), (nmuuensus 41684549),

Microsoft Office Professional Plus 2010 Russian Academic OPEN, (6eccpounast), (uien3us
60939880),

Microsoft Windows Server CAL 2008 Russian Academic OPEN, (6eccpounast), (uieH3us
60939880),

Microsoft Windows 10 Pro, 64 bit, Rus, OEM, Onepannonnas cucrema

. HenckmounrenbHoe mnpaBo Ha wucnosnb3oBanue I1O Kaspersky Endpoint Security s

ousneca — Pacimupennsiii Russian Edition.

HeuckmountensHoe mpaBo Ha ucnonb3zoBanue [10 Kaspersky Security mis BUpTyanbHBIX U
obmaunsIx cpen, Server, VirtSvr, License, Education Renewal

ABBYYFineReader 11 Professional Edition, (6eccpounas), (muuensuss AF11-2S1P01-
102/AD),

Microsoft Volume Licensing Service, (6eccpounas), (murensus 62824441),

Microsoft Windows Pro 64bit DOEM, (6eccpounas), koHTpakt Ne 6-OAD®D2014 or
05.08.2014

Visual Studio Professional

«Antunnaruar. BY3y. Jlunensuonnsiii norosop Ne 5044 ot 14.05. 2022 roga (exerogHoe
MIPOJITIEHUE);

YyebHno-meroanueckuit komruiekce «MHpopMarimonHast 6e30macHOCTh» Ha 20 y4eOHBIX MECT;
YueOHO-MeTOANYEeCKU KOMITIEKC «be30macHOCTh TEIEeKOMMYHHUKAITMOHHBIX cucTeM» Ha 20
y4eOHBIX MeCT.

9.4.1lpodeccuonanbubie 6a3bl JAHHBIX U UH(POPMALMOHHbIE CIIPABOYHbIE
CHCTEMbI COBPEMEHHBIX HH(POPMALUOHHBIX TEXHOJIOI M

. I/IH(I)OpMaLII/IOHHaﬂ cucrema «EnnHoe 0KHO AO0CTYyIIa K O6p8.30BaTCJ'ILHLIM pecypcam. Pazgen

HNndpopmaruka u uapopmanmonssie TexHonaorum» (https://habr.com/)
Kpynneiimmii BeG-cepBuc uist xoctuHra IT-poeKToB M HMX COBMECTHOH pa3paboTKu-
(https://github.com/)

baza xuur u nyonukanuii JnextponHoit 6ubmmorexkn "Hayka u Texuuxa" (http://www.n-
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t.ru)

Enunoe oxHO gocTyma Kk oOpasoBarenbHbIM pecypcam. Paszmen Wadopmatnka u
uHdopmanronnsie Texuomoruu (http://window.edu.ru/catalog/?p_rubr=2.2.75.6)
OnekrponHas oubmnoreuynas cuctema ZNANIUM.COM (http://znanium.com/)

[{udpoBas KoIeKIUs SIEKTPOHHBIX BEPCHH W3MaHUKM (Yy4eOHHMKH, Y4eOHBIC MOCOOUS,
y4eOHO-METOIMYECKUE JOKYMEHTBI, MOHOTpauu) IO SKOHOMHYECKHM, €CTECTBEHHBIM,
TEXHUYECKUM U T'yMaHUTAPHBIM HAYKaM, CIPYNITUPOBAHHBIX [0 TEMATUYCCKHM U IIETICBBIM
MpU3HAKAM.

OnekTpoHHas OuoOmmoreyHas cuctema «BOOK.ru» wm3gatensctBa «KHOPyc wmenmnay
(https://www.book.ru/)

HNHTepHeT-yHUBEpCUTET HHPOPMAITMOHHBIX TEXHOJOTHH (WWW.intuit.ru)

Omnunaiin cpena pa3pabotku npunoxenuii (ideone.com)

Kypnan «KommneroteplIpece» (wWww.compress.ru)

N3narenbctBO «OTKPBITHIE CUCTEMBD) (WWW.0SP.TU)

W3nanne o0 BBICOKMX TEXHOJOTHSIX (WWW.CNews.ru)

CnpaBouHo-nipaBoBas cucrtema «KoncynpranT [Tnrocy (http://www.consultant.ru)
Polpred.com O630p CMU (http://polpred.com/)

DnexkTponnas oubmmoreunas cucrema eLIBRARY.RU (http://www.elibrary.ru)
OnekrponHas oudbiauoreunas cucrema [PRbooks (http://www.iprbookshop.ru)

DnekTpoHHass OuOIMOTeyHas cucreMa HarnuoHanbHas 3JEKTpOHHAs  OMOJIHOTEKa
(https://H36.pd)

Onekrponnas oubaroreynas cucrema IOpaiit (http://www.biblio-online.ru)

10.06ecneuenue 00pa3oBaTeIbLHOIO Mpolecca JJsl JUIl ¢ OrPAaHHYEHHBIMU

BO3MOKHOCTAMHU 310POBbA U HHBAJIUI0B

VuebHple u y‘lC6HO'MCTO,I[I/I‘IeCKI/Ie MaTCpralibl  IJIA CaMOCTOSITEIIbHOM pa6OTBI

06yqa101u14xc>1 M3 YHCJIa MTHBAJIWJOB U JIUI C OI'PaHUYCHHBIMH BO3MOKXHOCTAMU 3JO0POBbA (OB3)

npeaOoCTaBJIAIIOTCA B (I)OpMaX, aJlalITUPOBAHHLIX K OI'PaHHYCHUAM HUX 3J0POBbA U BOCIIPUATHUSA

uH(popMauu:

/lna cnenvix u crabosuonawux:

JeKIUU O(QOPMIISIOTCS B BHJIE JJIEKTPOHHOTO JIOKYMEHTA, JOCTYITHOTO C TIOMOIIBIO
KOMIIBIOTEpA CO CTENHUaTN3UPOBAHHBIM MPOTPAMMHBIM O00ECTICUeHUEM;

MUCHbMEHHBIC 3aJ]JaHUSl BBIMONHIIOTCS HAa KOMITBIOTEPE CO CIEIUATH3UPOBAHHBIM
MPOrpaMMHBIM 00€cTiedeHUEM, U MOT'YT OBITh 3aMEHEHBI YCTHBIM OTBETOM,;
obecrieunBaeTCsl HHANBUIYabHOE paBHOMEpPHOE ocBenieHne He meHee 300 mokc;

JUTSL BBITIOJTHEHHs 3aJaHUsl MPU HEOOXOJUMOCTH TMPEIOCTaBISETCS YBEIMUYHBAIOIIEE
YCTPOMCTBO; BO3MOXHO TAaK)Ke HCIIOJNIb30BAHWE COOCTBCHHBIX  YBEITUYHBAFOIINX
YCTPOMCTB;

MUChMEHHBIC 33J]aHusT ODOPMIISIOTCS YBEIIMYSHHBIM MIPU(TOM;

9K3aMEH M 3a4€T MPOBOJAATCSA B YCTHOH (hopMe MU BBITIOJIHAIOTCS B MUCEMEHHOM Gopme
Ha KOMITBIOTEPE.

na enyxux u cnabocnviuamux:

JEKIUU  OPOPMIISIFOTCS B BHJIE JJICKTPOHHOTO JOKYMEHTa, JIMOO TIPEJOCTaBISACTCS
3BYKOYCHIIMBAIOIIAs anlapaTrypa UHANBUAYAIBHOTO TIOJTb30BaHUS;

MUChMEHHBIC 33JITaHUS BBITOJHIIOTCS Ha KOMITBIOTEPE B MUCEMEHHOH (hopMe;

9K3aMEH U 3au4€T MPOBOJATCS B MHUCHBMEHHOW (QopMe Ha KOMIIBIOTEpPE; BO3MOXKHO
poBeJIcHUE B JOopMe TeCTUPOBAHUS.

Jna nuy ¢ hapywenuamu onopHo-06u2amenbHo20 annapama:

JEKIUU O(OPMIISIOTCS B BHJIEC JJIGKTPOHHOTO JIOKYMEHTA, JIOCTYITHOTO C IIOMOIIBIO
KOMIIBIOTEPA CO CTIEeIUATN3UPOBAHHBIM MPOTPAMMHBIM 00ECTICUeHUEM;

MUCHbMEHHBIC 3aJJaHUS BBIMOJHIIOTCS Ha KOMITBIOTEPE CO  CICIUATH3UPOBAHHBIM
MPOrPaMMHBIM 00€CTIeYeHUEM;

9K3aMeH U 3a4€T MPOBOSITCS B YCTHOH (DOpPME HIIH BBITIOJHSIOTCS B TUCBMEHHOU (opme
Ha KOMIIBIOTEpE.


http://www.consultant.ru/
http://polpred.com/
http://www.elibrary.ru)/
http://www.iprbookshop.ru/
https://нэб.рф/
http://www.biblio-online.ru/

[Ipu HEOOXOIMMOCTH MpenyCMaTpUBACTCs YBEIHMUEHNE BPEMEHHU IS [TOITOTOBKH OTBETA.

[Ipouenypa  mpoBeneHUS  MPOMEKYTOUYHOM  arTecTaluu A 0Oydaromumxcs
YCTaHABIMBAETCS € YYETOM UX HUHAUBHUIYAJIBHBIX TCUXO(PU3NYECKUX OCOOEHHOCTEH.
[IpomexxyToUyHas aTTecTanus MOXKET IPOBOJUTHCS B HECKOIBKO TAIOB.

[Ipu mpoBeneHun npoueaypsl OLEHUBAHUS PE3YIbTATOB OOyUYEHHS MpeaycMaTpUBACTCS
UCIIONB30BAaHUE TEXHUYECKUX CPEACTB, HEOOXOMUMBIX B CBSI3U C HWHIUBUAYAIbHBIMHU
OCOOCHHOCTSAMHU OO0Yy4YaloIIUXCsl. DTU CPEACTBa MOTYT OBITh MPEIOCTABJICHbI YHHUBEPCHUTETOM,
WJIM MOTYT UCTIOJIb30BaThCsl COOCTBEHHBIE TEXHUYECKHUE CPECTBA.

[IpoBenenre mpoueAypbl OLEHUBAHUS — pe3ylIbTaTOB  OOy4YeHHUS  JIOMYCKaeTcs C
MCII0JIb30BaHUEM JUCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOJIOTHH.

ObecnieunBaeTcs A0CTYN K MH(POPMAIMOHHBIM U OMOIMOrpa)uueckuM pecypcaMm B CETH
WuTepHer s kaxaoro oOywaromierocsi B ¢GopMax, aJalTUPOBAHHBIX K OTPAaHUYEHUSM HX
3I0POBbS U BOCTIPUSATHUSI HHPOPMAIUH:

/na caenvix u cnabosuonwux:

- B Ie4aTHON (opMe YBEIIMUECHHBIM HIPUPTOM;

- B (hopme 3IeKTPOHHOTO IOKYMEHTA;

- B (hopme ayanodaiina.

/Jna enyxux u cnabocnviumamux:

- B IeyatHou opwme;

- B (hopme 37eKTPOHHOTO TIOKYMEHTA.

/na odyuarouwguxca ¢ HapyuieHuAMU ONOPHO-06U2AMENILHO20 annapama:

- B meyaTHou (opme;

- B (hopMe 3JIEKTPOHHOTO JOKYMEHTA;

- B popme ayaunodaiina.

Y4eOHbIC ayIUTOPHH IS BCEX BUJIOB KOHTAKTHOW M CAMOCTOSTEIHbHON PabOThI, HAydHas
O0ubnuoTeka W WMHBbIC TMOMEUICHHS NJIs O0y4YeHHsS OCHAIIECHBI CIeNHUaIbHbIM 000pyJAOBaHUEM U
y4eOHBIMUA MECTaMH C TEXHHYECKUMHU CPEJICTBAMU O0yUCHUS:

0715 C/IenbIX U C/1AD0BUOAUUX:

- aBTOMaTH3WPOBAHHBIM pa0OYMM MECTOM ]IS JIFOJICH C HApYIICHUEM 3PCHHS,

- MpU HEOOXOAMMOCTU OOYYAIOUTUMCSI MPEIOCTABISETCS YBEIMYHBAIOIIEE YCTPOICTBO,
JIOITYCKAETCs MCIIOIh30BAHUE YBEIMUNBAIOIINX YCTPOHUCTB, HMEIOIIUXCS Y 00yJarONTuXCs;

015 2YXUX U CIADOCIBIUAUUX:

- aBTOMATH3UPOBAHHBIM pPA0OYMM MECTOM Ui JIIOJIEH C HapylIeHHeM CcliyXa |
C71a00CTIBIIIAIINX;

- aKyCTUYECKHUI YCHINTETh ¥ KOJIOHKH;

014 00YUaIOWUXCA ¢ HAPYUWEHUAMU ONOPHO-06U2AMENLHO20 ARNAPAMA:
- IEPEIBIKHBIMHE, PETYIUPYEMBIMH dproHoMHuYeckuMu napramu CU-1,;
- KOMITBIOTEPHOM TEXHHUKOM CO CIielnaTbHBIM TPOrPAMMHBIM 00€CIICYCHHEM.

11.MaTepuajJbHO-TEXHHYECKOE O0ecneuyeHue TUCHUTIMHBI (MOTYJIS)
I[J'IH npernoaaBaHusaA W MU3Y4YCHHA IUCHUIINIMHBI HMCIOJB3YCTCAd JICKOUMOHHAA ayaAuTOpUA,

obecrnieueHHas MyJIbTHMeEINa MPOSKTOPOM M COMMYTCTBYIOIIUM 00OpYyI0BaHHUEM, HHTEPAKTUBHOM
nockoii. Ucnonp3ytorcss YMK aucuuninuasl (Ha OyMa)KHOM U AJIEKTPOHHOM HOCHUTENSIX), GOHI
HAyYHOW OMOTMOTEKN YHHBEPCHUTETa, METOJAMYECKHE M Y4eOHO-METOJAMYECKHUE MAaTepUaIbI
Kadeapsl ”HPOPMATUKH.

K paboueii npozpamme npunacaromces:

IMpuinoxenne 1 — PoHA OUECHOYHBIX CPEACTB A MPOBEIACHUS aTTECTAllMU YPOBHS
c(OpMHUPOBAHHOCTH KOMITETEHIIUI 00y4arouxcs no JUCHUILIMHE (MOAYIIIO);

Ilpunoxenne 2 — Meroauueckue yKazaHUs IS OOYyYarONIUXCs IO OCBOCHUIO
JTUCITUATITAHBI (MOTYJIs).



