


1. dopmupyemble KOMIETEHIIUN
AUCHUIIHHE

H HHIAKATOPbI HMX JOCTHXKCHHUA II0

Kon

Coz[epmafme KOMIICTCHIUHA

KOII H HAMMCHOBAHUEC HHANKATOPA

KOMIIeTeHU U JOCTHKEHUS KOMIIeTeHIMH
Crioco6eH caMOCTOSTETEHO OIIK-1.1.
pruoOpeTaTh, pa3BUBaATh U 3HaeT METOIBI CaMOCTOSITEIIBHOTO TPHOOPETCHUS,
MPUMEHSATh MAaTEeMaTUIECKHE, pa3BUTUST W TNPUMCHCHUS  MaTEMaTHYCCKHUX,
€CTECTBCHHOHAYYHEBIC, COIIMAIBHO- | €CTECTBEHHOHAYUYHBIX, COIUAIEHO-9KOHOMUYECKHIX U
SKOHOMHUYECKHE U mpoecCCHOHANBHBIX ~ 3HAHWW NI pEIIeHUs
npoheCCUOHANBHBIC 3HAHUS IS HECTaHJIAPTHBIX 3a/1a4, B TOM 4YHCJE B HOBOH WM
peIlIeHUs HECTaHAAPTHBIX 33/1a4, B - HE3HAKOMOW Cpelle U B  MEKIUCIHUILTUHAPHOM
TOM YHCIIe B HOBOH HITH KOHTEKCTe.
HE3HAKOMOM CpeJic U B OIIK-1.2.
MEXIUCITUTIIMHAPHOM KOHTEKCTE, YMmeer mnpuoOperaTh, pa3BUBaTh H MPUMCHSTH
MaTeMaTH4YeCKUe, €CTeCTBEHHOHAYYHbBIE, COUAITHHO-
OIIK-1 9KOHOMHYECKHE U TPOQECCHOHANBHBIC 3HAHUS IS
pElIeHUs HECTaHJAPTHBIX 3a7a4, B TOM YHCIEC B
HOBOM WJIN HE3HAKOMOU cpene "u B
MEXIACITUTUTMHAPHOM KOHTEKCTE.
OIlK-1.3.
BJ'IaI[CCT HaBbIKaMH CaMOCTOATECIIBHOI'O
MpHOOpETeHHS, pa3BUTHS u MIPUMEHEHUS
MaTEeMaTHYECKHUX, €CTeCTBEeHHOHAYUHBIX,
COIIMATIbHO-3KOHOMHYECKUX M MPO(EeCcCHOHATBHBIX
3HAHUW ISl PelIeHrs] HECTAaHAAPTHBIX 3a7ad, B TOM
yyuciae B HOBOM WM HE3HAaKOMOM cpeae U B
MCKIAUCHUITTIMHAPHOM KOHTCKCTC.
Crioco0eH HCITIONIb30BaTh METOIbI OIIK-7.1.
Hay4YHbIX UCCIEAOBAHUN U 3HaeT METOABl HAay4HbIX  HCCIENOBAaHUU U
MaTeMaTHYECKOTO MOJICTMPOBAHAS | MAaTEMAaTHYECKOTO MOJCIUPOBAaHUS B  0O0NacTH
B 00JIACTH NIPOCKTUPOBAHHUS MIPOEKTUPOBAHHUS " yIIpaBIECHUS
ynpaBieHust ’HHOPMaIMOHHBIMH WH(GOPMAITMOHHBIMHA CUCTEMaMHU.
cucTemMaMu OIIK-7.2.
VYmeer MMPUMCHATH MCTO/Ibl HAYYHBIX I/ICCJ]eJlOBaHI/Iﬁ
OIIK-7. W MaTeMaTU4YeCKOro MOJCIMPOBAaHUSA B 00JacTH

MIPOEKTUPOBAHUS u yIpaBJIeHUS
WH(QOPMAIIMOHHBIMU CUCTEMaMH.
OIIK-7.3.

Bnageer HaBblkaMH NPUMEHEHUSI METOJ/OB
HAy4yHBIX MCCIENOBAaHUM M MaTeMaTHYECKOro
MOJIETMPOBaHMUs B OOJIACTH TNPOEKTUPOBAHUSA U
yIpaBJieHUs] ”HPOPMALMOHHBIMU CUCTEMaMHU

2. MMacnopt ¢oHIA OLIEHOYHBIX CPEACTB MO UCHUILIMHE (MOIYJII0)

Kon xonTposmpyemoii

Ne Koutponupyembie pasaenbl (TeMbl) HaunMeHOBaHHE OLICHOYHOI 0
KOMIIeTEeHIIUN (WJIH ee
/o AUCIHUIIIMHBI cpeacraa
YacTH)
1. Tema 1. MaTeMaTH4IecKrue OCHOBEI OIIK-1, OIIK 7 3amgaaus K 1ab0paTopHBIM paboTam,




Kpunrorpapuu.

KOHTPOJIbHBIE BOMIPOCHI, BOIPOCHI K
KOJUTOKBUYMY, BOIIPOCHI K DK3aMEHY

Tema 2. OcHOBHEBIE IICTH U 3aJa4H
Kpurrorpadun

OIIK-1, OIIK 7

3amgaaus K J1abopaToOpHBIM paboTam,
KOHTPOJIBHBIE BOIIPOCHI, BOITPOCHI K
KOJUTOKBUYMY, BOIIPOCHI K SK3aMEHY

Tema 3. Mcropuueckas Kpunrorpagusi.

OIIK-1, OIIK 7

3amgaaus K J1abopaTOpHBEIM paboTam,
KOHTPOJIbHBIE BOMPOCHI, BOIPOCHI K
KOJUTOKBUYMY, BOIIPOCHI K DK3aMEHY

Tema 4. CummeTpruuHoOe MU poBaHHE

OIIK-1, OIIK 7

3aganus K 1abOpaTOpPHBIM paboTam,
KOHTPOJIbHBIE BOIPOCHI, BOITPOCHI K
KOJIJIOKBUYMY, BOIIPOCHI K 9K3aMEHY

Tema 5. XemupoBaHue

OIIK-1, OIIK 7

3aganus K 1abOpaTOPHBIM paboTaMm,
KOHTPOJIbHBIE BOIIPOCHI, BOIIPOCHI K
KOJUIOKBHYMY, BOTIPOCHI K 9K3aMEHY

Tema 6. [ToTounoe mudpoBanue

OIlIK-1, OIIK 7

3aganus K 1abOpaTOPHBIM paboTaMm,
KOHTPOJIbHBIE BOIIPOCHI, BOIPOCHI K
KOJUIOKBHYMY, BOTIPOCHI K 9K3aMEHY

Tema 7. I'CITY un mpoBepka uxX KauyecTBa

OIIK-1, OIIK 7

3amganus K J1abopaTOpHBEIM paboTam,
KOHTPOJIBHBIE BOIIPOCHI, BOITPOCHI K
KOJUIOKBUYMY, BOIIPOCHI K DK3aMEHY

Tema 8. Kpunrorpaguss ¢  OTKPBITHIM
KITIOYOM

OIIK-1, OIIK 7

3anmaHus K 1abopaTopHBIM paboTam,
KOHTPOJIbHBIE BOIPOCHI, BOITPOCHI K
KOJJIOKBUYMY, BOIIPOCHI K 9K3aMEHY

Tema 9. DnekTpoHHAas TOIMUCH

OIIK-1, OIIK 7

3aganus K 1abOpaTOPHBIM paboTaMm,
KOHTPOJIbHBIE BOIPOCHI, BOITPOCHI K
KOJJIOKBUYMY, BOIIPOCHI K 9K3aMEHY

10.

Tema 10 [IpoTokomst

OIIK-1, OIIK 7

3aganus K 1abOpaTOPHBIM padboTaMm,
KOHTPOJIbHBIE BOIPOCHI, BOITPOCHI K
KOJUIOKBHYMY, BOTIPOCHI K 9K3aMEHY

3a4dem

OIlK-1, OIIK 7

Bonpocuwl  sxzameny

Jladoparopnoe 3ansaTue Nel (4 u.)

Tema MaTtemaTnuyeckue 0CHOBbI KpUNITOrpaguun

Bomnpocs! mist o0cyxienust:

1. Kpunrorpadpuueckre MeTo1bl 3alIUTHI UH(POPMALIUH.

2. Iudposanue.

3. XemmpoBaHue.

4. DneKTpoHHAas MOAMHKCH.
3aoanus:

1. Ilepeuncnure 1 KpaTKO OXapakTepU3yHTe OCHOBHBIE 3a/1a4M oOecrieueHust HH(OpMAIMOHHON
0€301aCHOCTH, pelIaeMbIe C IIOMOIIBIO KPUNTOrpaphUIECKUX METOIOB.

2. Packpoiite onpenenenus: mudpoBanue, 3ammdposanue, pacudpoBanue, 1emudpoBaHue.
3. 3ammdposats ci1oBo CRYPTOGRAPHY nojcrtanHoBo4YHBIM MIKH(POM, CAMOCTOSTEIILHO

BBIOPAB KIIH0Y HIM(POBAHUS U3 CUMMETPUYECKOH rpynmsl S26.

4. 3ammdposats cnoBo CRYPTOGRAPHY nepecranoBouHbIM IU(POM, CAMOCTOSITETLHO

BBIOPAB KITIOY HIM(PPOBAHUS U3 CUMMETPUIECKOHN IPYIIIIbI

4.1. S3.
4.2. 54.
4.3. S6.

Jla6opaTopHoe 3aHsiTHe Ne2 (2 4.)

Tema OcHOBHBIE LEIH M 321244 KpUIITOrpaguu

Bormpocs! 1uist o6cyxieHust:

1. CpaBHCHI/IC HepBOﬁ CTCNICHU C OJHHUM HCHU3BCCTHBIM.

2. Kwuraiickas Teopema 00 ocTaTkax.




3. T'enepanusi mpOCTHIX YUCE.
4. Tect Ha npoCTOTY.
5. Anroputmsl pabOTHI C OOJIBIIMMH YHUCTAMHU.

3ajanus:

1. Yem mmdpoBaHre OTIMIAECTCS OT KOIUPOBAHUS?

2. IlpuBeauTe U3BECTHBIE BaM KIACCU(UKAIIMH KPUITOCHCTEM.

3. YKaXuTe OCHOBHBIE OTIUYHS MEXKTY COBPEMEHHOM M KIIACCHYECKOM KpunTorpadue.
3ammdposats cioBo CRYPTOGRAPHY adduunbiM peKyppeHTHBIM IIHPPOM,
CaMOCTOSITENILHO BBIOPAB KIIIOU MIH(PpOBaHUs. YKa3aTh, KaKue MpeuMyllecTBaMu o0aaiaer
adUHHBIN peKyppEeHTHBIN MH(P O CPaBHEHHIO ¢ aQUHHBIM.

4. 3amupposats c1oBo CRYPTOGRAPHY mudpom Xumia, caMmocToATeIbHO BEIOpaB
KIIIOUEBYIO MaTpUIly pa3MEpPHOCTH

4.1. 2x2.

4.2. 3x3.

4.4. 4xA4.

JlaGopaTopnoe 3ansaTue Ne3 (4 u.)
Tema UcTopuueckasi Kpunrorpagpus
Bompocs! 1uist 06cyxnenus:

1. Maremarudeckas Mojaelnb mudpa.

2. Kiaccuyeckue mupsl: MOJACTaHOBOYHBIN, IEPECTAHOBOYHBIN.
3. udp Xumna.

4. 1udpsl raMMUpOBaHHUS.

JlaGopaTopnoe 3ausatue Ned (2 u.)

Tema CummeTpuyHoe UppPOBaHUE.
Bomnpocs! 11 o0cyxkaenus:
['OCT 28147-89.

1. TOCT P 34.12-2015.

2. TOCT P 34.13-2015.

3. Pexumsl mudpoBaHus.

3anaHus:

. CpaBuute ap¢uHHBIN mUdpp 1 mmdp Xuia ¢ TOUKH 3pEHUS KPUIITOCTONKOCTH.
. OnumuTe cnocoObl KPUNTOAHATIHM3A:

. adpunHorO MM Ppa;

. mudpa Xumna;

. mH$ppa raMMHpPOBaHUSL.

. 3ammdponats cioBo CRYPTOGRAPHY TabnuunbiM muppom raMMUpOBaHuS,
CaMOCTOSITENIbHO BBIOPAB KJIOY HIM(PPOBAHUSI.

7. 3ammposats cnoBo CRYPTOGRAPHY mmdpom Buxunepa, caMocTosTeIbHO BEIOpaB
7.1. UMKJINYECKUI KITI0Y IIU(PPOBAHUS.

7.2. CaMOKJIIOY 110 OTKPBITOMY TEKCTY.

7.3. caMOKJIIOY IO MHU(PTEKCTY.

AN DN AW

JlaGopaTopnoe 3ansaTue Ne5 (4 u.)

Tema XemmupoBanue

Bormpocs! mu1st o0cyxieHust:
1. Kpunrorpaduyeckue xeu-pyHKIum.
2. TOCT P 34.11-2012.
3. SHA-3.



3ajanus:

1. 3ammdposars cnoBo CRYPTOGRAPHY mmdpom mpocToit 3aMeHbl HaJ KOHEYHBIM TI0JIEM,
CaMOCTOSITENIbHO BBIOPAB KIIIOY MU(PPOBAaHUS U HETPUBOAMMBII MHOTOUJICH.

2. Ilepeuncnure pexumbl padotel [OCT 28147-89. [lnst 9ero COyX HUT KaKIbld U3 JaHHBIX
pPEKUMOB?

3. Cpasaute DES u I'OCT 28147-89

JlaGopaTopnoe 3ansaTue Ne6 (2 u.)

Tema IloTrounoe mmdpoBanue
Bompocs! qist 06cyxnenns:
1. TIpuHIUIBI TOTOYHOTO MM(POBAHHUS.
2. Tumbl TOTOYHOTO MU(PPOBAHHUS.
3. CuHXpOHHBIE M CAMOCHHXPOHHU3UPYIOMINECS M PHIL.
4. Iudpp RC-4 xak npuMep NOTOYHOTO AITOPUTMA MIU(PPOBAHUS

3anaHus:

1. CpaBaure AES u 'OCT 28147-809.

2. Ilepeuncnure OCHOBHbIE CBOWCTBA XellI-() yHKIIUH.

3. BeipaGoTaTh 001Nl CEKPETHBIN AIEMEHT JaHHbIX 10 poTokony Auddu-Xennmana, B3sB
3HaueHus p = 127, g =12, a X u y BEIOpaB CaMOCTOSITENBHO.

JlaGopaTopnoe 3ausarue Ne7 (4 u.)
Tema I'CIIY u npoBepka X KauecTBa
Bomnpocs! quis o0cyxkaenus:
1. T'enepanus ciiydyaliHbIX YHCEI.
IIceBnociayyaiiHble Yucaa U UX OTJIIMYUSA OT UCTUHHO CIIy4alHBIX YHUCEIL.
[Tonxo/1bl K MOTYYEHUIO IICEBIOCTYYalHbIX YHCEI.
Kputepun kauecTBa 1ceB1oCIydaiiHbIX YUCEI.
Buasl TeCTOB IICEBAOCITYYaHBIX TIOCIE0BATEIBHOCTEMN.
Tectrr NIST.

ook wm

3agaHus.

1. 3ammgposats cioBo CRYPTOGRAPHY no anropurmy Ounb-I"amarns, camocTosiTensHO
BbIOPAB KIIIOYEBYIO Tapy.

2. CpaBaute DES u 'OCT 28147-89.

3. CpaBuute AES u I'OCT 28147-8

JladopaTopHnoe 3ansitue Ne§ (2 u.)
Tema. Kpunrorpagus ¢ OTKpPBITBIM KJIIOY0M
Bomnpocs! quisa o0cyxkaeHus:
1. Konuenuus kpunrorpaduu ¢ OTKPHITHIM KJIIOUOM.
2. TIpotokon Auddu-Xenamana.
3. Kpunrocucrema RSA.
4. Kpunrocucrema Dib-I"amans.
5. Kpunrocucrema Pabuna
Hnousuoyanvuvie 3a0anus (15 sapuanmos)

Jlaboparopnoe 3ausTue Ne9 (4 u.)
Tema DiieKTPOHHASA MOANNUCH
Bonpock! 1st 00Cy)KICHHUS:
1. Koxapl ayTeHTHYHOCTH COOOIIEHHUH.
2. DICKTPOHHAS TOJIHCh.
3. TOCT P 34.10-2012.
4. WHuppacTpyKTypa OTKPBITOTO KITFOUa



Hnousuoyanvnule 3a0anus (15 eapuanmos)

JlaGopaTopnoe 3anstue Nel0 (2 u.)
Tema IIpoTokoJibl
Bormpocs! 1ist 00Cy)aeHuUs:

1. TIpoTokous pa3nenbHOTo BpydeHHs OHTa.
2. TIpoToKoubl 10Ka3aTEeIbCTBA 3HAHUS C HYJIEBBIM pa3IJIAllIEHUEM.
3. IIpoTokoisl mpocTaHOBKH "cienbIX" MOAMUCEH.
4. TIpOTOKOJBI TOJIOCOBAHMSL.
5. TIpoToko:bl 6€30MacHBIX BHIYUCICHUI
3anaHus:

1.Yro Takoe 3munTH4ecKast Kpunrorpagus?
2.. JlaiiTe moHsATHE KPUOTOTPaPUUECKOr0 IPOTOKOJIA.

3. Onpenenuts (¢ BepossTHOCTBIO HEe MeHee 0,99609375), aBisieTcs JIn MPOCTHIM YUCIIO

3.1. 353.
3.2. 489.
3.3.1213.

dopma KOHTPOJIS — IK3AMeEH
IIpumepHBIe BONPOCHI K IK3aMeHY

1.

CoNoOAWN
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17

18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.

29

AnrebOpanyeckue  cTpykTypbl. CBoiicTBa  aireOpandeckux  CTPYKTYP.

MOATPYIIIBL
[ukIuyecKue rpymibl.

Konpua. Konbia k1accoB BEIUETOB.

[Tons. [Tons Nanya.

Lenu u 3agaun kpuntorpaduu. OCHOBHBIC TOHATHUS.

[Tpocreiimme mu@pbl: MPOCTON 3aMEHBI, IEPECTAHOBOYHBIN, ad)(PUHHBIH.
Mudp Xumna.

I'enepanys nIpoCTHIX YUCE.

HIudpsr rammupoBanus. ludp Beprama (ogHOPa30BbIi 0JI0KHOT).

. TOCT P 34.12-2015. Hludpp «Marmar.

. TOCT P 34.12-2015. Hudp «Ky3neunk».

. T'enepanus nceBaocayyaiiHbIX MOCIEI0BATEIbHOCTEH U UX TECTHI.
. [ToTounoe mudponanue.

14.
15.
16.

Crangapt mmdposanus DES.

Cranpapt mmdposanus AES.

Kpunrorpadus ¢ OTKpBITEIM KIIIOUOM.

PanneBas kpunrocucrema.

Kpuntocucrema RSA.

Kpunrocucrema Jnb-I"amans.

[Iporokon Auddu-Xemmmana.

Aaroput™Mbl paboThl ¢ OOIBIIMMHU YUCIAMHU.
Xemr-¢pyukuuu. CBoiicTBa Xem-()yHKIUHA.

Konbr ayreHTHYHOCTH COOOIIEHNA. DIIEKTPOHHAS TTOATIHCH.
I'OCT P 34.10-2012.

[Iporokon nepenauu 6uTa.

Crnensle noamnucy.

[IpoTokoibl T0Ka3aTeabCTB 3HAHUS C HYJIEBBIM pa3rialleHUueM.
IIpOTOKOJIBI 27IEKTPOHHOTO TOJIOCOBAHUS.

29. IIpoTokombl 0€30MaCHBIX BEIYUCICHUH.

['pynmsi,






